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	Other comments:
	


***** First change *****
4.7.1.2a.3
Integrity checking of layer 3 signalling messages in the network 

Except the messages listed below, no GMM signalling messages shall be processed by the receiving GMM entity in the network or forwarded to the SM entity, unless integrity protection has been successfully negotiated:
-
GMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION AND CIPHERING FAILURE;
-
DETACH REQUEST;

-
DETACH ACCEPT
.

All SM messages are integrity protected.

Once a valid UMTS security context exists, until integrity protection has been successfully negotiated, the receiving GMM entity in the network shall process the following GMM signalling messages, even if the MAC included in the LLC frame carrying the GMM message fails the integrity check or cannot be verified in the LLC layer, as the UMTS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION AND CIPHERING FAILURE;
-
DETACH REQUEST (if sent before integrity protection has been activated);

-
DETACH ACCEPT;

-
ROUTING AREA UPDATE REQUEST;

NOTE:
These messages are processed by the GMM layer even when the MAC fails the integrity check or cannot be verified, as in certain situations they can be sent by the MS protected with an UMTS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check, the network shall authenticate the subscriber before processing the attach request any further.

If a ROUTING AREA UPDATE REQUEST message fails the integrity check, the network shall initiate an re-authentication of the subscriber by initiating an authentication and ciphering procedure.
Once integrity protection has been successfully negotiated, the receiving GMM or SM entity in the network shall not process any GMM or SM signalling messages unless they have been successfully integrity checked by the LLC layer. If any GMM or SM signalling message, having not successfully passed the integrity check, is received, then the LLC layer in the network discards that message. The processing of the AUTHENTICATION AND CIPHERING RESPONSE message when authentication is taking place, that has not successfully passed the integrity check at GMM layer is specified in subclause 4.7.7.3. If any GMM or SM signalling message is received, as not integrity protected even though integrity protection has been successfully negotiated, then the GMM layer shall discard this message.

***** Next change *****
4.7.7
Authentication and ciphering procedure

4.7.7a
Authentication and ciphering procedure used for UMTS authentication challenge.

The purpose of the authentication and ciphering procedure is fivefold (see 3GPP TS 33.102 [5a] and 3GPP TS 43.020 [13]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS UMTS ciphering key and a new GPRS UMTS integrity key;

-
to let the network set the GSM ciphering mode (ciphering /no ciphering) and GSM ciphering algorithm;

-
to permit the mobile station to authenticate the network; and

-
to let the network set GSM integrity protection and GSM integrity algorithm (for control plane and optionally for user plane).

In Iu mode, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used for authentication only.

The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 33.102 [5a], 3GPP TS 43.020 [13] and 3GPP TS 42.009 [5].

The authentication and ciphering procedure is always initiated and controlled by the network. However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.

The MS shall support the UMTS authentication challenge, if a USIM is inserted.

The authentication and ciphering procedure can be used for any combination of the following:

-
authentication;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm; and
-
setting of GSM integrity protection and the GSM integrity algorithm (for control plane and optionally for user plane).
NOTE:
Setting of GSM integrity protection and the GSM integrity algorithm in the authentication and ciphering procedure is only applicable for an MS and a network supporting integrity protection in A/Gb mode.
In A/Gb mode, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in A/Gb mode or in Iu mode. After a successful UMTS authentication, the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS. Furthermore, in A/Gb mode both the ME and the network may derive and store a GPRS GSM Kc128 as part of the UMTS security context as described in the subclause 4.7.7.3a. Furthermore, in A/Gb mode, if integrity protection is used, both the MS and the network shall derive and store a GPRS GSM Kint as part of the UMTS security context as described in the subclause 4.7.7.3b.
***** Next change *****
10.5.5.3a
Integrity algorithm

The purpose of the integrity algorithm information element is to specify which integrity algorithm shall be used.

The integrity algorithm is a type 1 information element.

The integrity algorithm information element is coded as shown in figure 10.5.5.3a-1/3GPP TS 24.008 and table 10.5.5.3a-1/3GPP TS 24.008.
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Figure 10.5.5.3a-1/3GPP TS 24.008: Integrity algorithm information element

Table 10.5.5.3a-1/3GPP TS 24.008: Integrity algorithm information element

	Type of integrity algorithm (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	GPRS Integrity Algorithm GIA/4

	0
	0
	1
	
	GPRS Integrity Algorithm GIA/5

	0
	1
	0
	
	GPRS Integrity Algorithm GIA/6

	0
	1
	1
	
	GPRS Integrity Algorithm GIA/7

	All other values are reserved.

	


***** End of changes *****
