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[bookmark: _Toc2776377]1st change
5.5.2.2.2	API invoker on-boarding itself as a recognized user of CAPIF using Onboard_API_Invoker service operation
To on-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a Notification Destination URI for on-boarding notification as specified in subclause 8.4.2.2.3.1.
Upon receiving the above described HTTP POST message, the CAPIF core function shall check if it can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core function:
1.	can determine authorization of the request and on-board the API invoker automatically, the CAPIF core function:
a.	shall process the API invoker Enrolment Details and the API List received in the HTTP POST message and determine if the request sent by the API invoker is authorized or not;
b.	if the API invoker's request is authorized, the CAPIF core function shall:
i.	create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;
ii.	verify the API List present in the HTTP POST message and create a API List of APIs the API invoker is allowed to access;
iii.	create a new resource as defined in subclause 8.4.2.13;
iv.	return the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI in the response message.
2.	cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core function:
a.	shall acknowledge the receipt of the on-boarding request to the API invoker.
b.	shall request the CAPIF administrator to validate the on-boarding request or the API management to validate the on-boarding request by sharing the API invoker Enrolment Details and the API List received in the HTTP POST message;
c.	on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator or the API management, the CAPIF core function shall:
i.	create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;
ii.	create a new resource as defined in subclause 8.4.3;
iii.	deliver the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI to the API invoker in a notification.
NOTE 1:	How the CAPIF core function determines that the CAPIF core function can process the request and on-board the API invoker automatically is out-of-scope of this specification.
NOTE 2:	How the CAPIF core function determines that the API invoker's request to on-board is authorized is specified in 3GPP TS 33.122 [16].
NOTE 3:	Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.
NOTE 4:	The onboarding credential received by the API invoker from the service provider as specified in 3GPP TS 33.122 [16] is included in the Authorization header field of the HTTP request message as described in IETF RFC 2617 [17].
NOTE 5:	After the onboarding operation is completed the API Invoker no longer needs to maintain the Notification Destination URI and may delete it.

2nd change
[bookmark: _Toc2776391]5.6.2.2.2	Request service API security method from CAPIF using Obtain_Security_Method service operation
To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall send an HTTP PUT message to the CAPIF core function. The body of the HTTP PUT message shall include Security Method Request and a Notification Destination URI for security related notifications. The Security Method Request from the API invoker contains the unique interface details of the service APIs and may contain a preferred method for each unique service API interface as specified in subclause 8.5.2.3.3.3.
Upon receiving the above described HTTP PUT message, the CAPIF core function shall:
1.	determine the security method for each service API interface as specified in 3GPP TS 33.122 [16]; 
2.	store the Notification Destination URI for security related notification;
3.	create a new resource as defined in subclause 8.5.2.14.3; and
     4.	return the security method information and the CAPIF Resource URI in the response message.

3rd change
[bookmark: _Toc2776394]5.6.2.3.2	Obtain authorization using Obtain_Authorization service operation
To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall perform the functions of the resource owner, client and redirection endpoints as described in subclause 6.5.2.3 of 3GPP TS 33.122 [16].
The API invoker shall send a POST request to the "Token Endpoint", as described in IETF RFC 6749 [23], subclause 3.2. The "Token Endpoint" URI shall be:
{apiRoot}/capif-security/v1/securities/{securityId}/token
where {securityId} represents the individual security instance resource created by the API invoker during obtain security method, as described in subclause 5.6.2.2.

The body of the HTTP POST request shall indicate that the required OAuth2 grant must be of type "client_credentials". The "scope" parameter (if present) shall include a list of AEF identifiers and its associated API names the API invoker is trying to access (i.e., the API invoker expected scope).
The API invoker may use HTTP Basic authentication towards this endpoint, using the API invoker identifier as "username" and the onboarding secret as "password". Such username and password may be included in the header or body of the HTTP POST request.
On success, "200 OK" shall be returned. The payload body of the POST response shall contain the requested access token, the token type and the expiration time for the token. The access token shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [24]. The access token returned by the CAPIF core function shall include the claims encoded as a JSON object as specified in subclause 8.5.4.2.8c and then digitally signed using JWS as specified in IETF RFC 7515 [25] and in Annex C.1 of 3GPP TS 33.122 [16].
The digitally signed access token shall be converted to the JWS Compact Serialization encoding as a string as specified in subclause 7.1 of IETF RFC 7515 [25].
If the access token request fails at the CAPIF core function, the CAPIF core function shall return "400 Bad Request" status code, including a JSON object in the response payload, that includes details about the specific error that occurred

4th change
[bookmark: _Toc2776401]5.7	CAPIF_Monitoring_API
The CAPIF monitoring API as defined in 3GPP TS 23.222 [2], allow the API management function via CAPIF-5 reference point to monitor service API invocations and receive such monitoring events from the CAPIF core function.
The CAPIF_Monitoring_API shall use the CAPIF_Events_API as described in subclause 8.3 by setting the CAPIFEvent to one of the events "Monitoring service API" as described in subclause 8.3.46.3.3.

5th change
[bookmark: _Toc2776409]5.8.2.2.2	Logging service API invocations using Log_API_Invocation service operation
To log service API invocations at the CAPIF core function, the API exposing function shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API exposing function identity information and API invocation log information as specified in subclause 8.7.2.2.3.1.
Upon receiving the above described HTTP POST message, the CAPIF core function shall:
1.	verify the identity of the API exposing function and check if the API exposing function is authorized to create service API invocation logs;
2.	if the API exposing function is authorized to create service API invocation logs, the CAPIF core function shall:
a.	process the API invocation log information received in the HTTP POST message and store the API invocation log information in the API repository;
b.	create a new resource as defined in subclause 8.7.2.13; and
           c.	return the CAPIF Resource Identifier in the response message.

6th change
[bookmark: _Toc2776509]8.2.6	Feature negotiation
General feature negotiation procedures are defined in subclause 7.8.
Table 8.2.6-1: Supported Features
	Feature number
	Feature Name
	Description

	n/a
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