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	Reason for change:
	As specified by TS 33.501, the UE receives a SOR counter and a UE parameter update counter with the key KAUSF. Those counters are received in the SOR transparent container and in the UE parameters update transparent container (see sub-clauses 9.11.3.51 and 9.11.3.53A in TS 24.501).

The specification does not describe what to do with the above mentioned counters when received as it just refers to TS 33.501 for the encoding of the counters but TS 24.501 fails to describe what to do with them. However, TS 33.501 mandates that the UE maintains the counters, if received, for lifetime of the key KAUSF (see sub-clauses 6.14.2.3 and 6.5.15.2.2 of TS 33.501). That means in our understanding that the counters have to be stored in the USIM and if not possible there (e.g., if EF5GAUTHKEYS is not present in the USIM), in a non-volatile memory in the ME. All this is stage 3 level details that should be specified properly.

Hence, the SOR counter and the UE parameter update counter, if received, has to be stored in the USIM and when this is not possible, in a non-volatile memory in the ME so the counters survive power off. If not, a SOR or UE parameter update request would fail as the MAC verification fails and the received SOR or UE parameter update information is not accepted by the UE.

	
	

	Summary of change:
	The normative annex C is updated to describe the storage of the SOR counter and the UE parameters update counter so that the counters survive power off, and they are therefore used in any subsequent SOR or UE paramter update request.

	
	

	Consequences if not approved:
	The specification fails to describe the action upon receipt of the the SOR counter and the UE parameters update counter. Hence, it is unspecified whether those counters are stored or not in the USIM or non-volatile memory in the ME. If the counters do not survive power off, the system fails as the UE uses the counters as freshness input into MAC-IAUSF and MAC-IUE derivations as described in TS 33.501. The UE shall only accept a counter value that is greater than stored  counter value as the UE would not have any value, the MAC verification fails and the received SOR our UE parameter update information would be not accepted by the UE.
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[bookmark: _Toc11416353]***** Next change *****
[bookmark: _Toc11419933]C.1	Storage of 5GMM information for UEs which are not SNPN enabled or UEs not operating in SNPN access mode
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status; and
d)	5G NAS security context parameters from a full native 5G NAS security context (see 3GPP TS 33.501 [24]);
e) 	SOR counter (see subclause 9.11.3.51); and
f) 	UE parameter update counter (see subclause 9.11.3.53A).
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [22].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
The following 5GMM parameters shall be stored in a non-volatile memory in the ME together with the SUPI from the USIM:
-	configured NSSAI(s);
-	NSSAI inclusion mode(s);
-	MPS indicator;
-	MCS indicator; and
-	operator-defined access category definitions.
Each configured NSSAI consists of S-NSSAIs stored together with a PLMN identity, if it is associated with a PLMN. The UE shall store the S-NSSAI(s) of the HPLMN. If the UE is in the VPLMN, the UE shall also store the configured NSSAI for the current PLMN and any necessary mapped S-NSSAI(s). The configured NSSAI(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the configured NSSAI(s).
Each NSSAI inclusion mode is associated with a PLMN identity and access type. The NSSAI inclusion mode(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the NSSAI inclusion mode(s).
The MPS indicator is stored together with a PLMN identity of the PLMN that provided it, and is valid in that RPLMN or equivalent PLMN. The MPS indicator can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the MPS indicator.
The MCS indicator is stored together with a PLMN identity of the PLMN that provided it, and is valid in that RPLMN or equivalent PLMN. The MCS indicator can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the MCS indicator.
Operator-defined access category definitions are stored together with a PLMN identity of the PLMN that provided them, and is valid in that PLMN or equivalent PLMN. The operator-defined access category definitions can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME, else the UE shall delete the operator-defined access category definitions. The maximum number of stored operator-defined access category definitions is UE implementation dependent.
The allowed NSSAI(s) can be stored in a non-volatile memory in the ME together with the SUPI from the USIM. Allowed NSSAI consists of S-NSSAIs stored together with a PLMN identity, if it is associated with a PLMN. If the allowed NSSAI is stored, then the UE shall store the S-NSSAI(s) of the HPLMN. If the UE is in the VPLMN, the UE shall also store the allowed NSSAI for the serving PLMN and any necessary mapping of the allowed NSSAI for the serving PLMN to the S-NSSAI(s) of the HPLMN. The allowed NSSAI(s) can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME; else the UE shall delete the allowed NSSAI(s).
If the UE is registered for emergency services, the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE is deregistered.
If the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [22], the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE enters 5GMM-DEREGISTERED.eCALL-INACTIVE state, the UE is switched-off or the USIM is removed.
***** Next change *****

