Page 1



3GPP TSG-CT WG1 Meeting #120
C1-196183
Portoroz (Slovenia), 7-11 October 2019

	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.301
	CR
	3280
	rev
	-
	Current version:
	16.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Further correction of support of 5G-IA0

	
	

	Source to WG:
	Intel

	Source to TSG:
	C1

	
	

	Work item code:
	5GProtoc16
	
	Date:
	2019-09-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	1) In TS 24.301, subclause 9.9.3.53, UE additional security capability IE, in note 2 in the table there is an implicit requirement, that a UE supporting 5G-IA0 shall also support EIA0:

Note 2:
For a UE supporting dual connectivity with NR. if the UE supports one of the integrity protection algorithms for 5GS in bits 8 to 5 of octet 5, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [19].
(Note that bit 8 of octet 5 is used to indicate support of 5G-IA0.)

But there is no stage 2 requirement for this:
SA3 specified in CR 33.401-0654 (S3-180952; March 2018) that NIA0 (= 5G‑IA0) is not applicable for (EN-DC) dual connectivity with NR. This means, SA3 removed the requirement for the UE and the SgB to support NIA0 and imposed an explicit ban on its use (in EN-DC configuration):

"The UE and SgNB shall not use NIA0 (which is the same as EIA0) between the UE and SgNB."

because the only possible use would be for an unauthenticated emergency call, and the consensus in SA3 was not to suport such a use case.
And also for the reverse dual connectivity configuration where the Master Node is a gNB according to TS 33.501, subclause 6.10.4, there is no requirement to support EIA0, because
"When the SN is a ng-eNB, the RRC and UP traffic is protected using the mechanism described in subclauses 7.4 and 7.3 respectively of TS 33.401 [10] with the algorithms specified in Annex C of TS 33.401 [10]."
Note that EIA0 is not specified in Annex C.

So in sum the implicit requirement is wrong and should be removed from note 2.
2) As a consequence of the SA3 CR, 5G-IA0 is only applicable to N1 mode, and it should be clarified in the table defining the bit that a UE not supporting N1 mode shall set this bit to "0".
3) Currently, TS 24.501 does not specify for which modes the indicated algorithms are applicable.

	
	

	Summary of change:
	1) Erroneous note 2 in 9.9.3.53 is corrected.

2) It is clarified that the algorithm 5G-IA0 is not applicable to dual connectivity with NR, and a UE not supporting N1 mode shall set the respective capability bit to "0".
3) It is clarified that the UE additional security capability IE is used to indicate which additional security algorithms are supported by the UE for S1 mode in dual connectivity with NR or for N1 mode or both.

	
	

	Consequences if not approved:
	Inconsistency between stage 2 (TS 33.501) and stage 3 (TS 24.301), as a UE not supporting N1 mode would indicate support of integrity algorithm 5G-IA0, although acccording to stage 2 such a UE is not required to support it, and the UE is actually not allowed to use it in dual connectivity with NR.
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9.9.3.53
UE additional security capability

The UE additional security capability information element is used by the UE to indicate which additional security algorithms are supported by the UE for S1 mode in dual connectivity with NR or for N1 mode or both.

The UE additional security capability information element is coded as shown in figure 9.9.3.53.1 and table 9.9.3.53.1.

The UE additional security capability is a type 4 information element with a length of 6 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE additional security capability IEI
	octet 1

	Length of UE additional security capability contents
	octet 2

	5G-EA0
	128-

5G-EA1
	128-

5G-EA2
	128-

5G-EA3
	5G-EA4
	5G-EA5
	5G-EA6
	5G-EA7
	octet 3

	5G-EA8
	5G-EA9
	5G-EA10
	5G-EA11
	5G-EA12
	5G-EA13
	5G-EA14
	5G-EA15
	octet 4

	5G-IA0
	128-

5G-IA1
	128-

5G-IA2
	128-

5G-IA3
	5G-IA4
	5G-IA5
	5G-IA6
	5G-IA7
	octet 5

	5G-IA8
	5G-IA9
	5G-IA10
	5G-IA11
	5G-IA12
	5G-IA13
	5G-IA14
	5G-IA15
	octet 6


Figure 9.9.3.53.1: UE additional security capability information element

Table 9.9.3.53.1: UE additional security capability information element

	5GS encryption algorithms supported (octet 3) (NOTE 1)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	5GS encryption algorithm 128-5G-EA3 supported (octet 3, bit 5)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA3 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA3 supported

	

	5GS encryption algorithm 5G-EA4 supported (octet 3, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA4 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA4 supported

	

	5GS encryption algorithm 5G-EA5 supported (octet 3, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA5 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA5 supported

	

	5GS encryption algorithm 5G-EA6 supported (octet 3, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA6 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA6 supported

	

	5GS encryption algorithm 5G-EA7 supported (octet 3, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA7 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA7 supported

	

	5GS encryption algorithms supported (octet 4)

	

	5GS encryption algorithm 5G-EA8 supported (octet 4, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA8 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA8 supported

	

	5GS encryption algorithm 5G-EA9 supported (octet 4, bit 7)

	0
	
	
	
	5GS encryption algorithm 5G-EA9 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA9 supported

	

	5GS encryption algorithm 5G-EA10 supported (octet 4, bit 6)

	0
	
	
	
	5GS encryption algorithm 5G-EA10 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA10 supported

	

	5GS encryption algorithm 5G-EA11 supported (octet 4, bit 5)

	0
	
	
	
	5GS encryption algorithm 5G-EA11 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA11 supported

	

	5GS encryption algorithm 5G-EA12 supported (octet 4, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA12 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA12 supported

	

	5GS encryption algorithm 5G-EA13 supported (octet 4, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA13 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA13 supported

	

	5GS encryption algorithm 5G-EA14 supported (octet 4, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA14 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA14 supported

	

	5GS encryption algorithm 5G-EA15 supported (octet 4, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA15 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA15 supported

	

	5GS integrity algorithms supported (octet 5) (NOTE 2)

	

	5GS integrity algorithm 5G-IA0 supported (octet 5, bit 8) (NOTE 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA0 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA0 supported

	

	5GS integrity algorithm 128-5G-IA1 supported (octet 5, bit 7)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA1 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA1 supported

	

	5GS integrity algorithm 128-5G-IA2 supported (octet 5, bit 6)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA2 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA2 supported

	

	5GS integrity algorithm 128-5G-IA3 supported (octet 5, bit 5)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA3 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA3 supported

	

	5GS integrity algorithm 5G-IA4 supported (octet 5, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA4 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA4 supported

	

	5GS integrity algorithm 5G-IA5 supported (octet 5, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA5 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA5 supported

	

	5GS integrity algorithm 5G-IA6 supported (octet 5, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA6 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA6 supported

	

	5GS integrity algorithm 5G-IA7 supported (octet 5, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA7 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA7 supported

	

	5GS integrity algorithms supported (octet 6)

	

	5GS integrity algorithm 5G-IA8 supported (octet 6, bit 8)

	0
	
	
	
	5GS integrity algorithm 5G-IA8 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA8 supported

	

	5GS integrity algorithm 5G-IA9 supported (octet 6, bit 7)

	0
	
	
	
	5GS integrity algorithm 5G-IA9 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA9 supported

	

	5GS integrity algorithm 5G-IA10 supported (octet 6, bit 6)

	0
	
	
	
	5GS integrity algorithm 5G-IA10 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA10 supported

	

	5GS integrity algorithm 5G-IA11 supported (octet 6, bit 5)

	0
	
	
	
	5GS integrity algorithm 5G-IA11 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA11 supported

	

	5GS integrity algorithm 5G-IA12 supported (octet 6, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA12 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA12 supported

	

	5GS integrity algorithm 5G-IA13 supported (octet 6, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA13 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA13 supported

	

	5GS integrity algorithm 5G-IA14 supported (octet 6, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA14 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA14 supported

	

	5GS integrity algorithm 5G-IA15 supported (octet 6, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA15 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA15 supported

	

	NOTE 1:
For a UE supporting dual connectivity with NR. if the UE supports one of the encryption algorithms for 5GS in bits 8 to 5 of octet 3, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [19].

	NOTE 2:
For a UE supporting dual connectivity with NR, if the UE supports one of the integrity protection algorithms for 5GS different from 5G-IA0 (bits 7 to 5 of octet 5), it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [19].
NOTE 3:
This algorithm is not applicable to dual connectivity with NR. A UE not supporting N1 mode shall set this bit to "0".


