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	Reason for change:
	3GPP TS 29.573 has specified IPX Provided Security Info to be exchanged on N32 interface, but the detailed encoding of certificate and Raw Public Key is for FFS:

[bookmark: _Toc18414887]6.1.5.2.15	Type: IpxProviderSecInfo
Table 6.1.5.2.15-1: Definition of type IpxProviderSecInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxProviderId
	Fqdn
	M
	1
	This IE shall uniquely identify the IPX.

	rawPublicKeyList
	array(string)
	C
	1..N
	This IE includes the list of raw public keys for the IPX.

	certificateList
	array(string)
	C
	1..N
	This IE includes the list of certificates for the IPX.

	NOTE:	Either the rawPublicKeyList attribute, or the certificateList attribute, shall be present.



Editor's Note: How to define the pattern of rawPublicKeyList and certificateList is FFS.
An X.509 certificate can be encoded with different formats:

[image: https://www.tutorialsteacher.com/Content/images/https/ssl-certificate-format.png]

On SBI, formats with Base64 encoding are preferred. 

Privacy-Enhanced Mail (PEM) is the de facto file format certificates commonly used by most of the CAs, and it is eventually formalized by RFC 7468 "Textual Encodings of PKIX, PKCS, and CMS Structures".

This CR proposed to proposed the certificates for IPX secuirty info to be encoded following RFC 7468.

This CR also propose to encode the Raw Public Keys in IPX Security Info following textual encoding of Subject Public Key Info specified in RFC 7468 section 13.

	
	

	Summary of change:
	1/ Add reference to IETF RFC 7468 in clause 2
2/ Remove the EN in 5.1.5.2.15 by adding description of rawPublicKeyList and certificateList attributes to following the encodeing in IETF RFC 7468

	
	

	Consequences if not approved:
	Unspecified format of certificates and raw public keys for IPX may leads to interworking problem.
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* * * First Change * * * *
[bookmark: _Toc11343845][bookmark: _Toc18408900][bookmark: _Toc18414801]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[10]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)". 
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TR 21.900: "Technical Specification Group working methods".
[xx]	IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".

* * * Next Change * * * *
6.1.5.2.15	Type: IpxProviderSecInfo
Table 6.1.5.2.15-1: Definition of type IpxProviderSecInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipxProviderId
	Fqdn
	M
	1
	This IE shall uniquely identify the IPX.

	rawPublicKeyList
	array(string)
	C
	1..N
	This IE includes the list of raw public keys for the IPX. (NOTE)

When present, each array item shall contain a raw public key for the IPX, with textual encoding as specified in section 13 of IETF RFC 7468 [xx].

	certificateList
	array(string)
	C
	1..N
	This IE includes the list of certificates for the IPX. (NOTE)

When present, each array item shall contain a certificate for the IPX, with textual encoding as specified in IETF RFC 7468 [xx].

	NOTE:	Either the rawPublicKeyList attribute, or the certificateList attribute, shall be present.



Editor's Note: How to define the pattern of rawPublicKeyList and certificateList is FFS.
* * * Next Change * * * *
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