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1. Overall Description:
CT4 thanks SA3-LI for their LS on Protected LI Parameters in N4. 

CT4 has been working on N4 protocol extensions for a N4-based LI_T3 interface in 5GC based on the following stage 2 requirements from SA3-LI in TS 33.127 v15.0.0:  
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When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.

The following CT4 29.244 CR approved at CT#83 started to define these protocol extensions. 
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	Legal Interception support for 5GC SMF/UPF
	15.5.0



C4-191435 (CR 0234 29.244 Rel-15 Lawful Interception in 5GC, submitted to CT4#90 and postponed according to SA3-LI LS) was meant to complete this work. 

This work is similar in principles to the PFCP protocol extensions CT4 has specified from Rel-14 onwards for CUPS in EPC to support SA3-LI requirements from TS 33.107 for Sxa' and Sxb' (i.e. "the LI specific instances of Sxa and Sxb reference points").

CT4 takes note though that despite the above stage 2 requirements, SA3-LI is actually still studying whether an N4-based mechanism for LI_T2/LI_T3 is required or not. Accordingly, CT4 has decided to postpone protocol work for support of a N4-based LI_T3/LI_T2 and will further contribute (either to revert the changes approved at CT#83 or to complement them) based on further guidance from SA3-LI when their analysis is 
complete.  

CT4 also noted that ETSI TS 103 221-1 referenced by TS 33.128 for LI_T2/LI_T3 relies on a different and older HTTP protocol version (i.e. HTTP/1.1 with no HTTP Pipelining) than the one supported for all APIs in the 5GC (HTTP/2 with multiplexing) and does not contain a formal interface definition such as OpenAPI specification files specified for all 5GC APIs. CT4 has not further reviewed this specification and leaves it to SA3-LI to ensure that it defines all the necessary parameters to support all the LI requirements/scenarios for 5GC. 


2. Actions:
To SA3-LI group.
ACTION: 	CT4 kindly asks SA3-LI group to report further guidance to CT4, as soon as possible, on whether CT4 should pursue or revert its work on N4 to support LI in 5GC in Rel-15, and to update their specifications in one way or the other accordingly.

3. Date of Next CT4 Meetings:
3GPP TSG CT4#91		13th – 17th May 2019	Reno, US
3GPP TSG CT4#93		26th – 30th August 2019	Wroclaw, Poland

