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* * * First Change * * * *
5.4.1	General
This subclause specifies the application data model supported by the API.
Table 5.4.1-1 specifies the data types defined for the Nudr service based interface protocol.
Table 5.4.1-1: Nudr Subscriber Data specific Data Types
	Data type
	Section defined
	Description

	AuthenticationData
	5.4.2.2
	A UE's authentication data

	OperatorSpecificDataContainer
	5.4.2.3
	Container for operator specific data

	SmfRegList
	5.4.2.4
	The list of all the SMF registrations of a UE

	SubscriptionDataSubscriptions
	5.4.2.5
	A subscription to notifications.

	DataChangeNotify
	5.4.2.6
	Container for data which have changed and notification was requested when changed.

	IdentityData
	5.4.2.7
	Identity data corresponds to the provided ueId

	ProvisionedDataSets
	5.4.2.8
	

	SorData
	5.4.2.9
	SOR data for later checking

	SharedAuthenticationSubscription
	5.4.2.x
	Collection of authenticationdata subscriptions

	PermanentKey
	5.4.2.10
	

	Milenage
	5.4.2.11
	

	Tuak
	5.4.2.12
	

	Op
	5.4.2.13
	

	Opc
	5.4.2.14
	

	Top
	5.4.2.15
	

	Topc
	5.4.2.16
	

	Rotations
	5.4.2.17
	

	Constants
	5.4.2.18
	

	AmfSubscriptionInfo
	5.4.2.19
	Information the UDR stores and retrieves related to active subscriptions at the AMF(s)

	EeProfileData
	5.4.2.20
	Event Exposure Profile Data



Table 5.4.1-2 specifies data types re-used by the Nudr service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudr service based interface. 
Table 5.4.1-2: Nudr re-used Data Types
	`
	Reference
	Comments

	AccessAndMobilitySubscriptionData
	3GPP TS 29.503 [6]
	Access and Mobility Subscription Data

	SmfSelectionSubscriptionData
	3GPP TS 29.503 [6]
	SMF Selection Subscription Data

	SessionManagementSubscriptionData
	3GPP TS 29.503 [6]
	Session Management Subscription Data

	Amf3GppAccessRegistration
	3GPP TS 29.503 [6]
	

	AmfNon3GppAccessRegistration
	3GPP TS 29.503 [6]
	The complete set of information relevant to the AMF where the UE has registered via non 3GPP access.

	SmfRegistration
	3GPP TS 29.503 [6]
	

	SmsfRegistration
	3GPP TS 29.503 [6]
	

	SmsManagementSubscriptionData
	3GPP TS 29.503 [6]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	Used to negotiate the applicability of the optional features

	ProblemDetails
	3GPP TS 29.571 [7]
	Detailed information about the status code.

	PpData
	3GPP TS 29.503 [6]
	

	SmsSubscriptionData
	3GPP TS 29.503 [6]
	

	PatchItem
	3GPP TS 29.571 [7]
	Data structure used for JSON patch.

	SdmSubscription
	3GPP TS 29.503 [6]
	

	EeSubscription
	3GPP TS 29.503 [6]
	

	Uri
	3GPP TS 29.571 [7]
	

	TraceData
	3GPP TS 29.571 [7]
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name

	Snssai
	3GPP TS 29.571 [7]
	Single NSSAI

	VarUeId
	3GPP TS 29.571 [7]
	String represents the SUPI or GPSI.


	NfInstanceId
	3GPP TS 29.571 [7]
	

	NotifyItem
	3GPP TS 29.571 [7]
	Common data type used for data change notification.

	OdbData
	3GPP TS 29.571 [7]
	Operator Determined Barring Data



[bookmark: _Toc533022599]* * * Next Change * * * *
5.4.2.2	Type: AuthenticationSubscription 
Table 5.4.2.2-1: Definition of type AuthenticationSubscriptionData
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	string
either "5G_AKA" or "EAP_AKA_PRIME"

	permanentKey
	PermanentKey
	M
	1
	The encrypted authenticationkey (K) defined in 3GPP TS 33.501 [9].

	sequenceNumber
	SequenceNumber
	M
	1
	String containing the SQN as defined in 3GPP TS 33.102 [10].

	authenticationManagementField
	AuthenticationManagementField
	C
	0..1
	String containing the Authentication management field as defined in 3GPP TS 33.501 [9yy].
Shall be present if sharedAuthenticationSubscription is absent.

	vectorAlgorithm
	VectorAlgorithm
	C
	0..1
	Specifies the algorithm used for the generation of authentication vectors.
Shall be present if sharedAuthenticationSubscription is absent.

	milenage
	Milenage
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.206 [11].
Shall be present if both sharedAuthenticationSubscription and tuak are absent.

	tuak
	Tuak
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.231 [12].
Shall be present if both sharedAuthenticationSubscription and milenage are absent.

	opc
	Opc
	O
	0..1
	A value derived from OP and K as defined in 3GPP TS 35.206 [11].

	topc
	Topc
	O
	0..1
	A value derived from TOP and K as defined in 3GPP TS 35.231 [12].

	sharedAuthenticationSubscriptionId
	SharedDataId
	O
	0..1
	If present, the authenticationManagementField, vectorAlgorithm, milenage, tuak, opc and topc may be absent.



[bookmark: _Toc533022600]* * * Next Change * * * *
[bookmark: _Toc533022618]
5.4.2.x	Type: SharedAuthenticationSubscription 
Table 5.4.2.x-1: Definition of type SharedAuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationManagementField
	AuthenticationManagementField
	M
	1
	String containing the Authentication management field as defined in 3GPP TS 33.501 [9].

	vectorAlgorithm
	VectorAlgorithm
	M
	1
	Specifies the algorithm used for the generation of authentication vectors.

	milenage
	Milenage
	O
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.206 [11].
Shall not be present if tuak is present.

	tuak
	Tuak
	O
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.231 [12].
Shall not be present if milenage is present.



* * * Next Change * * * *
[bookmark: _Toc533022620]5.4.3.2	Simple data types 
The simple data types defined in table 5.4.3.2-1 shall be supported.
Table 5.4.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	PermanentKeyValue
	string
	A hexstring of the encrypted authentication key (K) defined in 3GPP TS 33.501 [9yy].
Pattern: '^[A-Fa-f0-9]+$'

	SequenceNumber
	string
	A hexstring of the SQN as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{12}$' 

	AuthenticationManagementField
	string
	A hexstring of the Authentication Management Field (AMF) as specified in 3GPP TS 33.102 [10].
Pattern: '^[A-Fa-f0-9]{4}$

	OpcValue
	string
	A hexstring of the encrypted OPc as defined in 3GPP TS 35.206 [11].
Pattern: '^[A-Fa-f0-9]+$' 

	TopcValue
	string
	A hexstring of the encrypted TOPc as defined in 3GPP TS 35.231 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	RValue
	string
	A hexstring of the encrypted R as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$' 

	CValue
	string
	A hexstring of the encrypted C as defined in 3GPP TS 35.206 [12].
Pattern: '^[A-Fa-f0-9]+$ 

	EncryptionKey
	integer
	A reference to the key used to encrypt a value.

	EncryptionAlgorithm
	integer
	A reference to the encryption algorithm used to encrypt a value.



[bookmark: _Toc533022621]* * * Next Change * * * *
[bookmark: _Toc533022629]A.2	Nudr_DataRepository API for Subscription Data
[bookmark: historyclause]For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".

openapi: 3.0.0
info:
  version: '-'
  title: 'Unified Data Repository Service API file for subscription data'
  description: 'The API version is defined in 3GPP TS 29.504'
  
externalDocs:
  description: 3GPP TS 29.505 V15.2.0; 5G System; Usage of the Unified Data Repository Service for subscription data; Stage 3
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.505/'

paths:

  /subscription-data/{ueId}/authentication-data/authentication-subscription:
    get:
      summary: Retrieves the authentication subscription data of a UE
      operationId: QueryAuthSubsData
      tags:
        - Authentication Data (Document)
      parameters:
        - name: ueId
          in: path
          description: UE id
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationSubscription'
        default:
          description: Unexpected error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'                
    patch:
      summary: modify the authentication subscription data of a UE
      operationId: ModifyAuthenticationSubscription
      tags:
        - Authentication SubscriptionData (Document)
      parameters:
        - name: ueId
          in: path
          description: UE id
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
        required: true
      responses:
        '204':
          description: Expected response to a valid request
        '403':
          description: modification is rejected
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        default:
          description: Unexpected error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

************text not shown for clarity*************
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