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1. Overall Description:

SA3 would like to inform SA that SA3 has reviewed the liaison statement from GSMA 5GJA on User Plane Security for 5GC Roaming in SP-181202 / S3-190019 and the subsequent action set by SA plenary at SA#82 on SA3 and SA2 to provide guidance to SA on technical solutions to address the issues raised by GSMA.
SA3 has agreed to extend the scope of the existing study FS_SBA-SEC in the attached S3-190464 to address binding of signalling sessions to N9 sessions and develop the necessary N9 security function to achieve this. SA3 consider that this may require a function equivalent to the SEPP used on N32 to be standardised on N9. SA3 also considers that work with SA2 may be needed to identify any necessary 5GC architecture changes within R16 timescales. The need for any SEPP equivalent N9 functional would be subject to the conclusions of the extended FS_SBA-SEC study. 
Furthermore, SA3 has agreed to add a recommendation to TS 33.501 R15 in attached S3-190408, to provide guidance on implementation restrictions which can be applied to reduce the impact of the issues identified in the GSMA LS.

Both the revised study item and TS 33.501 CR are provided to SA#83 for approval.

2. Actions:

To SA group.

ACTION: 
Kindly take the above information into account when producing any response to GSMA 5GJA on User Plane Security for 5GC Roaming.
To SA2 group.

ACTION: 
Take the above information into account and assist SA3 in making any necessary architecture enhancements to mitigate the issues raised in the GSMA LS within R16 timescales.
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