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	Reason for change:
	According to CR 0068 in TS 23.503 as reads below:

PFD (Packet Flow Description) is a set of information enabling the detection of application traffic.
Each PFD may be identified by a PFD id. A PFD id is unique in the scope of a particular application identifier. Conditions for when PFD ID is included in the PFD is described in TS 29.551 [xx]. There may be different PFD types associated to an application identifier.
A PFD include the following information:
-	PFD id; and 
-	one or more of the following:
-	a 3-tuple including protocol, server side IP address and port number;
-	the significant parts of the URL to be matched, e.g. host name;
-	a Domain name matching criteria and information about applicable protocol(s).
so the PFD definition needs to be extended to include:

1.	The matching protocol for the domain name.
2.	Possibility of matching criteria for one or more PFD properties (flow description, URL and Domain Name) to detect an application.

Each property can have multiple instances, as it is defined as an array.

In TS 29.244, it specifies that the PFD information for an application can ONLY be provisioned/updated with FULL set of information, no PFD ID is communicated between the CP function to the UP function, so there is no mapping between PfdContent for a PFD (received from PFDF) and the PFD Contexts as specified in subclause 7.4.3.1. 

As specified in subclause 8.2.39, for every different type of PFD information, i.e. "flowDescriptions", "urls" or "domainNames", only one instance can be included in the PFD Contents. 

So for a PFD with multiple instances, e.g. multiple flow descriptions, the CP function need provision multiple PFD contents IEs and each of them contains a flow description. 

It is proposed:
1. Enhance the encoding of PFD content, to allow to include multiple instance for the same property, and the relation of these multiple instance is logical OR;

2. Adding Domain Name Protocol in the PFD Contents.
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	Summary of change:
	1. Add requirements for the UP function when matching incoming traffic using PFD contents.
2. Update PFD Contents.
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[bookmark: _Toc533190519]* * * First Change * * * *
[bookmark: _Toc533194773][bookmark: _Toc533194814][bookmark: _Hlk2247362][bookmark: OLE_LINK31]5.2.1A.x	Application detection with PFD
The detection information for a given application may be provisioned by the CP function to the UP function via PFD management procedure. See subclause 6.2.5. 
The PFDE (PFD Enhancement) feature may be optionally supported by the CP function and UP function. When the feature is supported in both the CP function and UP function, the CP function may provision a PFD Contents IE including a property (i.e. either flow description, or URL or Domain Name/Domain Name Protocol) with multiple values.
NOTE 1:	It is assumed, when the PFDE feature is not supported, a PFD Contents can only include a property with one value.
[bookmark: OLE_LINK7]When the UP function attempts to detect the traffic pertaining to an application by using the application's PFDs (see subclause 7.4.3.1 and 8.2.39), the UP function shall consider:
-	the application is detected if the incoming traffic matches one of PFD Contents; 
-	the PFD Contents is matched if the incoming traffic matches at least one value of a property in the same PFD Contents IE.
NOTE 2:	Interpretation of the Custom PFD Content is implementation specific.

* * * Next change * * * *
[bookmark: _Toc533194952][bookmark: _Toc533195057]7.4.3.1	PFCP PFD Management Request
Table 7.4.3.1-1: Information Elements in PFCP PFD Management Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Application ID's PFDs
	C
	This IE shall contain an Application Identifier and the associated PFDs to be provisioned in the UP function. 
Several IEs with the same IE type may be present to provision PFDs for multiple Application IDs.
The UP function shall delete all the PFDs received and stored earlier for all the Application IDs if this IE is absent in the message.
	-
	X
	X
	X
	Application ID's PFDs



Table 7.4.3.1-2: Application ID's PFDs
	Octet 1 and 2
	
	Application ID's PFDs IE Type = 58 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Application ID
	M
	This IE shall identify the Application ID for which PFDs shall be provisioned in the UP function.
	-
	X
	X
	X
	Application ID

	PFD 
	C
	This IE shall be present if the PFD needs to be provisioned in the UP function. 
When present, it shall describe the PFD to be provisioned in the UP function.
Several IEs with the same IE type may be present to provision multiple PFDs for this Application ID. 

When this IE is absent, the UP function shall delete all the PFDs received and stored earlier in the UP function for this Application ID.
	-
	X
	X
	X
	PFD



Table 7.4.3.1-3: PFD
	Octet 1 and 2
	
	PFD IE Type = 59 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	PFD Contents 
	M
	This IE shall describe the PFD to be provisioned in the UP function. Several IEs with the same IE type may be present to provision multiple contents for this PFD. (NOTE x)
	-
	X
	X
	X
	PFD Contents

	NOTE x	The CP function shall only provision a PFD Contents including a property with multiple values if the UP function supports PFDE feature. See subclauses 8.2.25 and 8.2.39.



* * * Next change * * * *
8.2.25	UP Function Features
The UP Function Features IE indicates the features supported by the UP function. It is coded as depicted in Figure 8.2.25-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 43 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Supported-Features
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.25-1: UP Function Features
The UP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.
The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.25-1: UP Function Features
	Feature Octet / Bit
	Feature
	Interface
	Description

	5/1
	BUCP
	Sxa, N4
	Downlink Data Buffering in CP function is supported by the UP function. 


	5/2
	DDND
	Sxa, N4
	The buffering parameter 'Downlink Data Notification Delay' is supported by the UP function. 

	5/3
	DLBD
	Sxa, N4
	The buffering parameter 'DL Buffering Duration' is supported by the UP function. 

	5/4
	TRST
	Sxb, Sxc, N4
	Traffic Steering is supported by the UP function. 


	5/5
	FTUP
	Sxa, Sxb, N4
	F-TEID allocation / release in the UP function is supported by the UP function. 

	5/6
	PFDM
	Sxb, Sxc, N4
	The PFD Management procedure is supported by the UP function. 

	5/7
	HEEU
	Sxb, Sxc, N4
	Header Enrichment of Uplink traffic is supported by the UP function.

	5/8
	TREU
	Sxb, Sxc, N4
	Traffic Redirection Enforcement in the UP function is supported by the UP function. 

	6/1
	EMPU
	Sxa, Sxb, N4
	Sending of End Marker packets supported by the UP function.

	6/2
	PDIU
	Sxa, Sxb, Sxc, N4
	Support of PDI optimised signalling in UP function (see subclause 5.2.1A.2).

	6/3
	UDBC
	Sxb, Sxc, N4
	Support of UL/DL Buffering Control

	6/4
	QUOAC
	Sxb, Sxc, N4
	The UP function supports being provisioned with the Quota Action to apply when reaching quotas. 

	6/5
	TRACE
	Sxa, Sxb, Sxc, N4
	The UP function supports Trace (see subclause 5.x). 

	6/6
	FRRT
	Sxb, N4
	The UP function supports Framed Routing (see IETF RFC 2865 [37] and IETF RFC 3162 [38]).  

	6/7
	PFDE
	Sxb, N4
	The UP function supports a PFD Contents including a property with multiple values.

	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".
Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.



[bookmark: _Toc533190521]* * * Next change * * * *
[bookmark: _Toc533195071][bookmark: OLE_LINK3]8.2.39	PFD Contents
The PFD Contents IE type shall be encoded as shown in Figure 8.2.39-1. It contains the description of a PFD.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 61 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	SpareADNP
	AURL
	AFD
	DNP
	CP
	DN
	URL
	FD
	

	
	6
	Spare
	

	
	m to (m+1)
	Length of Flow Description
	

	
	(m+2) to p
	Flow Description
	

	
	q to (q+1)
	Length of URL
	

	
	(q+2) to r
	URL
	

	
	s to (s+1)
	Length of Domain Name
	

	
	(s+2) to t
	Domain Name
	

	
	u to (u+1)
	Length of Custom PFD Content
	

	
	(u+2) to v
	Custom PFD Content
	

	
	w to (w+1)
	Length of Domain Name Protocol
	

	
	(w+2) to x
	Domain Name Protocol
	

	
	y to (y+1)
	Length of Additional Flow Description
	

	
	(y+2) to z
	Additional Flow Description
	

	
	a to (a+1)
	Length of Additional URL
	

	
	(a+2) to b
	Additional URL
	

	
	c to (c+1)
	Length of Additional Domain Name and Domain Name Protocol
	

	
	(c+2) to d
	Additional Domain Name and Domain Name Protocol 
	

	
	we to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.39-1: PFD Contents
The following flags are coded within Octet 5 in the Figure 8.2.39-1:
-	Bit 1 – FD (Flow Description): If this bit is set to "1", then the Length of Flow Description and the Flow Description fields shall be present, otherwise they shall not be present.
-	Bit 2 – URL (URL): If this bit is set to "1", then the Length of URL and the URL fields shall be present, otherwise they shall not be present.
-	Bit 3 – DN (Domain Name): If this bit is set to "1", then the Length of Domain Name and the Domain Name fields shall be present, otherwise they shall not be present.
-	Bit 4 – CP (Custom PFD Content): If this bit is set to "1", then the Length of Custom PFD Content and the Custom PFD Content fields shall be present, otherwise they shall not be present.
-	Bit 5 – DNP (Domain Name Protocol): If this bit is set to "1", then the Length of Domain Name Protocol and the Domain Name Protocol shall be present, otherwise they shall not be present; and if this bit is set to "1", the Length of Domain Name and the Domain Name fields shall also be present.
-	Bit 6 – AFD (Additional Flow Description): If this bit is set to "1", the Length of Additional Flow Description and the Additional Flow Description field shall be present, otherwise they shall not be present. 
-	Bit 7 – AURL (Additional URL): If this bit is set to "1", the Length of Additional URL and the Additional URL field shall be present, otherwise they shall not be present. 
-	Bit 8 – ADNP (Additional Domain Name and Domain Name Protocol): If this bit is set to "1", the Length of Additional Domain Name and Domain Name Protocol, and the Additional Domain Name and Domain Name Protocol field shall be present, otherwise they shall not be present. 
-	Bit 5 to 8: Spare, for future use and set to 0.
The Flow Description field, when present, shall be encoded as an OctetString as specified in subclause 6.4.3.7 of 3GPP TS 29.251 [21].
The Domain Name field, when present, shall be encoded as an OctetString as specified in subclause 6.4.3.9 of 3GPP TS 29.251 [21].
The URL field, when present, shall be encoded as an OctetString as specified in subclause 6.4.3.8 of 3GPP TS 29.251 [21].
The Domain Name Protocol field, when present, shall be encoded as an OctetString as specified in subclause 6.4.3.x of 3GPP TS 29.251 [21].
Additional instance(s) of the Flow Description shall be encoded as shown in Figure 8.2.39-2.  The encoding of Flow Description 2, 3 up to m field are the same as the Flow Description field specified in subclause 8.2.39.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	(y+2) to (y+3)
	Length of Flow Description 2
	

	
	(y+4) to i
	Flow Description 2
	

	
	j to (j+1) 
	Length of Flow Description 3
	

	
	(j+2) to k
	FlowDescription 3
	

	
	
	...
	

	
	l to (l+1)
	Length of Flow Description m
	

	
	(l+2) to z
	Flow Description m
	


Figure 8.2.39-2: Additional Flow Description field
Additional instance(s) of the URL shall be encoded as shown in 8.2.39-3. The encoding of URL 2, 3 up to m fields are the same as the URL field.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	(a+2) to (a+3)
	Length of URL 2
	

	
	(a+4) to o
	URL 2
	

	
	pa to (pa+1) 
	Length of URL 3
	

	
	(pa+2) to pb
	URL 3
	

	
	
	...
	

	
	pc to (pc+1)
	Length of URL m
	

	
	(pc+2) to b
	URL m
	


Figure 8.2.39-3: Additional URL field
Additional instance(s) of the Domain Name and Domain Name Protocol shall be encoded as shown in 8.2.39-4.  The encoding of Domain Name 2, 3, up to m fields and Domain Name Protocol 2, 3 up to m fields are the same as the Domain Name field and Domain Name Protocol field respectively.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	(c+2) to (c+3)
	Length of Domain Name 2
	

	
	(c+4) to pd
	Domain Name 2
	

	
	pe to (pe+1) 
	Length of Domain Name Protocol 2
	

	
	(pe+2) to pf
	Domain Name Protocol 2
	

	
	pg to (pg+1)
	Length of Domain Name 3
	

	
	(pg+2) to ph 
	Domain Name 3
	

	
	pi to (pi+1)
	Length of Domain Name Protocol 3
	

	
	(pi+2) + pj
	Domain Name Protocol 3
	

	
	
	...
	

	
	pk to (pk+1)
	Length of Domain Name m
	

	
	(pk+2) to pl
	Domain Name m
	

	
	pm to (pm+1)
	Length of Domain Name Protocol m
	

	
	(pm+2) to d
	Domain Name Protocol m
	


Figure 8.2.39-4: Additional Domain Name and Domain Name Protocol field

* * * End of Change * * * *

