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	Reason for change:
	1) It is unclear how the UE sets the QFI value in the requested QoS flow descriptions IE of the PDU SESSION MODIFICATION REQUEST message, when the UE requests creation of a new QoS flow description, i.e. the operation code is "Create new QoS flow description". 
As specified in TS 23.501, "The SMF assigns the QFI for a new QoS Flow and derives its QoS profile, corresponding UPF instructions and QoS Rule(s) from the PCC rules and other information provided by the PCF."
So it is proposed that the UE uses QFI value 0 to indicate "no QoS flow identifier assigned" for a new QoS flow description and then the SMF assigns the QFI for the QoS flow description.
From EPC interworking perspective, as there is a mapping between QoS flows in 5GC and EPS bearer contexts in EPC, the QFI of a QoS flow plays a similar role as the EBI of an EPS bearer. In EPC, the EBI can only be assigned by the network and the UE cannot do it. In case of the UE requests to activate a new EPS bearer contexts, e.g. to activate a new default EPS bearer via a UE requested PDN connectivity procedure or to activate a new dedicated EPS bearer via a UE requested bearer resource allocation procedure, in the ESM request message, the EBI shall be set to 0 "No EPS bearer identity assigned". The similar principle for setting QFI value at the UE should be followed.

When the operation code is other than "Create new QoS flow description" in the QoS flow descriptions IE of the PDU SESSION MODIFICATION REQUEST message, the UE shall set the QFI value to that of the existing QoS flow description for which the specific QoS handling is requested.

The network shall never set the QFI value to 0 "no QoS flow identifier assigned".

2) As specified in TS 23.501, "An explicitly signalled QoS rule contains a QoS rule identifier which is unique within the PDU Session and is generated by SMF."
So similar to QFI, for the QRI value in the requested QoS rules IE of the PDU SESSION MODIFICATION REQUEST message, when the UE requests creation of a new QoS rule, it is proposed that the UE uses QRI value 0 to indicate "no QoS rule identifier assigned".

This aligns with the packet filter identifier value setting in the Traffic flow aggregate description IE of the BEARER RESOURCE ALLOCATION REQUEST message or the BEARER RESOURCE MODIFICATION REQUEST message for EPS, as specified in TS 24.301 subclause 9.9.4.15.

For other QoS rule operations, the UE shall set the QRI value to that of the existing QoS rule for which the specific QoS handling is requested.
This aligns with the packet filter identifier value setting in the Traffic flow aggregate description IE of the BEARER RESOURCE ALLOCATION REQUEST message or the BEARER RESOURCE MODIFICATION REQUEST message for EPS, as specified in TS 24.301 subclause 9.9.4.15.
The network shall never set the QRI value to 0 "no QoS rule identifier assigned".
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2) Modify the coding of QFI to specify that QFI value 0 means "no QoS flow identifier assigned", and the coding of QRI to specify that QRI value 0 means "no QoS rule identifier assigned". 
3) Clarify that the network shall never set QFI value to 0 "no QoS flow identifier assigned", and never set the QRI value to 0 "no QoS rule identifier assigned".
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***** Next change *****
6.4.2.2
UE-requested PDU session modification procedure initiation
In order to initiate the UE-requested PDU session modification procedure, the UE shall create a PDU SESSION MODIFICATION REQUEST message.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION MODIFICATION REQUEST message to the allocated PTI value.
The UE shall not perform the UE-requested PDU session modification procedure for an emergency PDU session.
The UE shall not perform the UE-requested PDU session modification procedure for a PDU session for LADN when the UE is located outside the LADN service area.

If the UE requests a specific QoS handling, the UE shall include the requested QoS rules IE indicating requested QoS rules and the requested QoS flow descriptions IE indicating requested QoS flow descriptions for the specific QoS handling. The UE shall set the QRI values to "no QoS rule identifier assigned" in the requested QoS rules IE, if the QoS rules are newly created; otherwise, the UE shall set the QRI values to those of the existing QoS rules for which the specific QoS handling applies. The UE shall set the QFI values to "no QoS flow identifier assigned" in the requested QoS flow descriptions IE, if the QoS flow descriptions are newly created; otherwise, the UE shall set the QFI values to the QFIs of the existing QoS flow descriptions for which the specific QoS handling applies.
For a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode with N26 interface supported in the network, the PDU session is of "IPv4", "IPv6", "IPv4v6", or "Ethernet" PDU session type, and: 

a)
the UE is performing the PDU session modification procedure to indicate the support of reflective QoS, the UE shall set the RQoS bit to "Reflective QoS supported" in the 5GSM capability IE of the PDU SESSION MODIFICATION REQUEST message; or

b)
the UE is performing the PDU session modification procedure to indicate that reflective QoS is not supported, the UE shall set the RQoS bit to "Reflective QoS not supported" in the 5GSM capability IE of the PDU SESSION MODIFICATION REQUEST message.

If the UE is performing the PDU session modification procedure to revoke the previously indicated support of reflective QoS, the UE shall set the RQoS bit to "Reflective QoS not supported" in the 5GSM capability IE of the PDU SESSION MODIFICATION REQUEST message. The UE shall not indicate support for reflective QoS for this PDU Session for the remaining lifetime of the PDU Session.

NOTE:
The determination to revoke the usage of reflective QoS by the UE for a PDU session is implementation dependent.
For a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode with N26 interface supported in the network, the PDU session is of "IPv6" or "IPv4v6" PDU session type, and:

a)
the UE is performing the PDU session modification procedure to indicate the support of Multi-homed IPv6 PDU session, the UE shall set the MH6-PDU bit to "Multi-homed IPv6 PDU session supported" in the 5GSM capability IE of the PDU SESSION MODIFICATION REQUEST message; or

b)
the UE is performing the PDU session modification procedure to indicate that Multi-homed IPv6 PDU session is not supported, the UE shall set the MH6-PDU bit to "Multi-homed IPv6 PDU session not supported" in the 5GSM capability IE of the PDU SESSION MODIFICATION REQUEST message.

For a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode with N26 interface supported in the network, the PDU session is of "IPv4", "IPv6", "IPv4v6", or "Ethernet" PDU session type, and the UE supports more than 16 packet filters for this PDU session, the UE shall indicate the maximum number of packet filters supported for the PDU session in the Maximum number of supported packet filters IE of the PDU SESSION MODIFICATION REQUEST message.

For a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode with N26 interface supported in the network, the UE shall include the Integrity protection maximum data rate IE in the PDU SESSION MODIFICATION REQUEST message.

If the UE is performing the PDU session modification procedure to request the deletion of a non-default QoS rule due to errors in QoS operations or packet filters, the UE shall include the 5GSM cause IE in the PDU SESSION MODIFICATION REQUEST message as described in subclause 6.4.1.3.

To indicate a change of 3GPP PS data off UE status associated to a PDU session, the UE shall include the extended protocol configuration options IE in the PDU SESSION MODIFICATION REQUEST message and set the 3GPP PS data off UE status.
For a PDN connection established when in S1 mode, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode with N26 interface supported in the network and the UE requests the PDU session to be an always-on PDU session in the 5GS, the UE shall include the Always-on PDU session requested IE and set the value of the IE to "Always-on PDU session requested" in the PDU SESSION MODIFICATION REQUEST message.

The UE shall transport the PDU SESSION MODIFICATION REQUEST message, the PDU session ID, and the request type set to "modification request", using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3581 (see example in figure 6.4.2.2.1).


[image: image1.emf]UE SMF

Network-requested PDU session modification procedure

PDU SESSION MODIFICATION REQUEST

Stop T3581

Start T3581

PDU SESSION MODIFICATION REJECT

Stop T3581

OR


Figure 6.4.2.2.1: UE-requested PDU session modification procedure
***** Next change *****
9.11.4.12
QoS flow descriptions

The purpose of the QoS flow descriptions information element is to indicate a set of QoS flow descriptions to be used by the UE, where each QoS flow description is a set of parameters as described in subclause 6.2.5.1.1.x.
The QoS flow descriptions information element is a type 6 information element with a minimum length of 5 octets. The maximum length for the information element is 65538 octets.

The QoS flow descriptions information element is coded as shown in figure 9.11.4.12.1, figure 9.11.4.12.2, figure 9.11.4.12.3, figure 9.11.4.12.4, and table 9.11.4.12.1.
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Figure 9.11.4.12.1: QoS flow descriptions information element
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Figure 9.11.4.12.2: QoS flow description 
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Figure 9.11.4.12.3: Parameters list
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Figure 9.11.4.12.4: Parameter
Table 9.11.4.12.1: QoS flow descriptions information element
	QoS flow identifier (QFI) (bits 6 to 1 of octet 4)

QFI field contains the QoS flow identifier.

Bits

6 5 4 3 2 1
0 0 0 0 0 0

no QoS flow identifier assigned
0 0 0 0 0 1

QFI 1

to

1 1 1 1 1 1

QFI 63

The network shall not set the QFI value to 0.


	Operation code (bits 8 to 6 of octet 5)
Bits
8 7 6

0 0 1
Create new QoS flow description
0 1 0
Delete existing QoS flow description
0 1 1
Modify existing QoS flow description
All other values are reserved.



	E bit (bit 7 of octet 6)

For the "create new QoS flow description" operation, the E bit is encoded as follows:

Bit
7

0
reserved
1
parameters list is included
For the "modify existing QoS flow description" operation, the E bit is encoded as follows:

Bit
7

0
previously provided parameters list extension

1
previously provided parameters list replacement

If the E bit is set to "parameters list is not included", the number of parameters field has zero value. If the E bit is set to "parameters list is included", the number of parameters field has non-zero value. If the E bit is set to "previously provided parameters list extension" or "previously provided parameters list replacement", the number of parameters field can have zero or non-zero value.

Number of parameters (bits 6 to 1 of octet 7)

The number of parameters field contains the binary coding for the number of parameters in the parameters list field. The number of parameters field is encoded in bits 6 through 1 of octet z+1 where bit 6 is the most significant and bit 1 is the least significant bit. 

Parameters list (octets 7 to u)

The parameters list contains a variable number of parameters.

Each parameter included in the parameters list is of variable length and consists of:

-
a parameter identifier (1 octet); 
-
the length of the parameter contents (1 octet); and
-
the parameter contents itself (variable amount of octets).

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:
-
01H (5QI);
-
02H (GFBR uplink);

-
03H (GFBR downlink);
-
04H (MFBR uplink);
-
05H (MFBR downlink);

-
06H (Averaging window); and

-
07H (EPS bearer identity).

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.

The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates 5QI, the parameter contents field contains the binary representation of 5G QoS identifier (5QI) that is one octet in length.

5QI:
Bits

8 7 6 5 4 3 2 1

In network to UE direction:

0 0 0 0 0 0 0 0

Reserved

0 0 0 0 0 0 0 1

5QI 1

0 0 0 0 0 0 1 0

5QI 2

0 0 0 0 0 0 1 1

5QI 3

0 0 0 0 0 1 0 0

5QI 4

0 0 0 0 0 1 0 1

5QI 5

0 0 0 0 0 1 1 0

5QI 6

0 0 0 0 0 1 1 1

5QI 7

0 0 0 0 1 0 0 0

5QI 8

0 0 0 0 1 0 0 1

5QI 9
0 0 0 0 1 0 1 0



to



Spare

0 1 0 0 0 0 0 0
0 1 0 0 0 0 0 1

5QI 65
0 1 0 0 0 0 1 0

5QI 66
0 1 0 0 0 0 1 1



to



Spare

0 1 0 0 0 1 0 0
0 1 0 0 0 1 0 1

5QI 69
0 1 0 0 0 1 1 0

5QI 70
0 1 0 0 0 1 1 1



to



Spare

0 1 0 0 1 0 1 0

0 1 0 0 1 0 1 1

5QI 75
0 1 0 0 1 1 0 0



to



Spare

0 1 0 0 1 1 1 0

0 1 0 0 1 1 1 1

5QI 79
0 1 0 1 0 0 0 0



to



Spare

0 1 1 1 1 1 1 1

1 0 0 0 0 0 0 0



to



Operator-specific 5QIs

1 1 1 1 1 1 1 0
1 1 1 1 1 1 1 1

Reserved
The network shall consider all other values not explicitly defined in this version of the protocol as unsupported.

If the UE receives a 5QI value (excluding the reserved 5QI values) that it does not understand, the UE shall choose a 5QI value from the set of 5QI values defined in this version of the protocol (see 3GPP TS 23.501 [8]) and associated with:


-
GBR QoS flows, if the QoS flow includes a GFBR uplink parameter and a GFBR downlink parameter; and


-
non-GBR QoS flows, if the QoS flow does not include a GFBR uplink parameter or does not include a GFBR downlink parameter.

The UE shall use this chosen 5QI value for internal operations only. The UE shall use the received 5QI value in subsequent NAS signalling procedures.

When the parameter identifier indicates "GFBR uplink", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate for uplink followed by two octets containing the value of the guaranteed flow bit rate for uplink.

Unit of the guaranteed flow bit rate for uplink (octet 1)
Bits

8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0 0
value is not used
0 0 0 0 0 0 0 0 1
value is incremented in multiples of 1 Kbps

0 0 0 0 0 0 0 1 0
value is incremented in multiples of 4 Kbps

0 0 0 0 0 0 0 1 1
value is incremented in multiples of 16 Kbps

0 0 0 0 0 0 1 0 0
value is incremented in multiples of 64 Kbps

0 0 0 0 0 0 1 0 1
value is incremented in multiples of 256 Kbps

0 0 0 0 0 0 1 1 0
value is incremented in multiples of 1 Mbps

0 0 0 0 0 0 1 1 1
value is incremented in multiples of 4 Mbps

0 0 0 0 0 1 0 0 0
value is incremented in multiples of 16 Mbps

0 0 0 0 0 1 0 0 1
value is incremented in multiples of 64 Mbps

0 0 0 0 0 1 0 1 0
value is incremented in multiples of 256 Mbps

0 0 0 0 0 1 0 1 1
value is incremented in multiples of 1 Gbps

0 0 0 0 0 1 1 0 0
value is incremented in multiples of 4 Gbps

0 0 0 0 0 1 1 0 1
value is incremented in multiples of 16 Gbps

0 0 0 0 0 1 1 1 0
value is incremented in multiples of 64 Gbps

0 0 0 0 0 1 1 1 1
value is incremented in multiples of 256 Gbps

0 0 0 0 1 0 0 0 0
value is incremented in multiples of 1 Tbps

0 0 0 0 1 0 0 0 1
value is incremented in multiples of 4 Tbps

0 0 0 0 1 0 0 1 0
value is incremented in multiples of 16 Tbps

0 0 0 0 1 0 0 1 1
value is incremented in multiples of 64 Tbps

0 0 0 0 1 0 1 0 0
value is incremented in multiples of 256 Tbps

0 0 0 0 1 0 1 0 1
value is incremented in multiples of 1 Pbps

0 0 0 0 1 0 1 1 0
value is incremented in multiples of 4 Pbps

0 0 0 0 1 0 1 1 1
value is incremented in multiples of 16 Pbps

0 0 0 0 1 1 0 0 0
value is incremented in multiples of 64 Pbps

0 0 0 0 1 1 0 0 1
value is incremented in multiples of 256 Pbps

Other values shall be interpreted as multiples of 256 Pbps in this version of the protocol.
Value of the guaranteed flow bit rate for uplink (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate for uplink in units defined by the unit of the guaranteed flow bit rate for uplink.

When the parameter identifier indicates "GFBR downlink", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate for downlink followed by two octets containing the value of the guaranteed flow bit rate for downlink.

Unit of the guaranteed flow bit rate for downlink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for uplink.

Value of the guaranteed flow bit rate for downlink (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate for downlink in units defined by the unit of the guaranteed flow bit rate for downlink.

When the parameter identifier indicates "MFBR uplink", the parameter contents field contains the one octet indicating the unit of the maximum flow bit rate for uplink followed by two octets containing the value of maximum flow bit rate for uplink.

Unit of the maximum flow bit rate for uplink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for uplink.

Value of the maximum flow bit rate for uplink (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the maximum flow bit rate for uplink in units defined by the unit of the maximum flow bit rate for uplink.

When the parameter identifier indicates "MFBR downlink", the parameter contents field contains one octet indicating the unit of the maximum flow bit rate for downlink followed by two octets containing the value of the maximum flow bit rate for downlink.

Unit of the maximum flow bit rate for downlink (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate for uplink.

Value of the maximum flow bit rate for downlink (octets 2 and 3)

Octets 2 and 3 represent the binary coded value of the maximum flow bit rate for downlink in units defined by the unit of the maximum flow bit rate for downlink.

When the parameter identifier indicates "averaging window", the parameter contents field contains the binary representation of the averaging window for both uplink and downlink in milliseconds and the parameter contents field is two octets in length.

When the parameter identifier indicates EPS bearer identity, the length of EPS bearer identity is one octet and parameter contents field is coded as specified in subclause 9.3.2 of 3GPP TS 24.301 [15] (see NOTE). The UE shall not include the EPS bearer identity parameter in any UE initiated 5GSM messages.



	

	NOTE:
The total number of EPS bearer identities included in all QoS flow descriptions of a UE cannot exceed fifteen.


9.11.4.13
QoS rules

The purpose of the QoS rules information element is to indicate a set of QoS rules to be used by the UE, where each QoS rule is a set of parameters as described in subclause 6.2.5.1.1.2:

a)
for classification and marking of uplink user traffic; and

b)
for identification of a QoS flow which the network is to use for a particular downlink user traffic.
NOTE:
The UE needs to be aware of a QoS flow which the network is to use for a particular downlink user traffic e.g. to determine whether a resource is available for downlink media of a media stream of an SDP media description provided by the UE in an IMS session.
The QoS rules may contain a set of packet filters consisting of zero or more packet filters for UL direction, zero or more packet filters for DL direction, zero or more packet filters for both UL and DL directions or any combinations of these. The set of packet filters determine the traffic mapping to QoS flows.

The QoS rules information element is a type 6 information element with a minimum length of 7 octets. The maximum length for the information element is 65538 octets.

The QoS rules information element is coded as shown in figure 9.11.4.13.1, figure 9.11.4.13.2, figure 9.11.4.13.3, figure 9.11.4.13.4 and table 9.11.4.13.1.
	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	QoS rules IEI
	octet 1

	
	Length of QoS rules IE
	octet 2

	
	
	octet 3

	
	QoS rule 1


	octet 4

octet u

	
	QoS rule 2


	octet u+1

octet v

	
	…


	octet v+1

octet w

	
	QoS rule n


	octet w+1

octet x


Figure 9.11.4.13.1: QoS rules information element
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Figure 9.11.4.13.2: QoS rule (u=z+2)
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Figure 9.11.4.13.3: Packet filter list when the rule operation is "modify existing QoS rule and delete packet filters" (z=N+7)
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Figure 9.11.4.13.4: Packet filter list when the rule operation is "create new QoS rule", or "modify existing QoS rule and add packet filters" or "modify existing QoS rule and replace all packet filters"

Table 9.11.4.13.1: QoS rules information element

	QoS rule identifier (octet 4)

The QoS rule identifier field is used to identify the QoS rule. 
Bits

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0
no QoS rule identifier assigned

0 0 0 0 0 0 0 1
QRI 1

to

1 1 1 1 1 1 1 1
QRI 255
The network shall not set the QRI value to 0.
QoS rule precedence (octet z+1)

The QoS rule precedence field is used to specify the precedence of the QoS rule among all QoS rules (both the signalled QoS rules as described in subclause 6.2.5.1.1.2 and the derived QoS rules as described in subclause 6.2.5.1.1.3) associated with the PDU session of the QoS flow. This field includes the binary coded value of the QoS rule precedence in the range from 0 to 255 (decimal). The higher the value of the QoS rule precedence field, the lower the precedence of that QoS rule is.

The value 80 (decimal) is reserved.
QoS flow identifier (QFI) (bits 6 to 1 of octet z+2)

The QoS flow identifier (QFI) field contains the QoS flow identifier.

Bits

6 5 4 3 2 1

0 0 0 0 0 0

no QoS flow identifier assigned
0 0 0 0 0 1

QFI 1

to

1 1 1 1 1 1

QFI 63

The network shall not set the QFI value to 0.

DQR bit (bit 5 of octet 7)

The DQR bit indicates whether the QoS rule is the default QoS rule and it is encoded as follows:

Bit

5

0
the QoS rule is not the default QoS rule.

1
the QoS rule is the default QoS rule.

Rule operation code (bits 8 to 6 of octet 7)
Bits
8 7 6

0 0 0
Reserved
0 0 1
Create new QoS rule

0 1 0
Delete existing QoS rule

0 1 1
Modify existing QoS rule and add packet filters

1 0 0
Modify existing QoS rule and replace all packet filters

1 0 1
Modify existing QoS rule and delete packet filters

1 1 0
Modify existing QoS rule without modifying packet filters

1 1 1
Reserved


Number of packet filters (bits 4 to 1 of octet 7)

The number of packet filters contains the binary coding for the number of packet filters in the packet filter list. The number of packet filters field is encoded in bits 4 through 1 of octet 7 where bit 4 is the most significant and bit 1 is the least significant bit. For the "delete existing QoS rule" operation and for the "modify existing QoS rule without modifying packet filters" operation, the number of packet filters shall be coded as 0. For the "create new QoS rule" operation and the "modify existing QoS rule and replace all packet filters" operation, the number of packet filters shall be greater than or equal to 0 and less than or equal to 15. For all other operations, the number of packet filters shall be greater than 0 and less than or equal to 15. 

Packet filter list (octets 8 to z)

The packet filter list contains a variable number of packet filters.

For the "delete existing QoS rule" operation, the length of QoS rule field is set to one.

For the "delete existing QoS rule" operation and the "modify existing QoS rule without modifying packet filters" operation, the packet filter list shall be empty.

For the "modify existing QoS rule and delete packet filters" operation, the packet filter list shall contain a variable number of packet filter identifiers. This number shall be derived from the coding of the number of packet filters field in octet 7.

For the "create new QoS rule" operation and for the "modify existing QoS rule and replace all packet filters" operation, the packet filter list shall contain 0 or a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 7.

For the "modify existing QoS rule and add packet filters" operation, the packet filter list shall contain a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 7.

Each packet filter is of variable length and consists of 


a packet filter direction (2 bits); 
-
a packet filter identifier (4 bits); 
-
the length of the packet filter contents (1 octet); and
-
the packet filter contents itself (variable amount of octets).

The packet filter direction field is used to indicate for what traffic direction the filter applies.

Bits

6 5

0 0
reserved

0 1
downlink only

1 0
uplink only

1 1
bidirectional (see NOTE)

The packet filter identifier field is used to identify each packet filter in a QoS rule. The least significant 4 bits are used.

The length of the packet filter contents field contains the binary coded representation of the length of the packet filter contents field of a packet filter. The first bit in transmission order is the most significant bit.

The packet filter contents field is of variable size and contains a variable number (at least one) of packet filter components. Each packet filter component shall be encoded as a sequence of a one octet packet filter component type identifier and a fixed length packet filter component value field. The packet filter component type identifier shall be transmitted first.

In each packet filter, there shall not be more than one occurrence of each packet filter component type. Among the "IPv4 remote address type" and "IPv6 remote address/prefix length type" packet filter components, only one shall be present in one packet filter. Among the "IPv4 local address type" and "IPv6 local address/prefix length type" packet filter components, only one shall be present in one packet filter. Among the "single local port type" and "local port range type" packet filter components, only one shall be present in one packet filter. Among the "single remote port type" and "remote port range type" packet filter components, only one shall be present in one packet filter. If the "match-all type" packet filter component is present in the packet filter, no other packet filter component shall be present in the packet filter and the length of the packet filter contents field shall be set to one.

The term local refers to the UE and the term remote refers to an external network entity.

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 1
Match-all type
0 0 0 1 0 0 0 0
IPv4 remote address type
0 0 0 1 0 0 0 1
IPv4 local address type 
0 0 1 0 0 0 0 1
IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1
IPv6 local address/prefix length type
0 0 1 1 0 0 0 0
Protocol identifier/Next header type
0 1 0 0 0 0 0 0
Single local port type
0 1 0 0 0 0 0 1
Local port range type
0 1 0 1 0 0 0 0
Single remote port type 
0 1 0 1 0 0 0 1
Remote port range type
0 1 1 0 0 0 0 0
Security parameter index type
0 1 1 1 0 0 0 0
Type of service/Traffic class type
1 0 0 0 0 0 0 0
Flow label type

1 0 0 0 0 0 0 1
Destination MAC address type
1 0 0 0 0 0 1 0
Source MAC address type
1 0 0 0 0 0 1 1
802.1Q C-TAG VID type
1 0 0 0 0 1 0 0
802.1Q S-TAG VID type
1 0 0 0 0 1 0 1
802.1Q C-TAG PCP/DEI type
1 0 0 0 0 1 1 0
802.1Q S-TAG PCP/DEI type
1 0 0 0 0 1 1 1
Ethertype type

All other values are reserved.

The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.501 [8].

For "match-all type", the packet filter component shall not include the packet filter component value field.

For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".


For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.


For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".

For "protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or Ipv6 next header.

For "single local port type" and "single remote port type", the packet filter component value field shall be encoded as two octets which specify a port number.

For "local port range type" and "remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

For "security parameter index", the packet filter component value field shall be encoded as four octets which specify the IPSec security parameter index.

For "type of service/traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet type-of-service/traffic class field and a one octet type-of-service/traffic class mask field. The type-of-service/traffic class field shall be transmitted first.

For "flow label type", the packet filter component value field shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.

For "destination MAC address type" and "source MAC address type", the packet filter component value field shall be encoded as 6 octets which specify a MAC address.

For "802.1Q C-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the customer-VLAN tag (C-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.

For "802.1Q S-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the service-VLAN tag (S-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.

For "802.1Q C-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q C-TAG PCP and DEI. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.

For "802.1Q S-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q S-TAG PCP. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.

For "ethertype type", the packet filter component value field shall be encoded as two octets which specify an ethertype.



	NOTE:
A packet filter with the "bidirectional" packet filter direction is used both as a packet filter with the "downlink only" packet filter direction and a packet filter with the "uplink only" packet filter direction.
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