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* * * First Change * * * *

6.1.9
Security

As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [4], the access to the Nnssf_NSSelection API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnssf_NSSelection API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnssf_NSSelection service.

The Nnssf_NSSelection API does not define any scopes for OAuth2 authorization.
* * * Next Change * * * *

6.2.9
Security

As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [4], the access to the Nnssf_NSSAIAvailability API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nnssf_NSSAIAvailability API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nnssf_NSSAIAvailability service.

The Nnssf_NSSAIAvailability API does not define any scopes for OAuth2 authorization.
* * * Next Change * * * *

A.2
Nnssf_NSSelection API

openapi: 3.0.0

info:

  version: '1.PreR15.1.0'

  title: 'NSSF NS Selection'

  description: 'NSSF Network Slice Selection Service'

security:

  - {}

  - oAuth2Clientcredentials:
    - nnssf-nsselection
servers:

  - url: '{apiRoot}/nnssf-nsselection/v1'

    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in subclause 4.4 of 3GPP TS 29.501
[...]
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            nnssf-nsselection: Access to the Nnssf_NSSelection API
* * * Next Change * * * *

A.3
Nnssf_NSSAIAvailability API

openapi: 3.0.0

info:

  version: '1.PreR15.1.0'

  title: 'NSSF NSSAI Availability'

  description: 'NSSF NSSAI Availability Service'

security:

  - {}

  - oAuth2Clientcredentials:
    - nnssf-nssaiavailability
servers:

  - url: '{apiRoot}/nnssf-nssaiavailability/v1'

    variables:

      apiRoot:

        default: https://example.com
        description: apiRoot as defined in subclause 4.4 of 3GPP TS 29.501
[...]
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            nnssf-nssaiavailability: Access to the Nnssf_NSSAIAvailability API
* * * End of Changes * * * *

