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5.2.1
Overview
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Figure 5.2.1-1: Resource URI sub-level structure for subscription data
Table 5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.2.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method 
	Description

	AuthenticationSubscriptionData
	/subscription-data/{ueId}/authentication-data/authentication-subscription
	GET
	Retrieve a UE's authentication subscription data

	
	
	PATCH
	Update a UE's authentication subscription data

	AccessAndMobilitySubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data /am-data
	GET
	Retrieve the UE's subscribed Access and Mobility Data

	SmfSelectionSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/smf-selection-subscription-data
	GET
	Retrieve the UE's subscribed SMF Selection Data

	SessionManagementSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sm-data
	GET
	Retrieve the UE's subscribed SM Subscription Data

	Amf3GppAccessRegistration
	subscription-data/{ueId}/context-data/amf-3gpp-access
	PUT
	Create and Update the AMF registration for 3GPP access

	
	
	PATCH
	Modify the AMF registration for 3GPP access

	
	
	GET
	Retrieve the AMF registration information for 3GPP access

	AmfNon3GppAccessRegistration
	subscription-data/{ueId}/ context-data/amf-non-3gpp-access
	PUT
	Update the AMF registration for non 3GPP access

	
	
	PATCH
	Modify the AMF registration for non 3GPP access

	
	
	GET
	Retrieve the AMF registration information for non 3GPP access

	SmfRegistrations
	subscription-data/{ueId}/context-data/smf-registrations
	GET
	Retrieve the list of the SMF registrations

	IndividualSmfRegistration
	subscription-data/{ueId}/context-data /smf-registrations/{pduSessionId}
	PUT
	Store an individual SMF registration identified by PDU Session Id

	
	
	DELETE
	Delete an individual SMF registration

	
	
	GET
	Retrieve individual SMF registration

	OperatorSpecificData
	/subscription-data/{ueId}/operator-specific-data
	GET
	retrieve the operator specific subscription data of a UE

	
	
	PATCH
	modify the operator specific subscription data of a UE

	SMSManagementSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sms-mng-data
	GET
	Retrieve the UE's subscribed SMS management subscription data.

	Smsf3GppAccessRegistration
	subscription-data/{ueId}/context-data /smsf-3gpp-access
	PUT
	Create or Update the SMSF registration

	
	
	DELETE
	Delete the SMSF registration for 3GPP access

	
	
	GET
	Retrieve the SMSF registration information

	SmsfNon3GppAccessRegistration
	subscription-data/{ueId}/context-data /smsf-non-3gpp-access
	PUT
	Create or Update the SMSF registration for non 3GPP access

	
	
	DELETE
	Delete the SMSF registration for non 3GPP access

	
	
	GET
	Retrieve the SMSF registration information for non 3GPP access

	SdmSubscriptions
	/subscription-data/{ueId}/context-data/sdm-subscriptions
	GET
	Retrieve SDM subscriptions

	
	
	POST
	Create an individual SDM subscription

	IndividualSdmSubscription
	/subscription-data/{ueId}/context-data/sdm-subscriptions/{subsId}
	PUT
	Store an individual SDM subscription

	
	
	DELETE
	Delete an individual SDM subscription

	EeSubscriptions
	/subscription-data/{ueId}/context-data/ee-subscriptions
	GET
	Retrieve EE subscriptions

	
	
	POST
	Create an EE subscription

	IndividualEeSubscription
	/subscription-data/{ueId}/context-data/ee-subscriptions/{subsId}
	PUT
	Store/update an individual EE subscription

	
	
	DELETE
	Delete an individual EE subscription

	ProvisionedParamenterData
	/subscription-data/{ueId}/pp-data
	PATCH
	Update of provisioned parameters.

	
	
	GET
	Retrieves the UE's provisioned parameters.

	SMSSubscriptionData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data/sms-data
	GET
	Retrieve the UE's subscribed SMS  subscription data.

	SubscriptionDataSubscriptions
	/subscription-data/subs-to-notify
	POST
	Create a subscription, i.e. subscribe a node to receive notification for change of data

	IndividualSubscriptionDataSubscription
	/subscription-data/subs-to-notify/{subsId}
	DELETE
	Delete the subscription identified by {subsId}, i.e. unsubscribe a node to receive notification for change of data

	TraceData
	/subscription-data/{ueId}/{servingPlmnId}/provisioned-data /trace-data
	GET
	Retrieve the UE's trace configuration data

	IdentityData
	/subscription-data/{ueId}/identity-data
	GET
	Retrieve identity data that corresponds to the provided ueId


* * * Next Change * * * *

5.2.2
Resource: AuthenticationSubscription
5.2.2.1
Description

This resource is modelled with the Document resource archetype (see subclause C.1 of 3GPP TS 29.501 [7]).

5.2.2.2
Resource Definition

Resource URI: {apiRoot}/nudr-dr/v1/subscription-data/{ueId}/authentication-data/authentication-subscription
This resource shall support the resource URI variables defined in table 5.2.2.2-1.

Table 5.2.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See 3GPP TS 29.504 [2] subclause 6.1.1

	ueId
	Represents the Subscription Identifier SUPI  (see 3GPP TS 23.501 [4] clause 5.9.2) 

pattern: "^(imsi-[0-9]{5,15}|nai-.+|.+)$"


5.2.2.3
Resource Standard Methods

5.2.2.3.1
GET
This method shall support the URI query parameters specified in table 5.2.2.3.1-1.

Table 5.2.2.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	supportedFeatures
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [8] subclause 6.6


This method shall support the request data structures specified in table 5.2.2.3.1-2 and the response data structures and response codes specified in table 5.2.2.3.1-3.

Table 5.2.2.3.1-2: Data structures supported by the GET Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 5.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	AuthenticationSubscription
	M
	1
	200 OK
	Upon success, a response body containing the AuthenticationSubscription shall be returned.

	NOTE:
In addition common data structures as listed in table 5.5-1 are supported.


* * * Next Change * * * *

5.2.2.3.2
PATCH
This method is used to modify the authentication data of UE in the UDR.
This method shall support the URI query parameters specified in table 5.2.2.3.2-1.

Table 5.2.2.3.2-1: URI query parameters supported by the PATCH method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 5.2.2.3.2-2 and the response data structures and response codes specified in table 5.2.2.3.2-3.

Table 5.2.2.3.2-2: Data structures supported by the PATCH Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1..N
	Contains the delta data to the authentication subscription of a UE


Table 5.2.2.3.2-3: Data structures supported by the PATCH Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	Upon successful modification there is no body in the response message.

	ProblemDetails
	M
	1
	403 Forbidden
	One or more attributes are not allowed to be modified according to e.g. policy or local configuration. 
The invalidParams attribute shall contain the JSON pointers of attributes which are not allowed to be modified. 
The cause attribute shall be set to "MODIFY_NOT_ALLOWED", see 3GPP TS 29.500 [8] table 5.2.7.2-1.

	NOTE:
In addition common data structures as listed in table 5.5-1 are supported.


* * * Next Change * * * *

5.4.2.2
Type: AuthenticationSubscription 
Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	string
either "5G_AKA" or "EAP_AKA_PRIME"

	permanentKey
	PermanentKey
	M
	1
	The encrypted authentication key (K) defined in 3GPP TS 33.501 [yy].

	sequenceNumber
	SequenceNumber
	M
	1
	String containing the SQN as defined in 3GPP TS 33.102 [x].

	authenticationManagementField
	AuthenticationManagementField
	C
	0..1
	String containing the Authentication management field as defined in 3GPP TS 33.501 [yy].
Shall be present if sharedAuthenticationSubscription is absent.

	vectorAlgorithm
	VectorAlgorithm
	C
	0..1
	Specifies the algorithm used for the generation of authentication vectors.
Shall be present if sharedAuthenticationSubscription is absent.

	milenage
	Milenage
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.206 [y].
Shall be present if both sharedAuthenticationSubscription and tuak are absent.

	tuak
	Tuak
	C
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.231 [z].
Shall be present if both sharedAuthenticationSubscription and milenage are absent.

	opc
	Opc
	O
	0..1
	A value derived from OP and K as defined in 3GPP TS 35.206 [y].

	topc
	Topc
	O
	0..1
	A value derived from TOP and K as defined in 3GPP TS 35.231 [z].

	sharedAuthenticationSubscriptionId
	SharedDataId
	O
	0..1
	If present, the authenticationManagementField, vectorAlgorithm, milenage, tuak, opc and topc may be absent.


* * * Next Change * * * *

5.4.2.X1
Type: SharedAuthenticationSubscription 
Table 5.4.2.2-1: Definition of type SharedAuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationManagementField
	AuthenticationManagementField
	M
	1
	String containing the Authentication management field as defined in 3GPP TS 33.501 [yy].

	vectorAlgorithm
	VectorAlgorithm
	M
	1
	Specifies the algorithm used for the generation of authentication vectors.

	milenage
	Milenage
	O
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.206 [y].

Shall not be present if tuak is present.

	tuak
	Tuak
	O
	0..1
	Milenage specific attributes as defined in 3GPP TS 35.231 [z].

Shall not be present if milenage is present.


* * * Next Change * * * *

5.4.2.X1
Type: PermanentKey
Table 5.4.2.X1-1: Definition of type PermanentKey
	Attribute name
	Data type
	P
	Cardinality
	Description

	permanentKeyValue
	PermanentKeyValue
	M
	1
	The encrypted authentication key (K) defined in 3GPP TS 33.501 [yy]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the permanent key.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the permanent key.


5.4.2.X2
Type: Milenage
Table 5.4.2.X2-1: Definition of type Milenage
	Attribute name
	Data type
	P
	Cardinality
	Description

	op
	Op
	O
	0..1
	The Operator Variant Algorithm Configuration Field as defined in 3GPP TS 35.206 [y].

	rotations
	Rotations
	O
	0..1
	Defines the amounts by which intermediate variables are cyclically rotated as defined in 3GPP TS 35.206 [y].

	constants
	Constants
	O
	0..1
	Constants, which are XORed onto intermediate variables as defined in 3GPP TS 35.206 [y].


5.4.2.X3
Type: Tuak
Table 5.4.2.X3-1: Definition of type Tuak
	Attribute name
	Data type
	P
	Cardinality
	Description

	top
	Top
	O
	0..1
	The Tuak Operator Variant Algorithm Configuration Field (TOP) as defined in 3GPP TS 35.231 [z].

	keccakIterations
	Integer
	O
	0..1
	Number of keccak iterations in the range of 1 to 255. If absent, 1 shall be used as the default value.


5.4.2.X4
Type: Op
Table 5.4.2.X4-1: Definition of type Opc
	Attribute name
	Data type
	P
	Cardinality
	Description

	opcValue
	OpValue
	M
	1
	The encrypted OP as defined in 3GPP TS 35.206 [y]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the OP.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the OP.


5.4.2.X5
Type: Opc 
Table 5.4.2.X4-1: Definition of type Opc
	Attribute name
	Data type
	P
	Cardinality
	Description

	opcValue
	OpcValue
	M
	1
	The encrypted OPc as defined in 3GPP TS 35.206 [y]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the OPc.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the OPc.


5.4.2.X6
Type: Top
Table 5.4.2.X5-1: Definition of type Topc
	Attribute name
	Data type
	P
	Cardinality
	Description

	topcValue
	TopcValue
	M
	1
	The encrypted TOP as defined in 3GPP TS 35.231 [z]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the TOP.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the TOP.


5.4.2.X7
Type: Topc 
Table 5.4.2.X5-1: Definition of type Topc
	Attribute name
	Data type
	P
	Cardinality
	Description

	topcValue
	TopcValue
	M
	1
	The encrypted TOPc as defined in 3GPP TS 35.231 [z]

	encryptionKey
	EncryptionKey
	M
	1
	The reference to the key used to encrypt the TOPc.

	encryptionAlgorithm
	EncryptionAlgorithm
	M
	1
	The reference to the algorithm used to encrypt the TOPc.


5.4.2.X8
Type: Rotations
Table 5.4.2.X6-1: Definition of type Rotations
	Attribute name
	Data type
	P
	Cardinality
	Description

	r1
	RValue
	M
	1
	The encrypted r1 as defined in 3GPP TS 35.206 [z].

	r2
	RValue
	M
	1
	The encrypted r2 as defined in 3GPP TS 35.206 [z].

	r3
	RValue
	M
	1
	The encrypted r3 as defined in 3GPP TS 35.206 [z].

	r4
	RValue
	M
	1
	The encrypted r4 as defined in 3GPP TS 35.206 [z].

	r5
	RValue
	M
	1
	The encrypted r5 as defined in 3GPP TS 35.206 [z].


5.4.2.X9
Type: Constants
Table 5.4.2.X7-1: Definition of type Constants
	Attribute name
	Data type
	P
	Cardinality
	Description

	c1
	CValue
	M
	1
	The encrypted c1 as defined in 3GPP TS 35.206 [z].

	c2
	CValue
	M
	1
	The encrypted c2 as defined in 3GPP TS 35.206 [z].

	c3
	CValue
	M
	1
	The encrypted c3 as defined in 3GPP TS 35.206 [z].

	c4
	CValue
	M
	1
	The encrypted c4 as defined in 3GPP TS 35.206 [z].

	c5
	CValue
	M
	1
	The encrypted c5 as defined in 3GPP TS 35.206 [z].


* * * Next Change * * * *

5.4.3.2
Simple data types 

The simple data types defined in table 5.4.3.2-1 shall be supported.

Table 5.4.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	PermanentKeyValue
	string
	A hexstring of the encrypted authentication key (K) defined in 3GPP TS 33.501 [yy].
Pattern: '^[A-Fa-f0-9]+$'

	SequenceNumber
	string
	A hexstring of the SQN as specified in 3GPP TS 33.102 [x].
Pattern: '^[A-Fa-f0-9]{12}$' 

	AuthenticationManagementField
	string
	A hexstring of the Authentication Management Field (AMF) as specified in 3GPP TS 33.102 [x].

Pattern: '^[A-Fa-f0-9]{4}$

	OpcValue
	string
	A hexstring of the encrypted OPc as defined in 3GPP TS 35.206 [y].

Pattern: '^[A-Fa-f0-9]+$' 

	TopcValue
	string
	A hexstring of the encrypted TOPc as defined in 3GPP TS 35.231 [z].

Pattern: '^[A-Fa-f0-9]+$' 

	RValue
	string
	A hexstring of the encrypted R as defined in 3GPP TS 35.206 [z].

Pattern: '^[A-Fa-f0-9]+$' 

	CValue
	string
	A hexstring of the encrypted C as defined in 3GPP TS 35.206 [z].

Pattern: '^[A-Fa-f0-9]+$ 

	EncryptionKey
	integer
	A reference to the key used to encrypt a value.

	EncryptionAlgorithm
	integer
	A reference to the encryption algorithm used to encrypt a value.


* * * Next Change * * * *

5.4.3.X
Enumeration: VectorAlgorithm
Table 5.4.3.3-1: Enumeration VectorAlgorithm
	Enumeration value
	Description

	"MILENAGE"
	Milenage

	"TUAK"
	TUAK


* * * Next Change * * * *

A.2
Nudr_DataRepository API for Subscription Data
For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".
openapi: 3.0.0

info:

  version: '-'
  title: 'Unified Data Repository Service API file for subscription data'

  description: ' The API version is defined in 3GPP TS 29.504'

paths:

  /subscription-data/{ueId}/authentication-data/authentication-subscription:

    get:

      summary: Retrieves the authentication subscription data of a UE

      operationId: QueryAuthSubsData

      tags:

        - Authentication Data (Document)

      parameters:

        - name: ueId

          in: path

          description: UE id

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: supportedFeatures

          in: query

          description: Supported Features

          schema:

             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthenticationData'

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'                

    patch:

      summary: modify the authentication subscription data of a UE

      operationId: ModifyAuthenticatioSubscriptio
      tags:

        - Authentication Subscription (Document)

      parameters:

        - name: ueId

          in: path

          description: UE id

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'

      requestBody:

        content:

          application/json-patch+json:

            schema:

              type: array

              items:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'

        required: true

      responses:

        '204':

          description: Expected response to a valid request

        '403':

          description: modification is rejected

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

********not shown for clarity**********
components:

  schemas:

    AuthenticationSubscription:

      type: object

      required:

        - authenticationMethod

        - permanentKey

        - sequenceNumber
      properties:

        authenticationMethod:

          $ref: '#/components/schemas/AuthMethod'
        permanentKey:

          $ref: '#/components/schemas/PermanentKey'


        sequenceNumber:

          $ref: '#/components/schemas/SequenceNumber'


      authenticationManagementField:

        $ref: '#/components/schemas/AuthenticationManagementField'
      vectorAlgorithm:

        $ref: '#/components/schemas/VectorAlgorithm'
      milenage:

        $ref: '#/components/schemas/Milenage'
      tuak:

        $ref: '#/components/schemas/Tuak'
      opc:

        $ref: '#/components/schemas/Opc'
        topc:

          $ref: '#/components/schemas/Topc'
      sharedAuthenticationSubscriptionId:

        $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SharedData'
    SharedAuthenticationSubscription:

      type: object

      required:

        - authenticationMethod

        - vectorAlgorithm
      properties:

        authenticationManagementField:

          $ref: '#/components/schemas/AuthenticationManagementField'
        vectorAlgorithm:

          $ref: '#/components/schemas/VectorAlgorithm'
        milenage:

          $ref: '#/components/schemas/Milenage'
        tuak:

          $ref: '#/components/schemas/Tuak'
    PermanentKey:

      type: object

      required:

        - permanentKeyValue
        - encryptionKey
        - encryptionAlgorithm
      properties:

        permanentKeyValue:

          $ref: '#/components/schemas/PermanentKeyValue'

        encryptionKey:

          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'
    Milenage:

      type: object

      properties:

        op:

          $ref: '#/components/schemas/Op'

        rotations:

          $ref: '#/components/schemas/Rotations'

        constants:

          $ref: '#/components/schemas/Constants'

    Tuak:

      type: object

      properties:

        top:

          $ref: '#/components/schemas/Top'

        keccakIterations:

          type: integer
          minimum: 1
          maximum: 255
    Op:

      type: object

      required:

        - opValue
        - encryptionKey

        - encryptionAlgorithm
      properties:

        opValue:

          $ref: '#/components/schemas/OpValue'

        encryptionKey:

          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'
    Opc:

      type: object

      required:

        - opcValue
        - encryptionKey
        - encryptionAlgorithm
      properties:

        opcValue:

          $ref: '#/components/schemas/OpcValue'

        encryptionKey:

          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'
    Top:

      type: object

      required:

        - topValue
        - encryptionKey

        - encryptionAlgorithm
      properties:

        topValue:

          $ref: '#/components/schemas/TopValue'

        encryptionKey:

          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'
    Topc:

      type: object

      required:

        - topcValue
        - encryptionKey
        - encryptionAlgorithm
      properties:

        topcValue:

          $ref: '#/components/schemas/TopcValue'

        encryptionKey:

          $ref: '#/components/schemas/EncryptionKey'
        encryptionAlgorithm:
          $ref: '#/components/schemas/EncryptionAlgorithm'
    Rotations:

      type: object

      required:

        - r1

        - r2

        - r3

        - r4
        - r5

      properties:

        r1:

          $ref: '#/components/schemas/RValue'
        r2:

          $ref: '#/components/schemas/RValue'

        r3:

          $ref: '#/components/schemas/RValue'

        r4:

          $ref: '#/components/schemas/RValue'

        r5:

          $ref: '#/components/schemas/RValue'

    Constants:

      type: object

      required:

        - c1

        - c2

        - c3

        - c4
        - c5

      properties:

        c1:

          $ref: '#/components/schemas/CValue'
        c2:

          $ref: '#/components/schemas/CValue'

        c3:

          $ref: '#/components/schemas/CValue'

        c4:

          $ref: '#/components/schemas/CValue'

        c5:

          $ref: '#/components/schemas/CValue'

    PermanentKeyValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    SequenceNumber:

      type: string
      pattern: '^[A-Fa-f0-9]{12}$'
    AuthenticationManagementField:

      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    OpValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    OpcValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    TopcValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    RValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    CValue:

      type: string
      pattern: '^[A-Fa-f0-9]+$'
    EncryptionKey:
      Type: integer
    EncryptionAlgorithm:
      Type: integer

    VectorAlgorithm:

      type: string

      enum:

        - MILENAGE
        - TUAK
********not shown for clarity**********

* * * End of Changes * * * *
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