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* * * First Change * * * *

Annex X (informative):
SUCI encoding
The structure of the Subscription Concealed Identifier (SUCI) is defined in 3GPP TS 23.003 [8].

When SUCI needs to be sent as a character string (e.g. as a string in a JSON payload of any of the service operations defined in the APIs defined in this specification), the SUCI is composed as an UTF-8 character string, where the different components are separated by the "minus" character "-" (UTF-8 0x2D).

These components shall be formatted as follows:
1)
SUPI Type: a single decimal digit, from 0 to 7, formatted as a single UTF-8 character (UTF-8 0x30 to 0x37)
2)
Home Network Identifier. 

When the SUPI Type is an IMSI, the Home Network Identifier consists on 2 components: MCC and MNC, separated by the "minus" character; these components are formatted as a string of 3 characters for MCC and a string of 2 or 3 characters for MNC (UTF-8 0x30 to 0x39).
When the SUPI type is a Network Specific Identifier, the Home Network Identifier consists of a string of characters with a variable length, formatted as an UTF-8 character string.

3)
Routing Indicator, consisting of 1 to 4 decimal digits formatted as a string of 1 to 4 characters (UTF-8 0x30 to 0x39). 

4)
Protection Scheme Identifier, consisting in a value in the range of 0 to 15, representing a single hexadecimal digit, formatted as a single UTF-8 character (UTF-8 0x30 to 0x39, or 0x41 to 0x46, or 0x61 to 0x66).
5)
Home Network Public Key Identifier, consisting in a value in the range 0 to 255, formatted as a sequence of 1 to 3 decimal digits, formatted of 1 to 3 UTF-8 characters (UTF-8 0x30 to 0x39).
6)
Scheme Output, consisting of a string of UTF-8 characters with a variable length, or a sequence of hexadecimal digits, dependent on the used protection scheme. It represents the output of a public key protection scheme specified in Annex C of 3GPP TS 33.501 [6] or the output of a protection scheme specified by the HPLMN. 
EXAMPLES:
-
SUPI is IMSI-based; MCC=123, MNC=45, MSIN: 0123456789
SUPI type: 0 (IMSI)
Routing Identifier: 012

Protection Scheme: 0 (NULL scheme)
Home Network Public Key Identifier: 0

Scheme output = MSIN (cleartext)

SUCI UTF-8 string:
"0-123-45-012-0-0-0123456789"

-
SUPI is IMSI-based, MCC=123, MNC=45, MSIN: 9876543210
SUPI type: 0 (IMSI)
Routing Identifier: 0002

Protection Scheme: 1 (Profile A)

Home Network Public Key Identifier: 17

Scheme output = ECC ephemeral public key (32 octets, first bolded part below) + Encrypted MSIN (10 octets, italic part below) + MAC tag (8 octets, last bolded part below) = 50 octets = 100 hexadecimal characters (NOTE: the encrypted content below is fictitious).
SUCI UTF-8 string:
"0-123-45-0002-1-17-e9b9916c911f448d8792e6b2f387f85d3ecab9040049427d9edbb5431b0bc711023be6a057f34956ba21b45d936238aebeb7"

-
SUPI is NAI-based, SUPI = alice@example.com
SUPI type = 1 (Network Specific Identifier)
Routing Identifier: 84

Protection Scheme: 2 (Profile B)

Home Network Public Key Identifier: 250

Scheme output = ECC ephemeral public key (33 octets, first bolded part below) + Encrypted username of NAI (5 octets, italic part below) + MAC tag (8 octets, last bolded part below) = 46 octets = 92 hexadecimal characters (NOTE: the encrypted content below is fictitious)
SUCI UTF-8 string: 
"1-example.com-84-2-250-e9b9916c911f448d8792e6b2f387f85d3ecab9040049427d9edbb5431b0bc71195023be6a057b45d936238aebeb7"
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