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*** 1st Change ***

2
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*** 2nd Change ***

5.5.2.2.2
API invoker on-boarding itself as a recognized user of CAPIF using Onboard_API_Invoker service operation
To on-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a Notification Destination URI for on-boarding notification.
Upon receiving the above described HTTP POST message, the CAPIF core function shall check if the CAPIF core function can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core function:

1.
can determine authorization of the request and on-board the API invoker automatically, the CAPIF core function:
a.
shall process the API invoker Enrolment Details and the API List received in the HTTP POST message and determine if the request sent by the API invoker is authorized or not;

b.
if the API invoker's request is authorized, the CAPIF core function shall:

i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
verify the API List present in the HTTP POST message and create a API List of APIs the API invoker is allowed to access;

iii.
create a new resource as defined in subclause 8.4.3;

iv.
return the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI in the response message.

2.
cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core function:

a.
shall acknowledge the receipt of the on-boarding request to the API invoker.

b.
shall request the CAPIF administrator to validate the on-boarding request or the API management to validate the on-boarding request by sharing the API invoker Enrolment Details and the API List received in the HTTP POST message;

b.
on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator or the API management, the CAPIF core function shall:

i.
create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;

ii.
create a new resource as defined in subclause 8.4.3;

iii.
deliver the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI to the API invoker in a notification.

NOTE 1:
How the CAPIF core function determines that the CAPIF core function can process the request and on-board the API invoker automatically is out-of-scope of this specification.

NOTE 2:
How the CAPIF core function determines that the API invoker's request to on-board is authorized is specified in 3GPP TS 33.122 [16].

NOTE 3:
Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.

NOTE x:
The onboarding credential received by the API invoker from the service provider as specified in 3GPP TS 33.122 [16] is included in the Authorization header field of the HTTP request message as described in IETF RFC 2617 [xx].

*** 3rd Change ***

8.4.4.2.5
Type: OnboardingInformation

Table 8.4.4.2.5-1: Definition of type OnboardingInformation
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	
	
	
	
	
	

	apiInvokerPublicKey
	string
	M
	1
	Public Key of API Invoker
	

	apiInvokerCertificate
	string
	O
	0..1
	API invoker’s generic client certificate
	


*** End of Changes ***

