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*** 1st Change ***

8.5
CAPIF_Security_API
*** 2nd Change ***

8.5.2.1
Overview
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Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Security_API

Table 8.5.2.1-1 provides an overview of the resources and applicable HTTP methods.

Table 8.5.2.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Trusted API invokers

	{apiRoot}
/capif-security/v1
/trustedInvokers
	POST
	All trusted API invokers

	Individual trusted API invokers

	{apiRoot}
/capif-security/v1
/trustedInvokers/{apiInvokerId}
	GET
	Retrive authentication information of an API invoker

	
	
	DELETE
	Revoke the authorization of the API invoker


*** 3rd Change ***

8.5.3.2.2
Notification definition
The POST method shall be used for Authorization revoked notification and the URI shall be the one provided by the API invoker during the Obtain_Security_Method service operation. 

Resource URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 8.5.3.2.2-1.

Table 8.5.3.2.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 8.5.3.2.2-2 and the response data structures and response codes specified in table 8.5.3.2.2-3.

Table 8.5.3.2.2-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	SecurityNotification
	M
	1
	Notification with information related to revoked authorization.


Table 8.5.3.2.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.


*** 4th Change ***

8.5.4.1
General

This subclause specifies the application data model supported by the API.

Table 8.5.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.5.4.1-1: Specific Data Types

	Data type
	Section defined
	Description
	Applicability

	ServiceSecurity
	8.5.4.2.2
	Details of the security method for each sercive API interface. When included by the API invoker, it shall indicate the preferred method of security. When included by the CAPIF core function, it shall indicate the security method to be used for the service API interface.
	

	SecurityMethod
	8.5.4.2.3
	Interface details and the security method
	

	securityNotificationDestination
	8.5.4.2.4
	Notification destination details
	


Table 8.5.4.1-2 specifies data types re-used by the CAPIF_Security_API service based interface: 

Table 8.5.4.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	InterfaceDetails
	Subclause 8.2.4.2.3
	Details of the interface
	


*** 5th Change ***

8.5.6
Feature negotiation
General feature negotiation procedures are defined in subclause 7.8. Table 8.5.6-1 lists the supported features for CAPIF_Security_API. 

Table 8.5.6-1: Supported Features

	Feature number
	Feature Name
	Description

	1
	Notification_test_event
	Testing of notification connection is supported according to subclause 7.6.

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to subclause 7.6. This feature requires that the Notification_test_event feature is also supported.


*** 6th Change ***

10.2
CAPIF-2/2e security and securely invoking service APIs

For secure communication between API invoker and API exposing function and ensuring secure invocations of service APIs, the API invoker: 

-
shall negotiate the security method with the CAPIF core function using the Obtain_Security_Method service operation of the CAPIF_Security_API; 

-
shall initiate the authentication with the API exposing function using the Authentication_Initiation_Request service operation of the AEF_Authentication _API; and 

-
shall establish a secure connection with the API exposing function as defined in 3GPP TS 33.122 [16], using the method negotiated with the CAPIF core function. 

*** 7th Change ***

A.6
CAPIF_Security_API
One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document. 

*** End of Changes ***
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