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1. Overall Description:

SA3LI thanks SA3 and CT1 for their LSs in S3-180557 / C1-180761 regarding the CT1's agreement on the PLMN/RAT selection mechanisms in the CRs attached in the LS. SA3LI has discussed these solutions and identified a number of Lawful Interception (LI) incompatibilities with those mechanisms as detailed by the following aspects:

· There is an LI requirement to capture all data sent to and from the target. Any exchange of data prior the authentication of the target UE will not meet LI requirements;
· The mechanism creates a potential end-to-end encrypted channel between the UE and the HPLMN which could be extended to allow the delivery of information other than or in addition to preferred PLMN roaming list as intended by CT1. This creates a capability that could be exploited to bypass LI in future.
To meet LI requirements any mechanisms to be used must occur after successful authentication of the UE. Any mechanism selected by CT1 would need to either turn off end-to-end confidentiality protection (both end-to-end integrity and the VPLMN applied confidentiality over the RAN are acceptable) or to strictly limit the information (i.e. the preferred PLMN roaming list), sent to the UE using the SoR mechanism.
2. Actions:

To CT1 group.

ACTION:
SA3LI asks CT1 group to change the SoR mechanism in order to be in line with LI requirements.
To SA3 and SA2 groups.

ACTION:
SA3LI asks SA3 and SA2 to take the above information into account in their work on SoR.
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