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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AAA
Authentication, Authorization and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

ANDSF
Access Network Discovery and Selection Function
ANDSF-SN
Access Network Discovery and Selection Function Server Name

ANID
Access Network Identity

ANQP
Access Network Query Protocol

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol

DM
Device Management
DNS
Domain Name System

DSCP
Differentiated Services Code Point
DSMIPv6
Dual-Stack MIPv6

eAN/PCF
Evolved Access Network Packet Control Function

EAP
Extensible Authentication Protocol

EPC
Evolved Packet Core
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ERP
EAP Re-authentication Protocol

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name
GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture
HA
Home Agent
H-ANDSF
Home-ANDSF

HRPD
High Rate Packet Data

HSGW
HRPD Serving Gateway

IEEE
Institute of Electrical and Electronics Engineers
IFOM
IP Flow Mobility

IKEv2
Internet Key Exchange version 2

IARP
Inter-APN Routing Policy
IPMS
IP Mobility Mode Selection

ISMP
Inter-system Mobility Policy

ISRP
Inter-system Routing Policy

IANA
Internet Assigned Numbers Authority
I-WLAN
Interworking – WLAN
MAPCON
Multi Access PDN Connectivity

MCM
Multi-connection mode

MO
Management Object
NAI
Network Access Identifier

NAP
Network Access Provider
NBIFOM
Network-Based IP Flow Mobility
NBM
Network based mobility management

NSP
Network Service Provider

NSWO
Non-Seamless WLAN Offload

OMA
Open Mobile Alliance
OPI
Offload Preference Indicator
PCO
Protocol Configuration Options

P-GW
PDN Gateway

PDU
Protocol Data Unit

PSPL
Preferred Service Provider List
QoS
Quality of Service
SCM
Single-connection mode

S-GW
Serving Gateway

SPI
Security Parameters Index

TFT
Traffic Flow Template
TSCM
Transparent single-connection mode

UE
User Equipment

UICC
Universal Integrated Circuit Card
V-ANDSF
Visited-ANDSF

W-APN
WLAN APN

WiMAX
Worldwide Interoperability for Microwave Access
WLAN
Wireless Local Area Network
WLANSP
WLAN Selection Policy

WLCP
WLAN Control Protocol
WMF
WiMAX Forum

***** change *****
7.2.4.1
UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [28]) to disconnect one or more IPsec tunnels to the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct the ePDG to do the same by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association;
ii)
if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined in subclause 7.2.x, Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall correspond to the particular incoming ESP security associations at the UE for the given tunnel in question; or
iii)
if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.2.x, the Protocol ID field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload includes UE's ESP SPIs of all bearer contexts of the PDN connection.

***** change *****
7.2.x
IKEv2 multiple bearer PDN connectivity
7.2.x.1
General
The UE may support the IKEv2 multiple bearer PDN connectivity.
If the UE supports the IKEv2 multiple bearer PDN connectivity then the UE shall perform handling specified in the present subclause otherwise the UE does not perform handling specified in the present subclause and remaining subclauses of the parent subclause of the present subclause.
Editor's note: mappings of a QCI and a DSCP are FFS.
The UE shall include a IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload as specified in subclause 8.2.9.a within an IKE_AUTH request message establishing an IKE SA of a PDN connection. If the IKE_AUTH response message contains an EPS_QOS Notify payload as specified in subclause 8.2.9.b, the UE shall consider that the IKEv2 multiple bearer PDN connectivity is used in the PDN connection.

If the IKEv2 multiple bearer PDN connectivity is used in the PDN connection then the UE shall perform the handling specified in remaining subclauses of the parent subclause of the present subclause otherwise the UE does not perform the handling specified in remaining subclauses of the parent subclause of the present subclause.
7.2.x.2
Maintained information
The UE shall maintain one or more bearer contexts for the PDN connection. Each bearer context consists of a UE's ESP SPI, an ePDG's ESP SPI, an EPS QoS, TFT and an indication whether the bearer context is the default bearer context. The TFT can be absent only in the default bearer context.
7.2.x.3
Control plane procedures
7.2.x.3.1
General

Parent subclause of the present subclause describe control plane procedures for the IKEv2 multiple bearer PDN connectivity.
7.2.x.3.2
Establishment of IKEv2 SA and initial IPSec ESP tunnel
NOTE:
Inclusion of a IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload in an IKE_AUTH request message is specified in subclause 7.2.x.1.
Upon receiving the IKE_AUTH response message establishing the IKE SA of the PDN connection, the UE shall add a new bearer context to the PDN connection. The new bearer context shall consist of the UE's ESP SPI created by the IKE_AUTH request/response pair, the ePDG's ESP SPI created by the IKE_AUTH request/response pair, the EPS QoS indicated in the EPS_QOS Notify payload of the IKE_AUTH response message, and the indication that the bearer context is the default bearer context.
7.2.x.3.3
Establishment of an additional IPSec ESP tunnel
Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS Notify payload as specified in subclause 8.2.9.b, with a TFT Notify payload as specified in subclause 8.2.9.c, and without a REKEY_SA Notify payload, if the UE sends a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the UE shall add a new bearer context to the PDN connection. The new bearer context shall consist of the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair, the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair, the EPS QoS indicated in the EPS_QOS Notify payload of the CREATE_CHILD_SA request message, the TFT indicated in the TFT Notify payload of the CREATE_CHILD_SA request message, and the indication that the bearer context is not the default bearer context.
Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS Notify payload as specified in subclause 8.2.9.b, with a TFT Notify payload as specified in subclause 8.2.9.c, and without a REKEY_SA Notify payload:

a)
the UE checks for semantic errors in TFT operations as follows:

1)
if the TFT operation in the TFT Notify payload is an operation other than "Create a new TFT", the UE shall send a CREATE_CHILD_SA response message with the SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;
b)
the UE checks for syntactical errors in TFT operations as follows:

1)
if the TFT operation in the TFT Notify payload is "Create a new TFT" and the packet filter list in the TFT Notify payload is empty, the UE shall send a CREATE_CHILD_SA response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload; and
2)
if there are other types of syntactical errors in the coding of the TFT Notify payload, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list, the UE shall send a CREATE_CHILD_SA response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;
c)
the UE checks for semantic errors in packet filters as follows:

1)
if a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send a CREATE_CHILD_SA response message with the SEMANTIC_ERRORS_IN_PACKET_FILTERS Notify payload. How the UE determines a semantic error in a packet filter is outside the scope of the present document; and
2)
if the resulting TFT does not contain any packet filter which applicable for the uplink direction, the UE shall send a CREATE_CHILD_SA response message with the SEMANTIC_ERRORS_IN_PACKET_FILTERS Notify payload;
d)
the UE checks syntactical errors in packet filters as follows:
1)
if the TFT operation in the TFT Notify payload is "Create a new TFT" and two or more packet filters in the resultant TFT would have identical packet filter identifiers, the UE shall send a CREATE_CHILD_SA response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload;
2)
if the TFT operation in the TFT Notify payload is "Create a new TFT" and two or more packet filters in all TFTs associated with this PDN connection would have identical packet filter precedence values:

i)
if the old packet filters do not belong to the default bearer contex, the UE shall send a CREATE_CHILD_SA response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload; and
NOTE:
the UE is not expected to be able to release a particular bearer context.
ii)
if one or more old packet filters belong to the default bearer context, the UE shall release the PDN connection as specified in subclause 7.2.4.1; and
3)
if there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier, the UE shall send a CREATE_CHILD_SA response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload.
7.2.x.3.4
Release of an additional IPSec ESP tunnel
Upon receiving an INFORMATIONAL request message in the IKE SA of the PDN connection, with a DELETE payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, the UE shall send an INFORMATIONAL response message without an IKEv2 notify payload indicating an error and the UE shall remove the bearer context from the PDN connection.

7.2.x.3.5
Modification of an IPSec ESP tunnel due to change of EPS QoS and TFT
Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a MODIFIED_BEARER Notify payload as specified in subclause 8.2.9.d indicating an ePDG's ESP SPI of a bearer context of the PDN connection, with a EPS_QOS Notify payload as specified in subclause 8.2.9.b and a TFT Notify payload as specified in subclause 8.2.9.c, if the UE sends an INFORMATIONAL response message without an IKEv2 notify payload indicating an error, the UE shall update the bearer context with the EPS QoS indicated in the EPS_QOS Notify payload and the TFT indicated in the TFT Notify payload.

Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a MODIFIED_BEARER Notify payload as specified in subclause 8.2.9.d indicating an ePDG's ESP SPI of a bearer context of the PDN connection, with a EPS_QOS Notify payload as specified in subclause 8.2.9.b and a TFT Notify payload as specified in subclause 8.2.9.c:

a)
the UE checks for semantic errors in TFT operations as follows:
1)
if the TFT operation in the TFT Notify payload is "Create a new TFT" and there is already an existing TFT for the bearer context, the UE shall further process the new activation request and, if it was processed successfully, delete the old TFT;
2)
if the TFT operation in the TFT Notify payload is an operation other than "Create a new TFT" and there is no TFT for the bearer context, the UE shall not diagnose an error and perform the following actions to resolve the inconsistency:

i)
if the TFT operation is "Delete existing TFT" or "Delete packet filters from existing TFT", and if no error according to items b, c, and d was detected, consider the TFT as successfully deleted; and
ii)
if the TFT operation is "Add packet filters in existing TFT" or "Replace packet filters in existing TFT", the UE shall process the new request as an activation request;
3)
if the TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" and it would render the TFT empty:

i)
if the packet filters belong to a bearer context which is not the default bearer context, the UE shall process the new deletion request and, if no error according to items b, c, and d was detected, the UE shall send an INFORMATIONAL response message with the SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload; and
ii)
if the packet filters belong to a bearer context which is the default bearer context, the UE shall process the new deletion request and if no error according to items b, c, and d was detected then delete the existing TFT; and
4)
if the TFT operation in the TFT Notify payload is "Delete existing TFT" and the bearer context is not the default bearer context, the UE shall send an INFORMATIONAL response message with the SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;
b)
the UE checks for syntactical errors in TFT operations as follows:

1)
if the TFT operation in the TFT Notify payload is "Create a new TFT", "Add packet filters in existing TFT", "Replace packet filters in existing TFT" or "Delete packet filters from existing TFT" and the packet filter list in the TFT Notify payload is empty, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;
2)
if TFT operation in the TFT Notify payload is "Delete existing TFT" or "No TFT operation" with a non-empty packet filter list in the TFT Notify payload, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;
3)
if TFT operation in the TFT Notify payload is "Replace packet filters in existing TFT" when the packet filter to be replaced does not exist in the original TFT, the UE shall not diagnose an error, further process the replace request and, if no error according to items c and d was detected, include the packet filters received to the existing TFT;
4)
if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" when the packet filter to be deleted does not exist in the original TFT, the UE shall not diagnose an error, further process the deletion request and, if no error according to items c and d was detected, consider the respective packet filter as successfully deleted;
5)
if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" with a packet filter list also including packet filters in addition to the packet filter identifiers, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload; and
6)
if there are other types of syntactical errors in the coding of the TFT Notify payload, such as a mismatch between the number of packet filters subfield, and the number of packet filters in the packet filter list, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;
c)
the UE checks for semantic errors in packet filters as follows:

1)
if a packet filter consists of conflicting packet filter components which would render the packet filter ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send an INFORMATIONAL response message with the SEMANTIC_ERRORS_IN_PACKET_FILTERS Notify payload. How the UE determines a semantic error in a packet filter is outside the scope of the present document; and
2)
if the resulting TFT, which is assigned to a bearer context which is not the default bearer context, does not contain any packet filter applicable for the uplink direction among the packet filters created on request from the network, the UE shall send an INFORMATIONAL response message with the SEMANTIC_ERRORS_IN_PACKET_FILTERS Notify payload; and
d)
the UE checks for syntactical errors in packet filters as follows:

1)
if the TFT operation in the TFT Notify payload is "Create a new TFT", "Add packet filters to existing TFT", and two or more packet filters in the resultant TFT would have identical packet filter identifiers:

i)
if two or more packet filters with identical packet filter identifiers are contained in the new request, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload; and
ii)
if two or more packet filters with identical packet filter identifiers are not contained in the new request, the UE shall not diagnose an error, further process the new request and, if it was processed successfully, delete the old packet filters which have the identical packet filter identifiers;
2)
if the TFT operation in the TFT Notify payload is "Create a new TFT", "Add packet filters to existing TFT" or "Replace packet filters in existing TFT", and two or more packet filters among all TFTs associated with this PDN connection would have identical packet filter precedence values:

i)
if the old packet filters do not belong to the default bearer contex, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload; and

NOTE:
the UE is not expected to be able to release a particular bearer context.

ii)
if one or more old packet filters belong to the default bearer context, the UE shall release the PDN connection as specified in subclause 7.2.4.1; and
3)
if there are other types of syntactical errors in the coding of packet filters, such as the use of a reserved value for a packet filter component identifier, the UE shall send an INFORMATIONAL response message with the SYNTACTICAL_ERRORS_IN_PACKET_FILTERS Notify payload.
7.2.x.3.6
ePDG initiated IPSec ESP tunnel rekeying
Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with a REKEY_SA Notify payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, if the UE sends a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the UE shall set the UE's ESP SPI of the bearer context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the ePDG's ESP SPI of the bearer context to the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair.
7.2.x.3.7
UE initiated IPSec ESP tunnel rekeying
Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, for a CREATE_CHILD_SA request message sent in the IKE SA of the PDN connection, with a REKEY_SA Notify payload indicating an UE's ESP SPI of a bearer context of the PDN connection, the UE shall set the UE's ESP SPI of the bearer context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the ePDG's ESP SPI of the bearer context to the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair.

7.2.x.4
User plane procedures
7.2.x.4.1
General
Parent subclause of the present subclause describe user plane procedures for the IKEv2 multiple bearer PDN connectivity.
7.2.x.4.2
Uplink IP packet handling
If an uplink IP packet to be sent via a PDN connection:

-
matches the packet filters applicable for the uplink direction of the TFT of a bearer context of the PDN connection, the UE shall forward the uplink IP packet using the ePDG's ESP SPI of the bearer context. The UE shall set the DSCP field as specified in IETF RFC 2474 [rfc2474] of the outer IP header of the ESP packet to the DSCP value in a QoS mapping with the QCI indicated in the EPS QoS of the bearer context.
-
does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN connection and a bearer context without the TFT exists in the PDN connection, the UE shall forward the uplink IP packet using the ePDG's ESP SPI of the bearer context without the TFT. The UE shall set the DSCP field as specified in IETF RFC 2474 [rfc2474] of the outer IP header of the ESP packet to the DSCP value in a QoS mapping with the QCI indicated in the EPS QoS of the bearer context without the TFT.
-
does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN connection and a bearer context without the TFT does not exist in the PDN connection, the UE shall discard the uplink IP packet.

NOTE: The TSi payload and the TSr payloads are not used for selection of ESP SPI for the uplink IP packet.
***** change *****
7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [28]) to disconnect one or more IPsec tunnels to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted;
ii)
if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined in subclause 7.4.x, the Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question; or
iii)
if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.4.x, the Protocol ID field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload includes ePDG's ESP SPIs bound to each the S2b bearers of the PDN connection.

The INFORMATIONAL request message, in addition of the DELETE payload, may include the REACTIVATION_REQUESTED_CAUSE Notify payload.
If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a DELETE payload.
***** change *****
7.4.x
IKEv2 multiple bearer PDN connectivity
7.4.x.1
General
The ePDG may support the IKEv2 multiple bearer PDN connectivity.
If the ePDG supports the IKEv2 multiple bearer PDN connectivity then the ePDG shall perform handling specified in the present subclause otherwise the ePDG does not perform handling specified in the present subclause and remaining subclauses of the parent subclause of the present subclause.
Editor's note: mappings of a QCI and a DSCP are FFS.
If the IKE_AUTH request message contains a IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload as specified in subclause 8.2.9.a and the ePDG decides to use the IKEv2 multiple bearer PDN connectivity in the PDN connection of the IKE SA being established by the IKE_AUTH request message according to local policy, the ePDG shall consider that the IKEv2 multiple bearer PDN connectivity is used in the PDN connection.

If the IKEv2 multiple bearer PDN connectivity is used in the PDN connection, then the ePDG shall perform the handling specified in remaining subclauses of the parent subclause of the present subclause otherwise the ePDG does not perform the handling specified in remaining subclauses of the parent subclause of the present subclause.
7.4.x.2
Maintained information
The ePDG shall maintain a binding of an ePDG's ESP SPI and a UE's ESP SPI to each S2b bearer of the PDN connection.
7.4.x.3
Control plane procedures
7.4.x.3.1
General

Parent subclause of the present subclause describe control plane procedures for the IKEv2 multiple bearer PDN connectivity.
7.4.x.3.2
Establishment of IKEv2 SA and initial IPSec ESP tunnel
In the IKE_AUTH response message establishing an IKE SA of the PDN connection, the ePDG shall include an EPS_QOS Notify payload as specified in subclause 8.2.9.b indicating the EPS QoS of the default S2b bearer of the PDN connection. Upon sending the IKE_AUTH response message, the ePDG shall bind the ePDG's ESP SPI created by the IKE_AUTH request/response pair and the UE's ESP SPI created by the IKE_AUTH request/response pair to the default S2b bearer of the PDN connection.
7.4.x.3.3
Establishment of an additional IPSec ESP tunnel
If a dedicated S2b bearer of the PDN connection is activated, the ePDG shall send a CREATE_CHILD_SA request message in the IKE SA of the PDN connection. In the CREATE_CHILD_SA request message, the ePDG shall include an EPS_QOS Notify payload as specified in subclause 8.2.9.b indicating the EPS QoS of the dedicated S2b bearer of the PDN connection and shall include an TFT Notify payload as specified in subclause 8.2.9.c indicating the TFT of the dedicated S2b bearer of the PDN connection.
Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the ePDG shall accept the dedicated S2b bearer activation and shall bind the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair and the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair to the dedicated S2b bearer of the PDN connection.

Upon receiving a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error, the ePDG shall reject the dedicated S2b bearer activation.
7.4.x.3.4
Release of an additional IPSec ESP tunnel
If a dedicated S2b bearer of the PDN connection is deactivated, the ePDG shall send a INFORMATIONAL request message in the IKE SA of the PDN connection. In the INFORMATIONAL request message, the ePDG shall include an DELETE payload indicating the ePDG's ESP SPI bound to the dedicated S2b bearer.
Upon receiving of a INFORMATIONAL response message, the ePDG shall acknowledge deactivation of the dedicated S2b bearer.
7.4.x.3.5
Modification of an IPSec ESP tunnel due to change of EPS QoS and TFT
If an S2b bearer of the PDN connection is modified, the ePDG shall send a INFORMATIONAL request message in the IKE SA of the PDN connection. In the INFORMATIONAL request message, the ePDG shall include an MODIFIED_BEARER Notify payload as specified in subclause 8.2.9.d indicating the ePDG's ESP SPI bound to the S2b bearer. In the INFORMATIONAL request message, the ePDG shall also include an EPS_QOS Notify payload as specified in subclause 8.2.9.b indicating the EPS QoS of the S2b bearer of the PDN connection and shall include an TFT Notify payload as specified in subclause 8.2.9.c indicating the TFT of the S2b bearer of the PDN connection.

Upon receiving a INFORMATIONAL response message without an IKEv2 notify payload indicating an error, the ePDG shall accept the S2b bearer modification.
Upon receiving a INFORMATIONAL response message with an IKEv2 notify payload indicating an error, the ePDG shall reject the S2b bearer modification.
7.4.x.3.6
ePDG initiated IPSec ESP tunnel rekeying
Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, for a CREATE_CHILD_SA request message sent in the IKE SA of the PDN connection, with a REKEY_SA Notify payload indicating an ePDG's ESP SPI bound to an S2b bearer of the PDN connection, the ePDG shall set the ePDG's ESP SPI bound to the S2b bearer to the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the UE's ESP SPI bound to the S2b bearer to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair.

7.4.x.3.7
UE initiated IPSec ESP tunnel rekeying
Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with a REKEY_SA Notify payload indicating an UE's ESP SPI bound to an S2b bearer of the PDN connection, if the ePDG sends a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the ePDG shall set the ePDG's ESP SPI bound to the S2b bearer to the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair, and shall set the UE's ESP SPI bound to the S2b bearer to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair.

7.4.x.4
User plane procedures
7.4.x.4.1
General
Parent subclause of the present subclause describe user plane procedures for the IKEv2 multiple bearer PDN connectivity.
7.4.x.4.2
Downlink IP packet handling
The ePDG shall forward a downlink IP packet received via an S2b bearer of the PDN connection using an UE's ESP SPI bound to the S2b bearer. The ePDG shall set the DSCP field as specified in IETF RFC 2474 [rfc2474] of the outer IP header of the ESP packet to the DSCP value in QoS mapping with the QCI indicated in the EPS QoS of the S2b bearer.
7.4.x.4.3
Uplink IP packet handling
The ePDG shall forward an uplink IP packet received via an ePDG's ESP SPI bound to an S2b bearer of the PDN connection using the S2b bearer.
***** change *****
8.1.2.2
Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types

	Notify Message
	Value
(in decimal)
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED
	9000
	Corresponds to: 

- DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the UE is not allowed to use non-3GPP access to EPC.

	USER_UNKNOWN
	9001
	Corresponds to: 

- DIAMETER_ERROR_USER_UNKNOWN Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user identified by the IMSI is unknown.

	NO_APN_SUBSCRIPTION
	9002
	Corresponds to:

- DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the requested APN is not included in the user's profile, and therefore is not authorized for that user..

	AUTHORIZATION_REJECTED
	9003
	Corresponds to:

- DIAMETER_AUTHORIZATION_REJECTED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user is barred from using the non-3GPP access or the subscribed APN.

	ILLEGAL_ME
	9006
	Corresponds to: 

- DIAMETER_ERROR_ILLEGAL_EQUIPMENT Result code IE as specified in 3GPP TS 29.273 [17]; or
- Other scenarios when the ME used is not accepted by the network.

	NETWORK_FAILURE
	10500
	Corresponds to:

- DIAMETER_ERROR_UNABLE_TO_COMPLY Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the network has determined that the requested procedure cannot be completed successfully due to network failure. 

	RAT_TYPE_NOT_ALLOWED
	11001
	Corresponds to:

- DIAMETER_RAT_TYPE_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the access type is restricted to the user.

	IMEI_NOT_ACCEPTED
	11005
	The emergency PDN connection request has been rejected since the network does not accept an emergency service request using an IMEI.

	PLMN_NOT_ALLOWED
	11011
	Corresponds to:

- DIAMETER_ERROR_ROAMING_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17];
- The ePDG performs PLMN filtering (based on roaming agreements) and rejects the request from the UE; or
- Other scenarios when the UE requests service in a PLMN where the UE is not allowed to operate.

	UNAUTHENTICATED_

EMERGENCY_

NOT_SUPPORTED
	11055
	The emergency PDN connection request has been rejected due to authentication has failed or authentication cannot proceed at AAA server, and the ePDG does not support an emergency service request using an unauthenticated IMSI.

	SEMANTIC_ERROR_IN_THE_TFT_OPERATION
	eee
	This error type is used to indicate that the requested service was rejected due to a semantic error in the TFT operation included in the request.

	SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION
	fff
	This error type is used to indicate that the requested service was rejected due to a syntactical error in the TFT operation included in the request.

	SEMANTIC_ERRORS_IN_PACKET_FILTERS
	ggg
	This error type is used to indicate that the requested service was rejected due to a semantic error in the packet filter(s) included in the request.

	SYNTACTICAL_ERRORS_IN_PACKET_FILTERS
	hhh
	This error type is used to indicate that the requested service was rejected due to a syntactical error in the packet filter(s) included in the request.


The private notify message error type values:

-
between 9950 and 9999;

-
between 10950 and 10999;

-
between 11950 and 11999;

-
between 12950 and 12999;

-
between 13950 and 13999; and

-
between 14950 and 14999;

will not be allocated to a Notify payload defined in the present specification.
***** change *****
8.1.2.3
Private Notify Message - Status Types

The Private Notify Message Status Types defined in table 8.1.2.3-1 are used to indicate status notifications or additional information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH response message according to the procedures described in the present document. Refer to table 8.1.2.3‑1 for more details on what each status type means.

Table 8.1.2.3-1: Private Status Types
	Notify Message
	Value
(in decimal)
	Descriptions

	REACTIVATION_REQUESTED_CAUSE 
	40961
	The IPsec tunnel associated to a PDN connection is released with a cause requesting the UE to reestablish the IPsec tunnel for the same PDN Connection after its release. 

	BACKOFF_TIMER
	41041
	The value of the backoff timer is included in the BACKOFF_TIMER Notify payload as specified in subclause 8.2.9.1.

	DEVICE_IDENTITY
	41101
	The device identity type and/or identity value are included in the DEVICE_IDENTITY Notify payload as specified in subclause 8.2.9.2.

	EMERGENCY_SUPPORT
	41112
	This status when present indicates that the ePDG supports emergency service. The EMERGENCY_SUPPORT Notify payload is coded according to subclause 8.2.9.7.

	EMERGENCY_CALL_NUMBERS
	41134
	Additional local emergency call numbers that the UE may use for detecting UE initiated emergency calls. The EMERGENCY_CALL_NUMBERS Notify payload is coded according to subclause 8.2.9.8.

	NBIFOM_GENERIC_CONTAINER
	41288
	The NBIFOM parameters are included in the NBIFOM_GENERIC_CONTAINER Notify payload as specified in subclause 8.2.9.3.

	P-CSCF_RESELECTION_SUPPORT
	41304
	This status when present indicates that the UE supports the P-CSCF restoration extension for untrusted WLAN 

	PTI
	41501
	An INFORMATIONAL request message of an ePDG-initiated modification procedure is initiated by another INFORMATIONAL request message of an UE-initiated modification procedure. The PTI Notify payload is coded according to subclause 8.2.9.5.

	IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY
	aaa
	This status when present indicates that the UE supports IKEv2 multiple bearer PDN connectivity. 
The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is coded according to subclause 8.2.9.a.

	EPS_QOS
	bbb
	This status when present indicates EPS QoS. The EPS_QOS Notify payload is coded according to subclause 8.2.9.b.

	TFT
	ccc
	This status when present indicates TFT. The TFT Notify payload is coded according to subclause 8.2.9.c.

	MODIFIED_BEARER
	ddd
	This status when present indicates sender's ESP SPI. The MODIFIED_BEARER Notify payload is coded according to subclause 8.2.9.d.


The private notify message error type values:

-
between 49950 and 49999;

-
between 50950 and 50999;

-
between 51950 and 51999;

-
between 52950 and 52999;

-
between 53950 and 53999; and

-
between 54950 and 54999;

will not be allocated to a Notify payload defined in the present specification.

***** change *****
8.2.9.a
IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload

The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is used to indicate UE's support of the IKEv2 multiple bearer PDN connectivity.
The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is coded according to figure 8.2.9.a-1 and table 8.2.9.a-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4


Figure 8.2.9.a-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload format

Table 8.2.9.a-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload field value
	Octet 1 is defined in IETF RFC 5996 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value aaa to indicate the IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY (see subclause 8.1.2.3).




8.2.9.b
EPS_QOS Notify payload

The EPS_QOS Notify payload is used to indicate EPS QoS. 

The EPS_QOS Notify payload is coded according to figure 8.2.9.b-1 and table 8.2.9.b-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length
	5

	EPS QoS Value
	6-x


Figure 8.2.9.b-1: EPS_QOS Notify payload format

Table 8.2.9.b-1: EPS_QOS Notify payload value

	Octet 1 is defined in IETF RFC 5996 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value bbb to indicate the EPS_QOS (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the EPS QoS Value field.


	Octets 6 and later are the EPS QoS Value field. This field indicates the EPS QoS. It is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the EPS quality of service information element defined in 3GPP TS 24.301 [10] subclause 9.9.4.3 (Note 1).



	NOTE 1:
The EPS quality of service IEI field and the Length of EPS quality of service contents field of the EPS quality of service information element are not included in the value of the EPS QoS Value field.




8.2.9.c
TFT Notify payload

The TFT Notify payload is used to indicate TFT. 

The TFT Notify payload is coded according to figure 8.2.9.c-1 and table 8.2.9.c-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Length
	5

	TFT Value
	6-x


Figure 8.2.9.c-1: TFT Notify payload format

Table 8.2.9.c-1: TFT Notify payload value

	Octet 1 is defined in IETF RFC 5996 [28]



	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.



	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value ccc to indicate the TFT (see subclause 8.1.2.3).



	Octet 5 is the Length field. This field indicates the length in octets of the TFT Value field.


	Octets 6 and later are the TFT Value field. This field indicates the TFT. It is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the traffic flow template information element defined in 3GPP TS 24.00 [46] subclause 10.5.6.12 (Note 1).



	NOTE 1:
The Traffic flow template IEI field and the Length of traffic flow template IE field of the traffic flow template information element are not included in the value of the TFT Value field.




8.2.9.d
MODIFIED_BEARER Notify payload

The MODIFIED_BEARER Notify payload is used to indicate ePDG's ESP SPI of the modified child SA.

The MODIFIED_BEARER Notify payload is coded according to figure 8.2.9.d-1 and table 8.2.9.d-1. 

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3-4

	Security Parameter Index
	5-8


Figure 8.2.9.d-1: MODIFIED_BEARER Notify payload format

Table 8.2.9.d-1: MODIFIED_BEARER Notify payload value

	Octet 1 is defined in IETF RFC 5996 [28] and is set to 3 to indicate ESP.


	Octet 2 is SPI Size field. It is set to 4 and there is one Security Parameter Index field.



	Octet 3 to Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value ddd to indicate the MODIFIED_BEARER (see subclause 8.1.2.3).



	Octet 5 to Octet 8 is the Security Parameter Index field. The Security Parameter Index field contains the ePDG's ESP SPI of the modified child SA.


