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5.3.1.3
Password change

NOTE 1:
3GPP TS 22.030 [23] describes the MMI used when a user wishes to change a password when performing supplementary service control via the CS domain. This requires the user to input the current password, the new password and the new password (again). For password change via the CS domain, the network performs the verification of the new password with the new password (again). For password change via IMS, it is assumed that the user will still provide the current password, the new password and the new password (again) but the verification of the new password with the new password (again) will be carried out by the application on the UE. The details of this verification are out of scope of the present document.
When changing a password, the UE shall send an HTTP POST request, and shall include:
a)
in the Request-URI an XUI including:

1)
a SIP URI representing the public user identity of the served user; and

2)
in the password portion of the SIP URI the current password;
b)
the node selector in the Request-URI indicating the simservs XCAP resource; and

c)
in the body a <password-change> element including a <new-password> element containing the new password.

NOTE 2:
The current password and new password are common passwords for all applicable supplementary services.
The UE may also request a password check by sending an HTTP POST request as above, but without the <new-password> element.
NOTE 3:
There is no useful semantics for a UE to request a password check, but for IMS centralised services as specified in 3GPP TS 29.292 [24] this is needed for compatibility with CS procedures.
***** Next change *****
5.3.2.5.1
General
Password management procedures at the XCAP server consist of two independent procedures:

-
password check; and

-
password change;

The password check procedure is used for verifying the current password stored against the user:

-
when the user requests a password check;

-
when the user requests a password change; and

-
when the user requests modification of a supplementary service configuration document for a service that has password control.

The password change procedure is used by the XCAP server to set a new password for the user.

The XCAP server shall maintain a Wrong Password Attempts (WPA) counter.

When the password is set by the service provider the XCAP server shall reset the WPA counter to zero. 

If the XCAP server receives a password that does not match the current password stored for the service, the XCAP server shall increment the WPA counter by 1.

If a password check passes at the XCAP server, the XCAP server shall reset the WPA counter to zero. If the WPA counter exceeds the value three, the XCAP server shall set the subscription option "control of supplementary service" to "by the service provider".
***** Next change *****
5.3.2.5.2
Password check

If a password is required (e.g. for supplementary service configuration or for password change) and the XUI contains a password in the password portion of the SIP URI, the XCAP server shall verify that the password in the request matches that stored for the user.

If a password is required, and the XCAP server receives a request:

-
where the XUI is not a SIP URI;

-
where the XUI is a SIP URI and the request does not contain a password in the password portion of the SIP-URI; or
-
where the XUI is a SIP URI, the request contains a password in the password portion of the SIP-URI and the password does not match the current password stored for the user;

then the XCAP server shall respond with an HTTP 409 (Conflict) response. 

When the XCAP server responds with an HTTP 409 (Conflict) response where the XUI in the received request is not a SIP URI , the XCAP server shall include an <incorrect-xui-format> element in the HTTP 409 (Conflict) response.
When the XCAP server responds with an HTTP 409 (Conflict) response where the XUI is a SIP URI, the WPA counter has not exceeded 3 and:

-
if the password is missing in the request, the XCAP server shall include a <password-required> element; and
-
if the password is not correct, the XCAP server shall include an <incorrect-password> element.
If the XCAP server receives a request for

-
a password check;

-
a password change; or

-
modification of a supplementary service,
and the user has the subscription option "control of supplementary service" set to "by the service provider", the XCAP server shall reject the request with an HTTP 403 (Forbidden) response.
***** Next change *****
6.5
XML schema for password change

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:ss="http://uri.etsi.org/ngn/params/xml/simservs/xcap" targetNamespace="http://uri.etsi.org/ngn/params/xml/simservs/xcap" elementFormDefault="qualified" attributeFormDefault="unqualified">

    <xs:annotation>

        <xs:documentation xml:lang="en">This schema defines elements for changing a password.
        </xs:documentation>

    </xs:annotation>

    <xs:include schemaLocation="XCAP.xsd"/>

    <xs:element name=" password-change" substitutionGroup="ss:absService">

        <xs:complexType>

            <xs:complexContent>

                <xs:extension base="ss:simservType">

                    <xs:sequence>
                        <xs:element name="new-password" type="ss:password-type" minOccurs="0"/>

                        <xs:element name="anyExt" type="ss:anyExtType"/>
                    </xs:sequence>
                </xs:extension>

            </xs:complexContent>

        </xs:complexType>

    </xs:element>

    <xs:simpleType name="password-type">

        <xs:restriction base="xs:string">

            <xs:pattern value="\d{4}"/>

        </xs:restriction>

    </xs:simpleType>

    <xs:complexType name="anyExtType">

        <xs:sequence>

            <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

    </xs:complexType>

</xs:schema>
***** End of changes *****
