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***** Next change *****
11.1.6.2.2
Ambient listening call using pre-established session
11.1.6.2.2.1
Client originating procedures

Upon receiving a request from the MCPTT user to originate a remote initiated ambient listening call, if the <allow-request-remote-initiated-ambient-listening> element of the <ruleset> element is not present in the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) or is set to a value of "false", the MCPTT client shall inform the MCPTT user and shall exit this procedure.

Upon receiving a request from the MCPTT user to originate a locally initiated ambient listening call, if the <allow-request-locally-initiated-ambient-listening> element of the <ruleset> element is not present in the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]) or is set to a value of "false", the MCPTT client shall inform the MCPTT user and shall exit this procedure.

Upon receiving a request from an MCPTT user to establish an MCPTT ambient listening call that has been authorised successfully by the requesting MCPTT client within a pre-established session, the MCPTT client shall generate a SIP REFER request outside a dialog in accordance with the procedures specified in 3GPP TS 24.229 [4], IETF RFC 4488 [22] and IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and IETF RFC 7647 [27], with the clarifications given below.
If an end-to-end security context needs to be established the MCPTT client:

1)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [46];

2)
shall use the keying material to generate a PCK as described in 3GPP TS 33.179 [46];

3)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0100" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [46];

4)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.179 [46];

5)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [46];

6)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46]; and
7)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.179 [46].
The MCPTT client populates the SIP REFER request as follows:

1)
shall include the Request-URI set to the public service identity identifying the pre-established session on the MCPTT server serving the MCPTT user;

2)
shall include the Refer-Sub header field with value "false" according to rules and procedures of IETF RFC 4488 [22];

3)
shall include the Supported header field with value "norefersub" according to rules and procedures of IETF RFC 4488 [22];

4)
shall include the option tag "multiple-refer" in the Require header field;
5)
may include a P-Preferred-Identity header field in the SIP REFER request containing a public user identity as specified in 3GPP TS 24.229 [4];

6)
shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), according to IETF RFC 6050 [9];
7)
shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [25] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62] that points to an application/resource-lists MIME body as specified in IETF RFC 5366 [20], and with the Content-ID header field set to this "cid" URL.
8)
shall include in the application/resource-lists MIME body a single <entry> element containing a "uri" attribute set to the MCPTT ID of the targeted user, extended with hname "body" parameter containing:
a)
an application/vnd.3gpp.mcptt-info MIME body containing:
i)
a <session-type> element set to "ambient-listening";
ii)
if the MCPTT user has requested a locally initiated ambient listening call, an <ambient-listening-type> element set to a value of "local-init"; or
iii)
if the MCPTT user has requested a remotely initiated ambient listening call, an <ambient-listening-type> element set to a value of "remote-init";
b)
a Priv-Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18];
c)
if the SDP parameters of the pre-established session do not contain a media-level section of a media-floor control entity or if end-to-end security is required for the ambient listening call, an application/sdp MIME body containing the SDP parameters of the pre-established session according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1;
d)

if this is a locally initiated ambient listening call, shall comply with the conditions for implicit floor control as specified in subclause 6.4; and
e)

if this is a remotely initiated ambient listening call, shall comply with the conditions for an implicit request to grant the floor to the terminating MCPTT client as specified in subclause 6.4; and
Editor's Note [CT1#103, C1-171322]:
A mechanism (TBD) is needed to automatically grant the floor to the terminating user in the case of a remotely initiated ambient listening call.

9)
shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established session.
Upon receiving a final SIP 2xx response to the SIP REFER request the MCPTT client:

1)
shall interact with media plane as specified in 3GPP TS 24.380 [5]; and
2)
if this is a locally initiated ambient listening call, shall not provide any indication to the user that the call setup is in progress.
On call establishment by interaction with the media plane as specified in subclause 9.2.2 of 3GPP TS 24.380 [5] if the sent SIP REFER request the MCPTT client:

1)
if the MCPTT user has requested a locally initiated ambient listening call shall provide no indication to the MCPTT user that the ambient listening call has been successfully established; and

2)
if the MCPTT user has requested a remotely initiated ambient listening call shall provide an indication to the MCPTT user that the ambient listening call has been successfully established.
3)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body in the sent SIP REFER request was set to a value of "local-init":
a)
shall cache the value of "listened-to MCPTT user" as the ambient listening client role for this call; or

b)
if the <ambient-listening-type> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body was set to a value of "remote-init" shall cache the value of "listening MCPTT user" as the ambient listening client role for this call; and
4)
shall cache the value contained in the <ambient-listening-type> element of the application/vnd.3gpp.mcptt-info+xml MIME body set in step 8) as the ambient listening type of this call.
***** Next change *****
11.1.6.2.2.2
Client terminating procedures

The MCPTT client shall follow the procedures for termination of multimedia sessions for ambient listening calls as specified in subclause 11.1.6.2.1.2.

NOTE:
The terminating MCPTT client in an ambient listening call receives a SIP INVITE request with Replaces header field when using a pre-established session.
***** Next change *****
11.1.6.2.2.3
Client release origination procedure

Upon receiving a request from an MCPTT user to release an MCPTT ambient listening call when using a pre-established MCPTT session:

The MCPTT client:
1)
if the MCPTT client has not received a g.3gpp.mcptt.ambient-listening-call-release feature-capability indicator as described in clause D.3 in the Feature-Caps header field according to IETF RFC 6809 [60] in;
a)
a received SIP INVITE request for the ambient listening call; or 

b)
a received SIP 200 (OK) response to a sent SIP INVITE request or SIP REFER request for the ambient listening call;

then shall skip the rest of the steps; and
2)
shall perform the actions specified in subclause 6.2.5.2.
If the procedures of subclause 6.2.5.2 were successful:

1)
if the cached ambient listening client role is equal to "listened-to MCPTT user", shall provide no indication that an ambient listening call has been terminated;

2)
if the cached ambient listening client role is equal to "listening MCPTT user", may provide an indication to the MCPTT user that the ambient listening call has been terminated; and

3)
shall clear the cache of the data stored as:

a)
ambient listening client role; and

b)
ambient listening type.
***** Next change *****
11.1.6.2.2.4
Reception of SIP INFO request with release-reason

Upon receiving a SIP INFO request containing an application/vnd.3gpp.mcptt-info+xml MIME body containing a <release-reason> element, the MCPTT client:

1)
if the cached ambient listening client role is equal to "listened-to MCPTT user", shall provide no indication that an ambient listening call is being terminated;

2)
if the cached ambient listening client role is equal to "listening  MCPTT user", should provide an indication to the MCPTT user that an ambient listening call is being terminated;

3)
shall generate and send a SIP 200 OK response to the SIP INFO request according to 3GPP TS 24.229 [4]; and
4)
shall comply with the procedures of subclause 11.1.6.2.2.5.
***** Next change *****
11.1.6.2.2.5
Client session release termination procedure
This subclause is referenced from other procedures.

Upon receiving an interaction with the media plane indicating release of the ambient listening call but preservation of the pre-established session as specified in subclause 9.2 of 3GPP TS 24.380 [5], the MCPTT client:
1)
if the cached ambient listening client role is equal to "listened-to MCPTT user", shall provide no indication that an ambient listening call has been terminated;

2)
if the cached ambient listening client role is equal to "listening MCPTT user", may provide an indication to the MCPTT user that the ambient listening call has been terminated; and

3)
shall clear the cache of the data stored as:

a)
ambient listening client role; and

b)
ambient listening type. 
