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	Reason for change:
	Tuak algorithm, as defined in TS 35.231 is designed to allow different sizes for input and output data of the security functions related to the authentication and key agreement. It is possible to have 256-bit key for the subscriber key K while keeping the size of all other parameters unchanged. In this scenario, the use of 256-bit input key K has no impact on the size of the output values of the AUTHENTICATE command used to perform the AKA. Consequently, there is no impact on the ME and the interfaces defined within 3GPP specifications. Only the UICC application and the AuC have to store and use 256-bit key K to run the algorithm with 256-bit key K. 

Fixing the key K at length 256-bits has the benefit to increase the entropy of the key used as input key in the algorithm set. 
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***** Next change *****
6.1
Authentication and key agreement procedure

This clause gives an overview of the authentication mechanism and cipher and integrity key generation which are invoked by the network. For the specification of the corresponding procedures across the USIM/ME interface see clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K which is shared between and available only to the USIM and the AuC in the user's HE. In addition, the USIM and the HE keep track of counters SQNMS and SQNHE respectively to support network authentication. SQNHE is a counter in the HLR/AuC, individual for each user and SQNMS denotes the highest sequence number the USIM has ever accepted.

When the SN/VLR initiates an authentication and key agreement, it selects the next authentication vector and sends the parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the following components: a sequence number SQN, an Authentication Management Field (AMF) and a message authentication code MAC over the RAND, SQN and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/VLR considers the authentication and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys CK and IK will be used by the ME to perform ciphering and integrity functions.

A permanent secret key K is used in this procedure. This key K has a length of 128 bits or 256 bits and is stored within the USIM for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key to be used by the algorithms is signalled within the AMF field in the AUTN.
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