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7.1.2
LLC layer service primitives

A service primitive specifies the activity that the identified layer should perform. Table 7 lists the primitives defined in the present document.

Table 7: LLC layer service primitives

	Generic Name
	Location
	Type
	Parameters

	
	MS
	SGSN
	REQ
	IND
	RES
	CNF
	

	GMM ( LLME

	LLGMM-ASSIGN
	X
	X
	X
	
	
	
	TLLI Old, TLLI New, Ciphering Key, Ciphering Algorithm, Integrity Key, Integrity Algorithm

	LLGMM-RESET
	
	X
	X
	
	
	X
	TLLI

	LLGMM-TRIGGER
	X
	
	X
	
	
	
	TLLI, Cause

	LLGMM-SUSPEND
	X
	
	X
	
	
	
	TLLI

	LLGMM-SUSPEND
	
	X
	X
	
	
	
	TLLI, Page

	LLGMM-RESUME
	X
	X
	X
	
	
	
	TLLI

	LLGMM-PAGE
	
	X
	
	X
	
	
	TLLI

	LLGMM-IOV
	
	X
	X
	
	
	X
	TLLI

	LLGMM-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLGMM-PSHO
	X
	
	
	X
	
	
	TLLI, Ciphering Algorithm

	LLGMM-PSHO
	
	X
	X
	
	
	
	TLLI, Ciphering Key, Ciphering Algorithm 

	LLGMM-PSHO
	
	X
	
	
	
	X
	TLLI, IOV-UI, old XID indicator

	LLGMM-ASSIGN-USERPLANE
	X
	X
	X
	
	
	
	TLLI

	GMM ( LLE, SNDCP ( LLE, SMS ( LLE, and TOM ( LLE

	LL-RESET
	X
	X
	
	X
	
	
	TLLI, old XID indicator

	LL-ESTABLISH
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-ESTABLISH
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-ESTABLISH
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-ESTABLISH
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-RELEASE
	X
	X
	X
	
	
	
	TLLI, Local

	LL-RELEASE
	X
	X
	
	X
	
	
	TLLI, Cause

	LL-RELEASE
	X
	X
	
	
	
	X
	TLLI

	LL-XID
	X
	X
	X
	
	
	
	TLLI, XID Req

	LL-XID
	X
	X
	
	X
	
	
	TLLI, XID Req, N201‑U, N201‑I

	LL-XID
	X
	X
	
	
	X
	
	TLLI, XID Neg

	LL-XID
	X
	X
	
	
	
	X
	TLLI, XID Neg, N201‑U, N201‑I

	LL-DATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters, Radio Priority

	LL-DATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, Reference, QoS Parameters

	LL-DATA
	X
	X
	
	X
	
	
	TLLI, L3‑PDU

	LL-DATA
	X
	X
	
	
	
	X
	TLLI, Reference

	LL-UNITDATA
	X
	
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Radio Priority, Cipher, Integrity Protection

	LL-UNITDATA
	
	X
	X
	
	
	
	TLLI, L3‑PDU, QoS Parameters, Cipher, Redirect indication, IMSI, GMM cause, Redirect complete, Integrity Protection

	LL-UNITDATA
	X
	
	
	X
	
	
	TLLI, L3‑PDU, Cipher, Integrity Protection, MAC Verified, LLC-MAC

	LL-UNITDATA
	
	X
	
	X
	
	
	TLLI, L3‑PDU, Cipher, Redirect attempt, IMSI, Integrity Protection, MAC Verified, LLC-MAC

	LL-STATUS
	X
	X
	
	X
	
	
	TLLI, Cause

	LLE ( RLC/MAC

	GRR-DATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, Cause, QoS Parameters, Radio Priority

	GRR-DATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	GRR-UNITDATA
	X
	
	X
	
	
	
	TLLI, LL‑PDU, SAPI, QoS Parameters, Radio Priority

	GRR-UNITDATA
	X
	
	
	X
	
	
	TLLI, LL‑PDU

	LLE ( BSSGP

	BSSGP-DL-UNITDATA
	
	X
	X
	
	
	
	TLLI, LL‑PDU, QoS Parameters, RLC Confirm, SAPI, Redirect indication, IMSI,GMM cause, V(U) for redirect, Redirect complete

	BSSGP-UL-UNITDATA
	
	X
	
	X
	
	
	TLLI, LL‑PDU, Cell Id, Redirect attempt, IMSI, V(U) for redirect

	NOTE:
Parameters related to MOCN configuration, i.e. Redirect indication, IMSI, GMM cause, Redirect attempt, V(U) for redirect, and Redirect complete are applicable only to SAPI 1.



7.2
Primitive procedures

7.2.1
GMM - LLME primitives

7.2.1.1
LLGMM-ASSIGN

The LLGMM-ASSIGN primitive shall be used by the GPRS mobility management entity to assign, change, or unassign the TLLI, the ciphering key (Kc or Kc128), the ciphering algorithm, the integrity key and the integrity algorithm.

The TLLI Old and TLLI New parameters shall be interpreted as follows:

-
If TLLI Old = all 1's and TLLI New ( all 1's then TLLI New shall be assigned and used when (re‑)transmitting LLC frames. If a TLLI Old ( all 1's was assigned to the LLME, then TLLI Old is unassigned. Only TLLI New shall be accepted when received from the peer. It shall be treated as a TLLI change according to subclause 8.3.2. If TLLI Old = all 1's was assigned to the LLME, then this shall be treated as a TLLI assignment according to subclause 8.3.1, and the LLGMM-ASSIGN-REQ shall be the first primitive sent by GMM in order to enable LLC to process requests from layer 3.

-
If TLLI Old ( all 1's and TLLI New ( all 1's then TLLI Old and TLLI New are assigned, and TLLI New shall be used when (re‑)transmitting LLC frames. Both TLLI Old and TLLI New shall be accepted when received from the peer. It shall be treated as a TLLI change according to subclause 8.3.2.

-
If TLLI Old ( all 1's and TLLI New = all 1's then TLLI Old shall be unassigned. It shall be treated as a TLLI unassignment according to subclause 8.3.3, and the LLGMM-ASSIGN-REQ shall be the last primitive sent by GMM in order to disable LLC to not any longer process requests from layer 3.

An LLC frame received with a DLCI belonging to an unassigned TLLI shall be discarded without any further actions, with the following exception: UI and XID frames with TLLI = unassigned and SAPI = 1 received in the SGSN shall be handled according to the LLC protocol.

Ciphering Key and Ciphering Algorithm are associated with TLLI New (and with TLLI Old if assigned):

-
If Ciphering Algorithm indicates no ciphering, then the ciphering function shall be disabled.

-
Otherwise, the ciphering function shall be enabled. If a Ciphering Algorithm was already associated with TLLI New or TLLI Old, then the new Ciphering Key shall replace the previous Ciphering Key, and Ciphering Algorithm shall replace the previous algorithm selection. All I frames, and UI frames with the E bit set to 1, shall use the new Ciphering Key and algorithm for ciphering. All unacknowledged I frames shall be ciphered using the new Ciphering Key and algorithm before retransmission. As an implementation option, the previous Ciphering Key and algorithm may be used to decipher received frames.

Integrity Key and Integrity Algorithm are associated with TLLI New (and with TLLI Old if assigned). This is only applicable to a network supporting integrity protection in the LLC layer (see subclause 4.6a):

-
If Integrity Algorithm indicates no integrity protection, then the integrity protection function shall be disabled.

-
Otherwise, the integrity protection function shall be enabled. If an Integrity Algorithm was already associated with TLLI New or TLLI Old, then the new Integrity Key shall replace the previous Integrity Key, and Integrity Algorithm shall replace the previous algorithm selection. All UI frames with the IP bit set to 1, shall use the new Integrity Key and algorithm for integrity protection. As an implementation option, the previous Integrity Key and algorithm may be used to integrity protect received frames.
***** Next change *****
7.2.1.10
LLGMM-ASSIGN-USERPLANE
The LLGMM-ASSIGN-USERPLANE primitive shall be used by the GPRS mobility management entity to request to start integrity protection of user plane data in the LLC layer.
This is only applicable to a network supporting integrity protection in the LLC layer (see subclause 4.6a).
***** Next change *****
7.2.2.6
LL-UNITDATA

LL-UNITDATA-REQ shall be used to request the unconfirmed transmission of an L3‑PDU to the peer. QoS Parameters in the SGSN includes precedence class, delay class, reliability class, and peak throughput. QoS Parameters in the MS includes peak throughput and reliability class. Reliability class indicates whether the UI frame carrying the L3‑PDU shall be transmitted in protected or unprotected mode, and whether the RLC/MAC layer acknowledged or unacknowledged mode shall be used. Radio Priority indicates the radio priority level to be used by the RLC/MAC layer. Cipher indicates whether the UI frame shall be ciphered or not.
Redirect indication, if included, indicates that the SGSN in a multi-operator core network (MOCN) configuration (see 3GPP TS 23.251 [5b]) cannot serve the L3 request. IMSI indicates the IMSI of the UE that is associated with the LLE. GMM cause is the cause code in the L3 message. Redirect complete, if included, indicates that the SGSN will serve the L3 request. Redirect indication and redirect complete shall not both be included.
Only applicable to a network supporting integrity protection in the LLC layer (see subclause 4.6a):

· Integrity Protection indicates whether the GMM message was integrity protected with a MAC or not.
LL-UNITDATA-IND shall be used to deliver an L3‑PDU received in a UI frame to layer 3. Cipher indicates whether the received UI frame was ciphered or not. Redirect attempt and IMSI indicate parameters related to MOCN configuration that are to be forwarded with the L3-PDU received in the associated BSSGP-UL-UNITDATA-IND primitive.

NOTE:
The MOCN parameters map to BSSGP information elements as described in 3GPP TS 48.018 [12]
Only applicable to a network supporting integrity protection in the LLC layer (see subclause 4.6a):

· Integrity Protection indicates whether the GMM message was integrity protected with a MAC or not:
· MAC Verified indicates whether the MAC protecting the GMM message in LLC layer was successfully verified or not; and
-
MAC-LCC contains the MAC protecting the GMM message in LLC layer which could not be verified in the LLC layer due to no integrity key or no integrity algorithm configured in the LLC layer.

***** Next change *****
7.2.3
LLE ‑ RLC/MAC primitives

7.2.3.0
General
Although the GRR-DATA or GRR-UNITDATA primitives are used in all LLC frame transfer operations, for simplicity reasons they are not included in the procedure descriptions in clause 8.

***** Next change *****
7.2.4
LLE ‑ BSSGP primitives

7.2.4.0
General
Although the BSSGP-UNITDATA primitives are used in all LLC frame transfer operations, for simplicity reasons they are not included in the procedure descriptions in clause 8.

***** Next change *****
8.4.1
Transmission of unacknowledged information

Unacknowledged information shall be passed from layer 3 to the LLC layer with the LL-UNITDATA-REQ (L3‑PDU, Protect, Cipher, Integrity Protection) primitive. The L3‑PDU shall be transmitted in a UI command frame to the peer LLE. The PM, E and IP bits in the UI frame shall be set according to the Protect, Cipher and Integrity Protection parameters received from layer 3.

8.4.2
Receipt of unacknowledged information

On receipt of a UI command frame the contents of the information field shall be passed to the appropriate layer‑3 entity with an LL-UNITDATA-IND (L3‑PDU, Integrity Protection, MAC Verified, LLC-MAC) primitive, except:

-
if the DLCI of the received UI frame is not supported by the receiver; or

-
if N(U) of the received UI frame is in the range ( V(UR) ‑ 32 ) ( N(U) ( V(UR) and if a UI frame with the same N(U) has already been received,

then the UI frame shall be discarded without any further actions.

V(UR) shall be set to N(U) + 1 unless N(U) is in the range ( V(UR) ‑ 32 ) ( N(U) ( V(UR).

***** Next change *****
8.5.3
Automatic negotiation of LLC layer and layer‑3 parameters

8.5.3.0
General
Each LLE has an associated LLME that has the responsibility for initialising the LLC layer parameters necessary for correct peer-to-peer information transport. Initialisation of the parameters shall be done either according to the default values, or according to the values supplied by the peer entity. The latter method utilises the parameter negotiation procedure. The negotiable parameters are listed in table 6.

LLC layer and layer‑3 parameters may be negotiated in ADM or ABM modes of operation. LLC layer and layer‑3 parameters may be negotiated with the exchange of XID frames, or with the exchange of SABM and UA frames. After successful negotiation with SABM and UA frames, the LLE shall be in ABM mode of operation, according to subclauses 8.5.1 and 8.7.

The LLE shall issue an XID command containing the parameters that the LLE wants to negotiate, and set timer T200. The peer LLE shall, upon receipt of the XID command, return an XID response containing the list of parameter values that the peer can support. Timer T200 shall be reset when the XID response is received. XID frames shall be transmitted with the P/F bit set to 1. This is illustrated in figure 17.
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Figure 17: XID negotiation procedure

LL-XID-IND shall be indicated to layer 3 if N201‑U or N201‑I have been changed.

XID frames can be used to negotiate layer‑3 parameters. In this case, layer 3 sends the parameters to an LLE with the LL-XID-REQ primitive. The LLE shall issue an XID command containing the layer‑3 parameters, and LLC layer parameters if any LLC layer parameters shall be negotiated. The peer LLE shall, upon receipt of the XID command, indicate the layer‑3 parameters to layer 3 and upon receipt of an LL-XID-RES primitive return an XID response containing the list of parameter values that the peer can support. The layer‑3 parameters received from the peer is sent to layer 3 with the LL-XID-CNF primitive. The LLE issuing the XID command shall set timer T200 when the XID command is transmitted, and reset timer T200 when the XID response is received. This is illustrated in figure 18.
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Figure 18: Layer 3 XID negotiation procedure

***** Next change *****
8.5.5
Collision of unnumbered commands

8.5.5.0
General
In the collision cases in this subclause, if the XID or SABM command that shall be ignored and treated as not transmitted contains one or more XID parameters that are not negotiated as part of the collision resolution, then negotiation of these XID parameters shall be performed at the earliest opportunity after conclusion of the collision resolution.

If the MS receives an XID command with a valid XID information field that contains the Reset parameter, or if during a PS handover the MS receives a request from the lower layers to perform a Reset with or without old XID indicator, the MS shall abort any ongoing XID negotiation and treat the received XID command or request from the lower layers. This requirement takes precedence over the collision cases in this subclause.

***** Next change *****
8.6.3
Sending and receiving acknowledgements

8.6.3.0
General
NOTE:
Sending and receiving acknowledgements refer to the transmission and reception of frames carrying ABM acknowledgement information, i.e., I+S and S frames.

***** Next change *****
8.8
Exception condition reporting and recovery

8.8.0
General
Exception conditions may occur as the result of lower layer errors or LLC layer procedural errors.

The error recovery procedures available to effect recovery following the detection of an exception condition at the LLC layer are defined in this subclause.

***** Next change *****
8.9
List of LLC layer parameters

8.9.0
General
The LLC layer parameters listed in this subclause are associated with each DLCI, except the LLC version number and IOV‑UI that are associated with a TLLI.

A method of assigning these parameters is defined in subclauses 6.4.1.6 and 8.5.3.

Table 9 provides an overview of the LLC layer parameters and summarises the recommended default values to be used in GSM networks. The term default implies that the value defined should be used in the absence of any negotiation of alternative values.

Some of the parameters, e.g., T200, T201, and N200, may have the same name as parameters used in other GSM specifications. All the parameters listed here are local to the LLC layer protocol, and shall not impact or be impacted by parameters with the same name in other specifications.

***** Next change *****
8.9.5
Maximum number of octets in an information field (N201)

The maximum number of octets in an information field (N201) is an LLC layer parameter. See also subclause 5.4. The default value of N201 for each SAPI is given in table 9. The minimum value of N201 shall be 140 octets, and the maximum value shall be 1 520 octets.
NOTE:
For an LLC frame with integrity protection, the MAC field is included in the information field. When the MAC field is included in the message, the maximum length of the integrity protected message is N201 – 4 octets (see subclause 5.1)
The value of N201 may be different for I frames and U and UI frames. N201‑U is used for U and UI frames, and N201‑I is used for I frames.
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