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Overview: This discussion paper describes certain decisions made in CT1 for security solutions for MCPTT at CT1#99 and CT4#74 that were not fully endorsed by SA3, and describes a way forward for the CRs to progress into specification at CT#73.
Issues:

Issue 1: CT1 agreed an integrity protection solution for XML MIME bodies using externally detached signatures, different to that recommended by SA3, which was to use a wrapped signed XML MIME body containing the signature and the original content to integrity protect.

Issue 2: CT1 and CT4 agreed a confidentiality protection solution for XML attributes which was not fully endorsed by SA3.

Paper Trail: See Appendix A
Discussion:

We are where we are. There is no intention to apportion blame to any individual, company or working group. CT1's and CT4's attempt to complete the stage 3 work on security related issues for MCPTT was not in any way meant to trump SA3's authority. CT1 and CT4 have always worked in good faith for MCPTT security and have had many discussions with SA3 experts on MCPTT security issues. It can be noted that MCPTT security was defined very late in Rel-13 (February 2016) and CT1and CT4 (also being security experts) should be allowed to refine the decisions made by SA3. 

Proposal:
We seek a way forward in the interests of MCPTT standardisation, public safety operators, government agencies, 3GPP and Rel-13.

Samsung wishes to ask TSG CT and TSG SA to approve the CRs in C1-163734, C1-163921, C4-164246 and C4-164247, and ask SA3 to review the CRs at its next working group meeting. If SA3 see any issues with the approach, the CT working groups would be happy to receive input to correct these issues. It is CT1's belief that the solutions proposed do not have any security concerns associated to them, but we will abide by SA3's final ruling on that.

Consequences of not approving the CRs in C1-163734, C1-163921, C4-164246 and C4-164247:
Integrity protection will be broken in Rel-13 or more specifically only specified for non-IETF XML MIME bodies. Thus, the following MIME bodies used in MCPTT procedures will not be integrity protected:
-
application/poc-settings+xml;

-
application/resources-list+xml;

-
application/conference-info+xml.
Confidentiality protection will be broken in Rel-13 or more specifically only specified for XML elements.
Thus, the following data included in XML attributes of XML elements will not be confidentiality protected:
-
an MCPTT ID and an MCPTT Group ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856;
-
an MCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856;
-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a private call according to IETF RFC 5366;
-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318;
-
an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to IETF RFC 4575;
-
an MCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the application/resource-lists+xml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62] contained in the Refer-To header field of the SIP REFER request).
If a decision is made to remove integrity protection for XML MIME bodies and confidentiality protection for sensitive XML content from Rel-13, then in the deployment scenario where the mobile operator is distinct from the MCPTT operator, the MCPTT operator will not be able to integrity protect and confidentiality protect the XML content from the SIP core operator.
If a decision is made to not approve the CRs yet, but let SA3 work on this issue further and when the Stage 2 is ready, then allow CT1 to work on the Stage 3, this would mean that work on Rel-13 slips yet another quarter and we cannot really say that Rel-13 is frozen (as this is essential functionality for those MCPTT operators using a carrier SIP core that require the need to hide sensitive XML content from the SIP core). This does not send a good message to the industry.
APPENDIX A: Paper Trail

Issue 1: 

1. CT1 sent a LS to SA3 at CT1#97 in C1-162139 asking SA3 to choose a signature scheme to use for integrity protection of XML MIME bodies, from the http://www.w3.org/TR/xmldsig-core/ recommendation.

2. SA3 sent an LS response from its SA3#83 (S3-160637) meeting which was received by CT1 at CT1#98 in C1-162756, which stated:  SA3 would recommend that the document that is to be integrity protected is placed within a wrapping 'signed' document. Strictly, this is an enveloped signature that encompasses the original document.
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3. Samsung initially proposed a solution in C1-163412 (discussion paper) and C1-163414 (CR). This solution was reviewed on the CT1 MCPTT conference call on 30/06/2016 and concerns were raised that the solution using a wrapping 'signed' document requires XML schema changes. This would result in a problem as CT1 uses IETF-defined XML MIME types and CT1 has no control over the XML schemas associated with the IETF-defined XML MIME types. Although it was suggested that a work-around could be achieved, in offline discussion, the mechanism was said to be too cumbersome, and unworkable.
4. Instead, prior to the start of the CT1#99 meeting, Samsung revised its discussion paper into C1-163613 and CR in C1-163614 to create a mechanism with a new XML MIME body containing the signatures related to all XML MIME bodies in the SIP request, with the "URI" attribute of the <Reference> element of the <signature> element containing a cid-URL pointing to the Content-ID header field inserted into each of the MIME bodies to protect. This approach ensures that IETF-defined XML MIME types with IETF-defined XML schema can be used without any changes, while the integrity protection of bodies of IETF-defined XML MIME types is still achieved. See figure below: 
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XML MIME body 1

Content-ID:<mcptt1@op1.com> 

XML MIME body 2

Content-ID:<mcptt2@op1.com> 

XML MIME body 3

Content-ID:<mcptt3@op1.com> 

</mcpttsigneddoc:signatures> 

<xmldsig:Signature Id=”signature1"> 

<xmldsig:Reference URI= “cid:mcptt1@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id=”signature2"> 

<xmldsig:Reference URI= “cid:mcptt2@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>

<xmldsig:Signature Id=”signature3"> 

<xmldsig:Reference URI= “cid:mcptt3@op1.com”> 

………

</xmldsig: Reference>

………

</xmldsig:Signature>      


5. The final CR was agreed to TS 24.379 in C1-163734
Issue 2: 

1. CT1 sent an LS to SA3 in C1-161957 from its CT1#97 meeting on confidentiality protection of an identity in a value of an XML attribute of an XML element of an XML document included in a SIP message, indicating that CT1 needed to have a solution to confidentiality protect the MCPTT ID and MCPTT Group ID contained in XML attributes of XML elements of MIME bodies defined by IETF, that are used by MCPTT. The reason was that CT1 had no control over the XML schemas associated with the IETF-defined XML MIME types.
2. SA3 responded to the LS from CT1 at its SA#83 (S3-160747) meeting with an attachment. The LS and attached document were received by CT1 at its CT1#98 meeting in C1-162759. SA3 indicated:

SA3 cannot define an encryption method to directly encrypt attributes as either:

-
The output will not be a URI (and hence require modification of the schema), or

-
The output will be a URI, and the receiving device may have no way to tell if the URI is encrypted or not (without modification of the schema). This may cause issues, particularly for SIP devices that are not MCPTT aware.
For further details of SA3's discussion, please see S3-160638.

SA3 recommends that the XML schemas are extended to allow the attribute value to be encrypted by placing the attribute value within an element. This could perhaps be achieved by adding a cross-reference pointing to an encrypted element elsewhere in the document, or by directly converting the attribute to an element. 

3. CT1 looked at the attachment in S3-160628 in which SA3 investigated four options. CT1 spent some time at CT1#98 discussing each of the options and concluded that option 2 (as shown below) could be made to work to address the shortcomings stated by SA2 in its LS response.

2.2
Option 2: Encrypting the attribute directly

To align with the IETF specifications, the type of the attribute cannot be changed. Hence should the attribute be encrypted, there would be no way to indicate this to the receiving party.  

For example:

<doc>

  <element uri = "">

    content

  </element>

</doc>

In this example, how can the receiving party know whether the attribute above is encrypted or not? Additionally, the value may not conform to IETF's XML schema. There is a clear risk of confusion. Furthermore, the use of encryption is now hidden to the operator. Finally, the approach is non-standard and is not supported by W3c's security groups. Hence it is recommended that SA3 does not define this approach.

4. CT1 responded to SA3's LS with its own analyses of the options provided by SA3 in S3-160628, in LS C1-162978 indicating that it was looking into option 2 in more detail to address the shortcomings identified by SA3 in its LS response, but it had not made a decision yet.

5. Prior to CT1#99, a solution was proposed by Airbus and Samsung in discussion paper C1-163186 and CR C1-163235.

6. During discussion at CT1#99, the solution proposed by Airbus and Samsung was modified in C1-163921 such that resulting output of the encryption mechanism would look like a normal SIP URI, i.e. 

sip:<encrypted-content>@domain-name

An example of the resultant sip-uri after encryption is:

sip:98yudFG45tx_89TYGedb4ujF ;iv=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org
The encrypted-content portion is structured to contain:

· the actual encrypted URI;

· the encryption algorithm identification (this is the 128-bit encryption algorithm "128-AES-GCM" as described by 33.179);
· the identification of the encryption key (this is the XPK-id which can either be the SPK-id or CSK-id);

· a 96-bit random initialisation vector (IV) which is a base64 encoded string (according to IETF RFC 4648) and which is used by the AES-128 encryption algorithm (as described in TS 33.203 subclause 6.4).
I.e. it is important to note that the same pieces of information are used when protecting an XML attribute, as used when confidentiality protection is applied on a value of an XML element; specifically, the use of the XPK-id and the use of the AES-128 encryption algorithm.
7. In order for the receiver to know that the SIP-URI was encrypted using a scheme agreed for MCPTT, CT4 was requested to define a domain name for an MCPTT confidentiality protected URI. CT1 sent an LS to CT4 in C1-163731.

8. CT4 discussed the incoming LS from CT1 and Ericsson proposed a CR to TS 23.003, which was revised and agreed in C4-164246 and C4-164247 (mirror). The domain name agreed by CT4 was 

sip:<encrypted-content>@mc1-encrypted.3gppnetwork.org
As result of CT1 and CT4 CRs, the receiving party of any SIP message with an XML attribute containing a URI can identify whether the URI is confidentiality protected URI (i.e. when the URI is a SIP URI with the host portion set to the mc1-encrypted.3gppnetwork.org domain name) or not. Any operator forwarding such SIP message can identify this too.

Also, as the confidentiality protected URI is a SIP URI, the confidentiality protected URI can be used in any XML attribute containing a SIP URI, including such XML attributes defined by the XML schemas associated with the IETF-defined XML MIME types.
9. CT4 sent an LS to GSMA (copying CT1) in C4-164245 to ask them to validate the use of the domain name chosen for an MCPTT confidentiality protected URI.

10. SA3 responded to CT1 LS in C1-162978 at its SA3#84 meeting (which was at the same time as CT1's CT1#99 meeting) in S3-161225. This paper has not yet been handled by CT1 but it states the following:

SA3 thanks CT1 for its reply LS to on confidentiality protection of XML attributes. SA3 notes that the CT1's response suggests that CT1 is going to consider Option 2, as well as other security solutions. SA3 has not discussed or defined any security solution for Option 2 and recommended against this approach in its previous LS. SA3 contains 3GPP's subject matter experts on security and requests that any security solutions are brought to SA3 for discussion and approval prior to definition by CT1.
_1532351458.vsd
Original XML Content


<Signature>


<Signed XML Doc> (wrapper)



_1532419093.vsd
<mcpttsigneddoc:signatures> 


XML MIME body 1
Content-ID:<mcptt1@op1.com> 



