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***** First change *****
4.1
Trusted and untrusted accesses

The HPLMN operator of the EPC selects whether a connected non-3GPP IP access network is a trusted or untrusted IP access network.
For a trusted non-3GPP IP access network the communication between the UE and the EPC is secure. For an untrusted non-3GPP IP access network the communication between the UE and the EPC is not trusted to be secure.

For a trusted non-3GPP IP access network, all communication between the access network and the EPC is transferred over pre-established secure links. For an untrusted non-3GPP IP access network, to secure communication between the UE and the EPC:

-
a single IPSec tunnel needs to be established to the ePDG for all PDN connections when the UE accesses EPC via S2c is used; or
-
an IPSec tunnel needs to be established with the same ePDG for each PDN connection when the UE accesses EPC via S2b is used.
***** Next change *****
4.4.2
Identification of IP Services/PDN connections

For access to EPC the Access Point Name (APN) is used for identifying IP services/PDN connections. The detailed definition of APN as used for access to EPC is specified in 3GPP TS 23.003 [3]. APN is conveyed in the IKEv2 signaling during tunnel establishment when S2b interface is used for UE to access EPC. When UE accesses EPC via S2a using trusted WLAN access network, APN is conveyed in EAP-AKA' signaling for single-connection mode (SCM) or in WLAN Control Protocol (WLCP) signaling (see 3GPP TS 24.244 [56]) for multi-connection mode (MCM)
***** Next change *****
4.4.4
Access Network Identity
For access to EPC via S2a using a trusted non-3GPP access network, the UE uses the Access Network Identity (ANID) in the key derivation (see 3GPP TS 33.402 [15]). The handling of the Access Network Identity is described in subclause 6.4.2.4 and the generic format and specific values for the Access Network Identity are defined in subclause 8.1.1.
***** Next change *****
5.1.3.2.3.3
Automatic mode WLAN selection
If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) that fulfil the selection criteria with the highest priority configured in the active ANDSF WLANSP rule.
If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) matching WLAN identifiers in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4.

The UE determines the selected WLAN(s) according to the following steps:

1)
the UE shall construct prioritized list of available WLANs as follows:

a)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE 802.11-2012 [57] to discover the available WLANs. The UE may perform ANQP procedures as specified in IEEE 802.11-2012 [57] to discover the attributes and capabilities of available WLANs. The UE shall compare the attributes and capabilities of the available WLANs with the highest priority selection criterion that has not been used yet in the active WLANSP rule, and construct a prioritized list of available WLANs that fulfil the selection criteria. If there are multiple highest priority selection criteria, it is up to the UE implementation which one to use. In particular, if:

-
the group of selection criteria include the HomeNetworkIndication and it is set to "1" (see 3GPP TS 24.312 [13]); and

-
the HomeNetworkPreference:

i)
does not include 3GPP_RPLMN_Preferred; or

ii)
includes 3GPP_RPLMN_Preferred and it is set to "0" (see 3GPP TS 24.312 [13]);


then a WLAN is included, if:

-
the other selection criteria in the active WLANSP rule are met; and

-
the domain name list (see IEEE 802.11-2012 [57]) includes:

i)
the home domain name derived from its IMSI; or

ii)
any realm in the EquivalentHomeSPs as specified in 3GPP TS 24.312 [13].


The priority of a WLAN in the list is set to the WLAN priority defined in the preferredSSIDlist of the matching selection criteria. There may be one or more selected WLANs in the list; and
b)
if the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE 802.11-2012 [57] to discover available WLANs. The UE shall construct a prioritized list of available WLANs and populate it with each discovered WLAN which matches all WLAN identifiers included in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4. The priority of a discovered WLAN in the prioritized list of available WLANs is decided by the UE in an implementation specific way;
2)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, and if the following conditions are fulfilled:

-
the UE supports the PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6];
-
the "S2a connection preference" indicator exists and indicates that PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6] is preferred; and

-
one or more WLANs in the list constructed in step 1) is a trusted non-3GPP IP access network;

then the UE considers the WLANs that have the highest priority and indicate the HPLMN or RPLMN in the PLMN list with S2a connectivity IE (see annex H) as the selected WLAN(s).

Otherwise, the UE considers the WLAN(s) that has or have the highest priority as the selected WLAN(s). And
NOTE 1:
WLAN advertises PLMN(s) towards which the S2a connectivity is supported using ANQP-element "3GPP Cellular Network" with the PLMN List with S2a Connectivity IE in the payload, according to annex H.

NOTE 2:
Advertising S2a connectivity over a WLAN using EAP signalling is not supported in this version of the specification.
3)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, if there are no WLAN(s selected in step 2), the UE may repeat the procedure from step 1) taking into consideration selection criteria with lower priority from the active WLANSP rule.

NOTE 3:
UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures.
***** Next change *****
5.2.3.2.1
UE selection modes

There are two modes of service provider selection, namely, manual service provider selection and automatic service provider selection.
The UE follows one of the following two procedures defined in subclause 5.2.3.2.2 and 5.2.3.2.3 depending on its implementation.
The service provider selected in accordance with these procedures determines the WLAN that is selected. When the selected WLAN is a trusted WLAN IP access and the UE decides to access EPC via S2a using trusted WLAN IP access, the UE shall derive a NAI from the identity of the selected service provider and use the NAI as the identity for authentication and authorization with the service provider and usage of the WLAN (see subclause 6.4).

***** Next change *****
6.4.1
General

For access to the EPC via a trusted non-3GPP access network, a connection shall be established between the UE and the trusted non-3GPP access network using signalling procedures specific to the trusted non-3GPP access network, which are out of scope of this present document.

Access authentication signalling for access to the EPC shall be executed between the UE and 3GPP AAA server to ensure mutual authentication of the user and the EPC, with the exception of UEs without IMSI (see subclauses 4.4.1 and 6.6.3.2). Such authentication is based on IETF protocols as specified in 3GPP TS 33.402 [15].

EAP-AKA' is used for access authentication in the trusted access network, according to 3GPP TS 33.402 [15], subclause 6.2. According to 3GPP TS 33.402 [15], subclause 6.1, EAP-AKA' can be skipped if conditions listed in subclause 9.2.2.1 of 3GPP TS 33.402 [15] are met.

If the access network does not support EAP-AKA or EAP-AKA' and the UE considers the access network as trusted, the UE shall access to the EPC only via S2c and any authentication method (EAP-based or otherwise) can be used for access authentication as long as the criteria set in 3GPP TS 33.402 [15], subclause 9.2.2.1 are met.

When the UE decides to access EPC via S2c using non-3GPP IP access, EAP-AKA authentication is performed between the UE and the PDN-GW as specified in 3GPP TS 24.303 [11] and 3GPP TS 33.402 [15].

***** Next change *****
6.4.3.6
Mobile Equipment Identity Signalling

If the network supports Mobile Equipment Identity signalling over trusted WLAN, the 3GPP AAA server shall include the AT_DEVICE_IDENTITY attribute in the EAP-Request/AKA'-Challenge message with the Identity Type field set to either 'IMEI' or 'IMEISV' and an empty Identity Value field to request the UE to provide the Mobile Equipment Identity indicated in the Identity Type.
Upon receiving the EAP-Response/AKA'-Challenge message from the UE, if the AT_DEVICE_IDENTITY attribute is included and Identity Type field is set to either 'IMEI' or 'IMEISV', then the 3GPP AAA server shall forward the received Mobile Equipment Identity to the TWAN as specified in 3GPP TS 29.273 [17].
***** Next change *****
6.4.4
Multiple PDN support for trusted non-3GPP access

Connectivity to multiple PDNs via trusted non-3GPP access is supported in the EPS when the network policies, the non-3GPP access and the user subscription allow it.

NOTE 1:
In 3GPP, there is a limitation to the maximum number of simultaneous PDN connections per UE which is 11 (caused by the EPS bearer identity, see 3GPP TS 24.007 [48]). Not complying with this limitation when accessing non-3GPP access can lead to unexpected consequences, e.g. connectivity loss in case of handover to 3GPP access.

If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple connections are established, see 3GPP TS 23.402 [6].

When the UE accesses EPC via S2a using trusted non-3GPP IP access and establishes connections to additional PDNs, the UE shall send a trigger for additional PDN connectivity specific to the non-3GPP access. The UE shall include an APN in this trigger to connect to the desired PDN. The UE shall also indicate the Attach Type to the trusted non-3GPP access during additional PDN connectivity. The Attach Type shall distinguish between Initial Attach and Handover Attach. For the multi-connection mode used via trusted WLAN access network, the PDN connection establishment procedures are specified in 3GPP TS 24.244 [56].
NOTE 2:
The indication about Attach Type is non-3GPP access network specific and its coding is out of scope of this specification.

NOTE 3:
The trigger for additional PDN connectivity is non-3GPP access network specific and its coding is out of scope of this specification.
When the UE accesses EPC via S2c using non-3GPP IP access, the UE shall follow the procedures described in 3GPP TS 24.303 [11] to connect to multiple PDNs.

If the UE accesses EPC via S2a using non-3GPP IP access and it is handing over from a source access network to a target non-3GPP IP access and the UE has more than one PDN connection to a given APN in the source access network, the UE shall transfer all the PDN connections for the given APN to the target trusted non-3GPP access network as specified in 3GPP TS 23.402 [6].
If multiple PDN connections to a single APN are not supported over the target trusted non-3GPP access network, only one PDN connection to the given APN shall be established in the target non-3GPP access as specified in 3GPP TS 23.402 [6]. If multiple PDN connection requests to the same APN are received but the target trusted non-3GPP access network does not support multiple PDN connections to the same APN, the network shall reject the additional PDN connection requests to the same APN received from the UE when one PDN connection to the same APN has already been established. The UE shall determine which PDN connection is re-established in the non-3GPP access based on the home address information (i.e. IPv4 address or IPv6 prefix or both) provided by the network.

NOTE 4:
The protocol details of the PDN connection reject procedure is non-3GPP access network specific and its coding is outside the scope of this specification. For the multi-connection mode used via trusted WLAN access network, the protocol details of the PDN connection reject procedure is specified in 3GPP TS 24.244 [56]
NOTE 5:
When UE supporting IP address preservation for NBM with multiple PDN connections to the same APN hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the re-establishment for a particular PDN connection before re-establishing the remaining PDN connections. The way a UE prioritizes a particular PDN connection is non-3GPP access network specific and its coding is out of scope of this specification. Another implementation option can be to send multiple re-establishment requests concurrently.

NOTE 6:
Any unsuccessful re-establishment of any of the multiple PDN connections to the same APN can be managed in an implementation specific manner avoiding UE making repeated re-establishment attempts to the network.
If the UE did not handover all the PDN connections for a given APN to the target trusted non-3GPP access network, the network may disconnect the remaining PDN connections for that given APN after an implementation dependent time.
***** Next change *****
6.5.3
Multiple PDN support for untrusted non-3GPP access network

Connectivity to multiple PDNs via untrusted non-3GPP access is supported in the EPS when the network policies, the non-3GPP access and the user subscription allow it.

NOTE 1:
In 3GPP, there is a limitation to the maximum number of simultaneous PDN connections per UE which is 11 (caused by the EPS bearer identity, see 3GPP TS 24.007 [49]). Not complying with this limitation when accessing non-3GPP access can lead to unexpected consequences, e.g. connectivity loss in case of handover to 3GPP access.
If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple connections are established, see 3GPP TS 23.402 [6].
When the UE accesses EPC via S2b using untrusted non-3GPP IP access, and the UE establishes additional PDN connections, the UE shall establish a new IPSec tunnel with the same ePDG for each PDN connection. For each tunnel establishment procedure, the UE shall indicate to the ePDG an APN to the desired PDN and an attach type indication as specified in subclause 7.2.2. When establishing an additional PDN connection, the UE shall not indicate the INITIAL_CONTACT notification.

NOTE 2:
When using the S2b interface to establish an additional PDN connection, the new IPSec tunnel establishment includes a new IKEv2 authentication and security association establishment as specified in subclause 7.2.2.

When the UE accesses EPC via S2c using untrusted non-3GPP IP access, the UE shall follow the procedures described in 3GPP TS 24.303 [11] when establishing multiple PDN connections. For multiple PDN connections, the UE shall establish only one IPsec tunnel to the ePDG.
If the UE had more than one PDN connection to a given APN in the source access network and the UE is performing a handover to a target untrusted non-3GPP access network via an ePDG that supports accessing an EPC via S2b-interface, the UE shall transfer all the PDN connections for the given APN to the target untrusted non-3GPP access network as specified in 3GPP TS 23.402 [6].
If multiple PDN connections to a single APN are not supported over the target untrusted non-3GPP access network, only one PDN connection to that given APN shall be established in the target non-3GPP access network as specified in 3GPP TS 23.402 [6] if NBM is used. The UE, if supporting IP address preservation for NBM, shall include the home address information during the tunnel establishment procedure as specified in subclause 7.2.2. If multiple PDN connection requests to the same APN are received but the network does not support multiple PDN connections to the same APN, the ePDG shall reject the additional PDN connection requests to the same APN received from the UE as described in subclause 7.4.1, in the following circumstances:
-
when one PDN connection to the same APN has already been established;

-
only after the network has successfully established one PDN connection in the case that the additional PDN connections requests were received prior to the successful establishment of a single PDN connection.

In the above cases, the UE shall determine which PDN connection is re-established in the non-3GPP access based on the home address information provided by the network.
The UE behaviour, when PDN connection re-establishment is rejected by the network during handover to the untrusted non-3GPP access network, is described in sublause 7.2.2.
NOTE 3:
When a UE supporting IP address preservation for NBM with multiple PDN connections to the same APN hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the re-establisment for a particular PDN connection before re-establishing the remaining PDN connections. The UE indicates the prioritised PDN connection by including both the APN in the IDr payload and the home address information in the Handover Attach indicator as specified in subclause 7.2.2. Another implementation option can be to send multiple re-establishment requests concurrently. 

If the UE did not handover all the PDN connections for a given APN to the target untrusted non-3GPP access network, the source network may disconnect the remaining PDN connections for that given APN after an implementation dependent time.
***** Next change *****
6.6.1
General

3GPP2 X.S0057 [20] defines the interworking architecture for access to the EPC via cdma2000® HRPD access networks. In particular, 3GPP2 X.S0057 [20] describes support for a UE using the cdma2000® HRPD air interface to access the EPC architecture defined in 3GPP TS 23.402 [6] by:

-
specifying the use of the interface between the 3GPP2 HRPD Serving Gateway (HSGW) and the PDN Gateway (P-GW) in the EPC by referencing 3GPP TS 29.275 [18], when the HSGW supports UEs accessing EPC via S2a;

-
specifying the use of the interface across the S101 reference point between the eAN/PCF in the 3GPP2 HRPD access network and the MME in the EPC by referencing 3GPP TS 29.276 [19];

-
specifying the use of the user plane interface across the S103 reference point between the EPC Serving Gateway (S-GW) and the HSGW by referencing 3GPP TS 29.276 [19]; and

-
describing the internal functions and responsibilities of the HSGW.

3GPP2 C.S0087 [21] defines the signalling requirements and procedures for UEs accessing the EPC via 3GPP2 HRPD access networks using the cdma2000® HRPD air interface. In particular, 3GPP2 C.S0087 [21]:
-
defines the signalling extensions to the cdma2000® HRPD air interface defined in 3GPP2 C.S0024 [23] necessary to support interworking with the EPC and E-UTRAN; and
-
defines the UE and eAN/PCF procedures and signalling formats to support bidirectional handoff between E-UTRAN and cdma2000® HRPD.
· 
· 
***** Next change *****
6.6.3.1
General

Subclauses 6.6.3.2 through 6.6.3.3 describe the particular requirements for access to the EPC via a cdma2000® HRPD access network in support of an emergency session in course of handover from E-UTRAN to HRPD.

In this release of the specification no emergency session related handling other than the handover of an emergency session from E-UTRAN to an cdma2000® HRPD access network supporting access S-GW or PDN GW via S2a-interface is specified.

***** Next change *****
8.2.1.1
AT_IPMS_IND attribute
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Figure 8.2.1.1: AT_IPMS_IND attribute

Table 8.2.1.1: AT_IPMS_IND attribute

	Octet 1 indicates the type of attribute as AT_IPMS_IND with a value of 137.


	Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187 [33]

	Octet 3 and 4 is the value of this attribute. Octet 3 is reserved and shall be coded as zero. Octet 4 shall be set as follows. All other values are reserved.

	7
	6
	5
	4
	3
	2
	1
	0
	
	Protocol Supported

	0
	0
	0
	0
	0
	0
	0
	1
	
	DSMIPv6 only

	0
	0
	0
	0
	0
	0
	1
	0
	
	NBM only

	0
	0
	0
	0
	0
	0
	1
	1
	
	MIPv4 only

	0
	0
	0
	0
	0
	1
	0
	0
	
	DSMIPv6 and NBM both supported

	0
	0
	0
	0
	0
	1
	0
	1
	
	MIPv4 and NBM both supported

	0
	0
	0
	0
	0
	1
	1
	0
	
	DSMIPv6 and NBM Supported;DSMIPv6 preferred

	0
	0
	0
	0
	0
	1
	1
	1
	
	DSMIPv6 and NBM Supported; NBM preferred

	0
	0
	0
	0
	1
	0
	0
	0
	
	MIPv4 and NBM supported; MIPv4 preferred

	0
	0
	0
	0
	1
	0
	0
	1
	
	MIPv4 and NBM supported; NBM preferred

	0
	0
	0
	0
	1
	0
	1
	0
	
	MIPv4 and DSMIPv6 supported; MIPv4 preferred

	0
	0
	0
	0
	1
	0
	1
	1
	
	MIPv4 and DSMIPv6 supported; DSMIPv6 preferred

	0
	0
	0
	0
	1
	1
	0
	0
	
	MIPv4, DSMIPv6 and NBM supported; MIPv4 preferred

	0
	0
	0
	0
	1
	1
	0
	1
	
	MIPv4, DSMIPv6 and NBM supported; DSMIPv6 preferred

	0
	0
	0
	0
	1
	1
	1
	0
	
	MIPv4, DSMIPv6 and NBM supported; NBM preferred


***** Next change *****
Annex D (informative):
Mismatch of static configuration of mobility mechanism in the UE and in the network

This annex describes the possible cases of mismatch between the statically configured mobility mechanisms in the UE and in the EPC as shown in table D1. Additionally the table shows whether the UE would be able to access EPC services as a consequence of the mismatch.
Table D1: Mismatch of static configuration of mobility mechanism in the UE and in the network

	
	NBM configured in the network
	DSMIPv6 configured in the network
	MIPv4 configured in the network

	NBM configured in the UE
	No mismatch
	Mismatch. The UE is not able to access EPC services because the UE configures a local IP address and there is no connectivity to the PGW in the EPC. Depending on operator's policy and roaming agreements, local IP access services (e.g. Internet access) can be provided in the non-3GPP network using the local IP address. However, such local IP access services, where the user traffic does not traverse the EPC, are not described in this specification.
	Mismatch. The UE is not able to access EPC services because the UE does not support communication with the Foreign Agent in the trusted non-3GPP IP access network.

	DSMIPv6 configured in the UE
	Mismatch. The UE can be able to access EPC services. After attach to the non-3GPP network, the UE is on the home link and configures an IP address based on the HNP, however in some cases the UE cannot detect the home link. Since the UE is configured with DSMIPv6, the UE would initiate a DSMIPv6 bootstrapping:

- If the network offers a HA function to the UE and if the bootstrapping is successful, the UE detects that it is attached to the home link. Depending of the UE capabilities and the network configuration, the UE can access EPC via the S2a or S2b, but session continuity is not supported.

- If the network does not offer a HA function or if the bootstrapping to the HA is not successful, the UE is not able to receive its Home Network Prefix and hence the UE cannot detect that it is on the home link. If no APN bound to the configured IP address was received and the access network does not support APN delivery, the UE would not recognize the mismatch and cannot access EPC services. If the access network supports APN delivery and the configured IP address is bound to an APN, the UE can access EPC services.
	No mismatch
	Mismatch. The UE is not able to access EPC services because the UE does not support communication with the Foreign Agent in the trusted non-3GPP IP access network.

	MIPv4 configured in the UE
	Mismatch. The UE is not able to access EPC services because no Foreign Agent functionality is supported in the non-3GPP access network.
	Mismatch. The UE is not able to access EPC services because no Foreign Agent functionality is supported in the non-3GPP access network.
	No mismatch


***** Next change *****
Annex E (informative):
UE procedures based on preconfigured and received information
The flow diagrams in figure E-1 and figure E-2 show examples of the procedures that the UE can follow in order to establish a PDN connection based on information available to the UE about the authentication method, received or pre-configured access network trust relationship information or received or preconfigured IP mobility mode selection information.
The following symbols are used:

AN_TRUST
trust relationship between the non-3GPP access network and the 3GPP EPC, considered to be applicable by the UE

IPMM
IP mobility mode, considered  applicable by the UE

Initially, at the entry to flow chart the UE has established contact with the non-3GPP access network, but the UE does not know whether it is in a trusted or untrusted non-3GPP IP access access network.
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Figure E-1. Procedures to be followed by the UE depending on received and preconfigured information - part 1
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Figure E-2. Procedures to be followed by the UE depending on received and preconfigured information - part 2
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