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Introduction

CT WG4 in their meeting #66 agreed CR#0395 to 23.003 in C4-141652, title "Leading Digit of User-Name AVP" with a note added to the meeting notes that “Nokia Networks need to do further internal checking (along with other companies) prior to CT Plenary to ensure there are no backwards compatibility problems.” Nokia Networks have now investigated the implications of CR#0395 and come to the conclusion that the CR is not entirely correct and needs to be sent back to CT4 for further discussion and alignment with 29.273.

The leading digit defined in 23.003 is used e.g. to indicate whether EAP-AKA or EAP-AKA’ (prime) should be used when authenticating the UE. For further information, see the copied text from 3GPP specifications about the leading digit in the background information chapter.
This topic has been discussed on CT4's mailing list and the discussion has given further insights into the problem area, which were not available in the previous CT4 meeting.

CT4 CRs about the leading digit

The original CR on this topic was against 29.273 in C4-141414, which was made available in due time to be evaluated before the CT4 meeting. C4-141414 was revised but then withdrawn from the meeting. Instead there was a new CR to 23.003, only introduced during the meeting week, which is totally opposite to the 29.273 CR in C4-141414 regarding the leading digit. 
The 23.003 CR in C4-141652 is defining a generic requirement how to add or not add the leading digit in Diameter commands, thereby directly impacting on the protocol details throughout 29.273, without giving any insight about the resulting functionality. Based on the analysis below and from the discussion on CT4's mailing list, adding the generic requirement in 23.003 is not correct in all cases.

Backwards compatibility

One requirement is to have a solution that is backwards compatible. Unfortunately the specifications 23.003 and 29.273 are ambiguous on this matter, because currently it is not sufficiently defined when the leading digit shall be included, or not included, in the User-Name AVP. Because of this ambiguity some pre-Rel-12 senders of the User-Name AVP will include the leading digit (in some or all messages), while some other senders omit the leading digit in some cases. 

Therefore, due to the backwards compatibility requirement, Rel-12 receivers of the User-Name AVP shall anyhow be able to handle the User-Name AVP in both formats (from legacy pre-Rel-12 senders), i.e. either with the leading digit or without the leading digit.

It could be specified that the received leading digit shall be ignored by the (Rel-12) receiver when it is not applicable, maybe this needs to be specified per Request/Answer, because the leading digit is clearly required in some cases, but ambiguous in other cases. 

When this issue was discussed on CT4's mailing list it was realized that it is possible to distinguish the leading digit from the IMSI part of the User-Name AVP because both MCC and MNC (first part of IMSI) are replicated in the domain part of the Root NAI, as indicated in 19.3.2 of TS 23.003. This means that the receiver of the User-Name AVP should be capable to know if the leading digit was added by the sender or not and therefore there is probably no need to do correct any pre-Rel-12 specifications, at least not from receiver point of view.

In our view the overall ambiguity would only increase if nothing is specified about backwards compatibility in Rel-12 and the required solution should presumably be documented in 29.273. However, the 23.003 CR is premature in this respect, because it forces a non-optimal solution, which conflicts with implied functional requirements, and therefore approving the CR now would only increase the risk of backwards compatibility problems.
Diameter commands for UE authentication

According to 3GPP specifications the User-Name AVP should obviously contain the leading digit in the Diameter commands that are used when the UE is first authenticated, in Fast Re-Authentication and when Pseudonyms are used in the authentication process, see the copied specification texts in the background information section of this paper. 

Analysis
It is recognized that the current text in 23.003 needs to be clarified, but this should be done only after the detailed changes to 29.273 have been analyzed and agreed. The main reason for the problem with the leading digit and for the 23.003 CR is the current text 23.003 (as discussed in CT4): 

"The NAI sent in the Mobile Node Identifier field in PMIPv6 shall not include the digit prepended in front of the IMSI that is described above. Consequently the Permanent User Identity assigned by the 3GPP AAA Server when Network Based Mobility is used shall not include this digit either."

The first sentence as written applies only to PMIPv6, but in combination with the second sentence, it can be read to implicitly apply also to the PDN-GW sending User-Name AVP on S6b. From functional point of view there is support for this interpretation, because the leading digit is not needed and even misinforming the AAA Server over S6b when S2a and S2b are used. In that case the AAA Server should not e.g. start re-authentication or re-select any authentication method based on the User-Name information sent by the PDN-GW. 

It should be noted that the first sentence from 23.003 copied above is a clear and unchanged requirement in 23.003 that the leading digit shall NOT be included e.g. by TWAN and ePDG in PMIPv6. Therefore PGW does not receive any leading digit from TWAN or ePDG, but according to the premature 23.003 CR, the PGW would have to generate a new leading digit to be used on S6b. This causes difficulties both for standardization and for functional interoperation; there is no need to send such possibly misleading information to the AAA Server. 
The S6b specification in 29.273 for User-Name AVP for the S2a and S2b in Table 9.1.2.2.1/1 refers to 23.003 and hence the functionally correct interpretation is that the User-Name AVP on S6b shall NOT include any leading digit when S2a or S2b is used. 

Conclusion

The specification ambiguity between 23.003 and 29.273 must be resolved, but the needed clarification should first be done in 29.273 to specify when to include, or not include the leading digit and how to handle the information. It is not appropriate to add the proposed generic requirement in 23.003, because it is actually incorrect in some cases as shown above. The 23.003 CR is premature and further discussions in CT4 are needed to resolve this issue. 

It is preferable to first specify the handling of the leading digit in 29.273, because that allows proper distinction between specific Diameter commands on the specific interfaces of the 3GPP AAA Server. This could be done e.g. by providing a revision of C4-141414 to the next CT4 meeting, which would allow the necessary analysis of all anticipated impacts on the interfaces of the 3GPP AAA Server before the CT4 meeting. The corresponding requirement in 23.003 should be clarified and aligned with 29.273, or simply replaced by a reference to 29.273. 

Background information: Specifications related to the leading digit

Functional descriptions

Root NAI

23.003 chapter 19.3.1 writes: 
The NAI is generated respectively by: 
- the S-GW at the S5/S8 reference point; 
- the non-3GPP access network or client at the S2a reference point;
- the ePDG at the S2b reference point;
- the DSMIPv6 client at the S2c reference point. 
Comment: The 23.003 list above is somewhat ambiguous. The "DSMIPv6 client" is actually the UE and 33.402 writes that the UE also shall include the leading digit in the user identity (NAI) it sends for S2a and S2b respectively, see extracts below. The S-GW statement above is also not in-line with the other bullets, since the Authenticator is actually P-GW when S-GW and S5/S8 is used for S2c.
23.003 chapter 19.3.2 writes: The format of the username part of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA authentication. For EAP-AKA', see IETF RFC 5448 [82], the Root NAI shall comply with IETF RFC 4187 [50] except that the username part of the Root NAI shall be prepended with the single digit "6".
According to RFC 4187 the leading digit for EAP-AKA is "0".

23.003 chapter 19.3.4 writes: For EAP-AKA authentication,  the username portion of the fast re-authentication identity shall be prepended with the single digit "4" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50].
23.003 chapter 19.3.5 writes: The username portion of the pseudonym identity shall be prepended with the single digit "2" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50] for EAP-AKA. For EAP AKA', see IETF RFC 5448 [82], the pseudonym NAI shall comply with IETF RFC 4187 [50] except that the username part of the NAI shall be prepended with single digit "7".
33.402 writes for Trusted access (S2a) under Figure 6.2-1, Step 3:
…The UE shall send its identity complying with Network Access Identifier (NAI) format specified in TS 23.003 [8]. NAI contains … the IMSI. In the case of first authentication, the NAI shall indicate EAP-AKA' as specified in TS 23.003 [8]. 
According to 23.003, the leading digit shall be “6” for EAP-AKA’.
33.402 writes for Untrusted access (S2b) under Figure 6.5.2-1, Step 2: 
The UE sends the user identity (in the IDi payload)… The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in 3GPP TS 23.003[8], containing the IMSI or the pseudonym as defined for EAP-AKA in RFC 4187 [7]). According to RFC 4187, the leading digit shall be “0” for EAP-AKA.
33.402 writes for DS-MIPv6 (S2c) under Figure 9.2.2.2.1-1, Step 3: 

…The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). According to RFC 4187, the leading digit shall be “0” for EAP-AKA.
