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1
Introduction
Two CR’s on “Restart indication for PWS” were technically endorsed at RAN3#83:
-
R3-140390, Introduction of Restart Indication for PWS, CR1181 TS 36.413 [2]
-
R3-140484, Introduction of the PWS Restart Indication function, CR1197 TS 36.413 [1]
Common to both approaches is the intention to introduce necessary protocol functions, i.e. a new S1AP message to enable an eNB to request re-loading of warning message data when applicable. This was requested by CT4 in [3].

The difference between the two approaches is the details on how the eNB requests the re-load:

-
CR1181 [2] requires the eNB to always indicate its eNB-ID, a full list of cell identifiers and Tracking Areas as served by the eNB. Optionally, an emergency area list may be provided.
-
CR1197 [1] allows the eNB to indicate only such information that is actually needed by the receiving entity to reload the warning message data, i.e. either a list of cells or a list of tracking areas or a list of emergency areas, or nothing at all, indicating that all areas served by the eNB are affected by the re-start.
The purpose with this paper is to explain issues with the CT4 solution proposed in [3] and implemented in [2].

2
Issues with the CT4 solution

Annex A contains a detailed analyse of the current CT4 solution and CR1181 [2], and we see the following issues with the overall solution:

· The relation between the S1 SETUP procedure and the new PWS Restart Indication procedure is unclear.
· Handling in case of eNB configuration changes (e.g. changes of supported TA’s or active cells) is unclear.
· Mandating inclusion of cell information does not take into account dynamically changing cell footprint due to Active Antenna Systems, under discussion in Rel-12 SON work. 
· CR1181 does not respect current S1 protocol design.
· Present a security threat for all cases of HeNB deployments.
· As a consequence of the security issue, implementations of a HeNB GW, MME and CBC would need to perform un-necessary checking of the provided information. 

· Optimising RAN protocols for certain CBC implementations currently implemented in the field. 

3
Proposal
It is proposed to: 
· agree the alternative CR1197 which follows RAN3 protocol design principles and thus avoids the security threats that would be introduced by CR1181 
· inform CT4 about the RAN decision, and ask CT4 and RAN3 to finalise the stage 2 work in line with the RAN decision

4
References
[1]
R3-140484, “Introduction of the PWS Restart Indication function”, RAN3#83, CR1197 TS 36.413, Ericsson

[2]
R3-140390, “Introduction of Restart Indication for PWS”, RAN3#83,CR1181 TS 36.413, ALU, One to many

[3]
R3-140005/C4-132265, “Reporting Enhancements in Warning Message Delivery”, LS in CT4, RAN3#83

[4]
TS 23.007, “Restoration Procedures”

Annex – Detailed analyse of the CT4 solution
A1
Discussion
A1.1
Current Status of Stage 2 Specification

The relevant stage 2 text in 23.007 [4] §15A.1 states: 

After an eNB has restarted, it shall delete all its warning message data.  If the warning message service is operational in the cell(s) of the eNB, the eNB shall send a PWS Restart Indication message, which shall include the identity of the eNB and the identity of the restarted cell(s), to the CBC to request the CBC to re-load its warning message data if applicable.
Editor's Note: it is FFS whether to enable the eNB to include TAIs or Emergency Area IDs in the PWS Restart Indication message as an additional alternative to the list of cells, e.g. when the broadcast of messages is managed in the network per TAI or Emergency Area. 

A1.2 Issues with CR1181 (R3-140390) and current stage 2 specification
A1.2.1
Stage 2 and CR1181 do not present a complete solution
A1.2.1.1
How to handle different kinds of re-starts?
TS 23.007 [4] describes two kinds of re-starts: The MME receiving a  RESET from the eNB or the MME recognising the unavailability of an eNB by detecting that the SCTP association is not available any more (see §15A.1,1st sentence in [4]).

In the latter case, the eNB would re-start with an S1 Setup procedure. Interaction between the S1 Setup procedure and the PWS Restart Indication is not specified. We would assume that there is no need to perform S1 PWS Restart Indication on top of S1 Setup. Consequently, S1 PWS Restart Indication should only sent by an eNB in case of a “partial” eNB restart.
A1.2.1.1
How to handle changes of eNB configuration data? 
It is not clear whether a change within eNB configuration data shall be considered as a restart of the node or a first start.
Example 1: change of TAs assigned to cells

The LS [3] also contains the following argument for providing the node and cell identities as mandatory information from the eNB: 

Providing the identity of the restarted cells in the PWS Restart Indication message simplifies the CBC implementation by avoiding requiring the CBC to derive the list of the cells from the eNB identity – which is not supported in existing CBC implementations. This also enables the CBC to only reload the warning message data for the restarted cells. No benefit has been identified in making this list optional in the message.

However, the aspect of TA changes, a scenario that needs to be supported anyway is not taken into account.  When an eNB changes its supported tracking area during ongoing operation, this is done via the eNB Configuration Update procedure. It is not at all evident, why the eNB would need to send information to CBC to avoid functions being implemented in the CBC to re-map TAI/cell-id/eNB-id information. Avoiding necessary CBC implementations by means of unnecessary and costly network signalling is simply a bad protocol design. See also discussions on CBC implementations below.

Further, CBCs would need to be able to cope with a transition phase during network re-configuration. Changing of TA configuration may involve also change of MME pool configuration.

Example 2: change of active cells

In case energy saving functions have been implemented, cells may be de-activated for some time. 

In case of Active Antenna System deployments, or in general deployments able to dynamically modify cells footprints by splitting and merging cells, the cells an eNB will activate during the course of operation are several and not active at the same time. Namely, the list of active cells before and after restart can be different but also active and inactive cells can dynamically change on a short time scale basis.

In these cases providing the TAI in combination with the eNB ID (added by the MME) would be the best way to trigger re-loads of warning data by the CBC. In fact, if an exact list of cells needs to be provided to the CBC this would imply that the eNB has to keep a stored status of active cells before restart and that it will need to signal the CBC every time the cell footprint is changed, e.g. on a few seconds basis. The latter poses challenging requirements on implementation and on backhaul performance, which are against minimisation of signalling and self-optimisation. It is worth noting that if the whole list of cells (active and not) are sent from the eNB to the CBC, the CBC will be induced in believing that warning messages can be sent to each cell in the list. However, due to the dynamically changeable nature of cell footprint, some of the listed cells may be de-activated (in fact quite many of them). Hence warning messages to such de-activated cells will incur into failures, generating more signalling and confusing statistics.  
A1.2.2
Stage 2 does not take into account current and future RAN deployments

Small cells, densification of RAN deployment, cell splitting, etc. would require the CBC to deal with a much higher number of cells than today. Requiring all entities to always process this huge amount of data especially in re-start conditions, when efficient signaling for re-starting the system would be of utmost importance, does not meet the actual requirements.
A1.2.3
Stage 2 does not respect S1AP protocol design
Do not provide information that has been already provided towards a node 

According to the CT4 LS in [3], the Global eNB ID shall be included as mandatory information:
Including the identity of the eNB in the PWS Restart Indication over the S1AP interface enables the MME to simply proxy the message towards the CBC”
However, the eNB ID is today only provided during setup of S1. Once an S1 interface instance is setup, the MME is assumed to be aware of the eNB’s identity. Providing the eNB’s identity on an already established S1 interface instance would imply the necessity to verify the eNB’s identity at the MME. This violates a general principle, requires unnecessary error handling (in case the received eNB ID doesn’t match with the one indicated at S1 Setup) and would represent a security threat, as outlined in section 2.2.4. 
The mandate in stage 2 [4] to provide the eNB ID within the S1 PWS Restart Indication message is a stage 3 matter which should be handled within RAN3.
Do not propagate cell topology information towards the EPC 

Currently the MME is unaware of cell topology information. This principle has been kept since Rel-8 and was also agreed for 3G. The MME only knows about the TAIs supported by an eNB. Provision of cell information for e.g. charging purposes assumes OAM configured information being present in the EPC without revealing E-UTRAN cell topology information (or requiring EPC nodes to deal with cell topology information). There is no point in changing this principle for PWS.

TAI or Cell List or EAI List can be provided in CBC via OAM and if the CBC is aware of RAN on cell level it knows in which TAI’s the cell is located and provide the PWS information to the respected eNB and TAI’s.
A1.2.4
Stage 2 and CR1181 present a security threat in case of HeNB deployments

As shown in the technically endorsed stage 3 CR1181 in [2] the Reloaded E-CGI list is mandatory included in the message and there have been discussions about forwarding this information transparently to the CBC. Assuming that the MME just “proxies” the information is yet another break of protocol principles, but, more importantly, it introduces a security risk because a rouge (H)eNB would be able to provide the CBC with inaccurate cell information. One possible attack could be that the HeNB indicates a false ECGI and/or HeNB-Id causing a Write Replace Warning request to be triggered to another eNB.
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Figure 1: Possible attack to increase the signaling load in the network.

Our preferred solution is suggested in the CR: 1197 [1] where the protocol is designed as follows.

-
The Global eNB ID received in the S1 Setup message has passed security checks and can be trusted to a higher degree than what the (H)eNB provides within a message. The MME (in case of HeNB-GW deployment: the HeNB-GW) shall rely on the node identity received and checked in the course of the S1 Setup procedure. See also discussion related to HeNB GW deployments in the next section.
Note that a HeNB will never send a list of cells since there is no difference between reloading one cell compared to reloading the node. As discussed in §A1.2.1.1, we do not see any need to provide S1 PWS Restart Indication restart of a HeNB. The only “re-start indication” provided by a HeNB will be an S1 Setup. This will further harden the network to attacks since this is the easiest node to access and break into (an MME could for instance silently ignore the message if a HeNB provides a list of cells since this is an indication of an attack). 

A1.2.5
CR1197 supports deployments with a HeNB GW

There were doubts raised at RAN3#83 whether CR1197 is able to support deployments with a HeNB GW. Restart with HeNB GWs deployed would work as follows:

-
At restart, the HeNB triggers an S1 Setup towards the HeNB-GW. Like for the GW-less case described above, we don’t see any need to trigger an S1 PWS Restart Indication from a HeNB. regardless whether it is directly S1-MM connected or via a HeNB-GW. This is in line with the principle, that the HeNB-GW acts as an MME towards the HeNB.
-
The HeNB GW, acting as an eNB towards the MME, would provide the necessary information to the MME, according to the data stored from the HeNB’s S1 setup (which included the HeNB node identity which is equal to the ECGI served by the HeNB, and the TAI to which the cell belongs).
-
The MME, in turn, would have received at S1 Setup from the HeNB GW, an eNB identity, identifying the HeNB GW and a list of TAIs which are (exclusively) used by the HeNB GW.
-
When the MME receives the information it would be able to forward the cell information to the CBC in combination with the Global eNB ID identifying the HeNB GW as well as the TAI(s) the HeNB-GW is belongs to. 

A1.2.6
How long will 3GPP specifications have to deal with legacy CBC implementations?

Repeating again text from the LS [3], concerning text highlighted: 

Providing the identity of the restarted cells in the PWS Restart Indication message simplifies the CBC implementation by avoiding requiring the CBC to derive the list of the cells from the eNB identity – which is not supported in existing CBC implementations. This also enables the CBC to only reload the warning message data for the restarted cells. No benefit has been identified in making this list optional in the message.

The argumentation that existing implementations do not support a certain function should not cause unnecessary signaling within the network. It sounds particularly strange that an eNB would need to respect certain implementation restrictions of a network entity it is even not directly connected to. 
Further, we don’t think it is a valid argument to assume, that the requested function would be such a burden for the CBC to implement, since a simple “wildcard search” would allow the CBC to reveal whether a certain Cell-Id belongs to an eNB. 
Note, that in case of GW implementations, a HeNB restart would provide the HeNB’s cell-id within the PWS Restart Indication
A1.2.7
How should 3GPP specifications deal with different implementations of CBCs?

During discussions in CT4 and RAN3 it was explained that one of the reasons why CT4 required the eNB to provide its node identity, cell identities and a list of TAIs, lies in the fact that there are currently different CBC implementations in the field. Actually, no CBC would need all information as requested by CT4.

It is not acceptable that an eNB would be required to provide information that is actually not needed by the receiving entity.
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