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* * * 1st Change * * *  
6.2.2
Support for trigger SMS filtering for Tsms submissions
Support for trigger SMS filtering for Tsms submissions is an optional functional requirement for an SC as specified in 3GPP TS 23.682 [48]. If it is supported, the SC uses the port TP-Protocol-Identifier containing a Device Triggering Short Message code as an indication of trigger SMS and compare list of known SME against the SME in the RP-OA field of received short message to filter and block all short messages that do not originate from trusted SMEs.
* * * Next Change * * *  
8.1.4
Functionality of the SMS Router

When receiving a routing information retrieval ("sendRoutingInfoForShortMsg", see clause 10), the SMS Router is responsible for the following operations:

‑
interrogating the HLR ("sendRoutingInfoForShortMsg", see clause 10); retrieving routing information or possible error information. This interrogation may be omitted if a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended and only MCC+MNC are requested. 
if HLR is returning error information:

‑
forwarding the returned error information transparently to the SMS-GMSC;

if no errors are indicated by the HLR:

‑
creating an MT Correlation ID;

-
storing against the MT Correlation ID: the IMSI, the MSC address and/or the SGSN address. The address of the SMS‑GMSC and the destination MSISDN may also be stored. Creating an MT Correlation ID and storing these data against the MT Correlation ID may be omitted if a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended;

-
forwarding the returned information to the SMS-GMSC populating the IMSI IE with the MT Correlation ID and either:

a)
the MSC address and/or SGSN address with the address of the SMS Router; or

NOTE 1:
In this case if two addresses (SGSN and MSC) are received from HLR, the SMS-GMSC chooses (operator dependant) via which node (SGSN or MSC) the SM is first to be sent, not the SMS Router.
b)
the address of the SMS Router. In this case the SMS Router delivers the SM as described in 3GPP TS 23.204 [42] for the IP-SM-GW. This option is mandatory when the SMS Router is deployed together with an IP-SM-GW.
NOTE 2:
In this case if two addresses (SGSN and MSC) are received from HLR, the SMS Router chooses via which node (SGSN or MSC) the SM is first to be sent, i.e. the SMS Router delivers the SM as an IP-SM-GW.

If a parameter within the "sendRoutingInfoForShortMsg" explicitly indicates that delivery of a short message is not intended and that only IMSI or only MCC+MNC are requested, the IMSI IE may be populated with IMSI or MCC+MNC+dummy MSIN, respectively, and the MSC address and/or SGSN address with a dummy network node address.

if HLR is returning an Inform-Service-Centre information:

-
fowarding the received information transparently to the SMS-GMSC.

When receiving a short message TPDU from the SMS‑GMSC ("forwardShortMessage", see clause 10), the SMS Router is responsible for the following operations:

‑
receiving the short message TPDU;
‑
forwarding the trigger SMS to filtering infrastructure to filter and block all trigger SMS that does not originate from SMS-GMSC in the HPLMN;
-
checking validity of the MT Correlation ID received in the IMSI field

SMS Router can use TP-Protocol-Identifier containing a Device Triggering Short Message code as an indication of trigger SMS and compare list of known SMS-GMSC against the SMS-GMSC in the RP-OA field of received short message to filter and block all short messages that do not originate from SMS-GMSC in the HPLMN.

The MT Correlation ID shall be considered invalid if the MT Correlation ID is unknown. Optionally, the MT Correlation ID may also be considered invalid if the CC and NDC of the address of the SMS-GMSC from which the forwardShortMessage was received is different from the CC and NDC of the SMS‑GMSC address stored above i.e. the forwardShortMessage has originated from a different network than that which issued the sendRoutingInfoForShortMsg.

If the received MT Correlation ID is deemed invalid by the SMS Router:

‑
returning the error "System failure" to the SMS‑GMSC in a failure report (negative outcome of "forwardShortMessage" see clauses 10 and 11).

If the received MT Correlation ID is deemed valid by the SMS Router:

‑
transferring the short message TPDU to the MSC (if the called party SSN in the received message is for MSC) or to the SGSN (if the called party SSN in the received message is for SGSN) using the stored routing information and replacing the MT Correlation ID with the stored IMSI (obtained from the HLR, above);

-
support for service execution, lawful interception, and number portability if required;

-
forwarding the delivery confirmation or failure report from the MSC or SGSN (which may have originally come from the MS) transparently to the SMS-GMSC; and

-
if the SMS Router finds that SMS delivery is to be performed towards serving MSC or SGSN in a different PLMN, the SMS Router may replace the SMS-SC address in RP OA with an address containing the PLMN ID of the PLMN in which the SMS-Router is located before the SMS router forwards the request to the serving MSC or SGSN.
NOTE 3:
This option can be used if the PLMN that deploys the SMS-router wants to ensure the delivery of a MT-SMS to a UE roaming in a different PLMN and this PLMN is known to deploy PLMN ID check on both RP-OA IE and SCCP Global Title.
NOTE 4:
When using this functionality, the PLMN deploying the SMS-Router must be aware that reply path functionality offered by the originating SMS-SC cannot be used.
* * * Next Change * * *  
9.2.3.9
TP‑Protocol‑Identifier (TP‑PID)

The TP‑Protocol‑Identifier parameter serves the purposes indicated in clause 3.2.3. It consists of one octet, and the bits in the octet are used as follows:

The MS shall interpret reserved, obsolete, or unsupported values as the value 00000000 but shall store them exactly as received.

The SC may reject messages with a TP‑Protocol‑Identifier containing a reserved value or one which is not supported.


bits

usage


7   6
0   0

Assigns bits 0..5 as defined below
0   1

Assigns bits 0..5 as defined below
1   0

reserved
1   1

Assigns bits 0‑5 for SC specific use

In the case where bit 7 = 0 and bit 6 = 0,

bit 5
indicates telematic interworking: 

value = 0  : no interworking, but SME‑to‑SME protocol

value = 1  : telematic interworking

In the case of telematic interworking, the following five bit patterns in bits 4..0 are used to indicate different types of telematic devices:

4..   .0

00000

implicit ‑ device type is specific to this SC, or can be concluded on the basis of the address

00001

telex (or teletex reduced to telex format)

00010

group 3 telefax

00011

group 4 telefax

00100

voice telephone (i.e. conversion to speech)

00101

ERMES (European Radio Messaging System)

00110

National Paging system (known to the SC)

00111

Videotex (T.100 [20] /T.101 [21])

01000

teletex, carrier unspecified

01001

teletex, in PSPDN

01010

teletex, in CSPDN

01011

teletex, in analog PSTN

01100

teletex, in digital ISDN

01101

UCI (Universal Computer Interface, ETSI DE/PS 3 01‑3)

01110..01111

(reserved, 2 combinations)

10000

a message handling facility (known to the SC)

10001

any public X.400‑based message handling system

10010

Internet Electronic Mail

10011..10111

(reserved, 5 combinations)

11000..11110

values specific to each SC, usage based on mutual agreement between the SME and the SC 
(7 combinations available for each SC)

11111

A GSM/UMTS mobile station. The SC converts the SM from the received 
TP‑Data‑Coding‑Scheme to any data coding scheme supported by that MS (e.g. the default).

If bit 5 has value 1 in an SMS‑SUBMIT PDU, it indicates that the SME is a telematic device of a type which is indicated in bits 4..0, and requests the SC to convert the SM into a form suited for that device type. If the destination network is ISDN, the SC must also select the proper service indicators for connecting to a device of that type.

If bit 5 has value 1 in an SMS‑DELIVER PDU, it indicates that the SME is a telematic device of a type which is indicated in bits 4..0.

If bit 5 has value 0 in an SMS‑DELIVER PDU, the value in bits 4..0 identifies the SM‑AL protocol being used between the SME and the MS.

Note that for the straightforward case of simple MS‑to‑SC short message transfer the Protocol Identifier is set to the value 0.

In the case where bit 7 = 0, bit 6 = 1, bits 5..0 are used as defined below

5 ..  . .0

000000

Short Message Type 0

000001

Replace Short Message Type 1

000010

Replace Short Message Type 2

000011

Replace Short Message Type 3

000100

Replace Short Message Type 4

000101

Replace Short Message Type 5

000110

Replace Short Message Type 6

000111

Replace Short Message Type 7
001000

Device Triggering Short Message
001001..011101

Reserved

011110

Enhanced Message Service (Obsolete)

011111

Return Call Message

100000..111011

Reserved

111100

ANSI-136 R-DATA

111101

ME Data download

111110

ME De‑personalization Short Message

111111

(U)SIM Data download

A short message type 0 indicates that the ME must acknowledge receipt of the short message but shall discard its contents. This means that

· the MS shall be able to receive the type 0 short message irrespective of whether there is memory available in the (U)SIM or ME or not,

· the MS shall not indicate the receipt of the type 0 short message to the user,

· the short message shall neither be stored in the (U)SIM nor ME.

The Replace Short Message feature is optional for the ME and the (U)SIM but if implemented it shall be performed as described here.

For MT short messages, on receipt of a short message from the SC, the MS shall check to see if the associated Protocol Identifier contains a Replace Short Message Type code.

If such a code is present, then the MS shall check the originating address and replace any existing stored message having the same Protocol Identifier code and originating address with the new short message and other parameter values. If there is no message to be replaced, the MS shall store the message in the normal way. The MS may also check the SC address as well as the Originating Address. However, in a network which has multiple SCs, it is possible for a Replace Message type for a SM to be sent via different SCs and so it is recommended that the SC address should not be checked by the MS unless the application specifically requires such a check.

If a Replace Short Message Type code is not present then the MS shall store the message in the normal way.

In MO short messages the SC reacts similarly but only the address of the originating MS or any other source is checked.

The Device Triggering Short Message feature is optional for the MS, but if implemented it shall be performed as described here.
For MT short messages, on receipt of a short message from the SC, the MS can check to see if the associated Protocol Identifier contains a Device Triggering Short Message code.

If such a code is present, then the MS shall interpret the short message as a device triggering short message. The value contained in the Application Port Addressing information element identifies the application to receive the trigger.
MO short messages with a Protocol Identifier containing a Device Triggering Short Message code are not supported and shall be discarded by the SC.

A Return Call Message indicates to the MS to inform the user that a call (e.g. a telephone call) can be established to the address specified within the TP‑OA. The RP‑OA contains the address of the SC as usual. The message content (if present) gives displayable information (e.g. the number of waiting voice messages). The message is handled in the same way as all other messages of the Replace Short Message Types.

The ME De‑personalization Short Message is a ME‑specific message which instructs the ME to de‑personalities the ME (see 3GPP TS 22.022 [25]). The TP‑DCS shall be set to Uncompressed, Default Alphabet, and Message Class 1 (ME‑specific), which corresponds to a bit coding of 00010001. The TP‑UD field contains de‑personalization information coded according to 3GPP TS 22.022 [25]. This information shall not be displayed by an ME which supports the scheme. The acknowledgement to this message is a SMS‑DELIVER‑REPORT for RP‑ACK in which the TP‑User‑Data shall be coded according to 3GPP TS 22.022 [25].

(U)SIM Data download is a facility whereby the ME must pass the short message in its entirety including all SMS elements contained in the SMS deliver to the (U)SIM using the mechanism described in GSM TS 51.011 [16] and 3GPP TS 31.102 [30]. The DCS shall be set to message class 2. The entire user data field is available for (U)SIM Data download. If the DCS is not set to message class 2 then the message shall be handled in the normal way by the ME. However it has to be noted that MEs based on releases of this specification earlier than REL-5 may allow only 8 bit message class 2 with bit coding 11110110 or 00010110 for (U)SIM Data download.

ME Data download is a facility whereby the ME shall process the short message in its entirety including all SMS elements contained in the SMS deliver to the ME. The DCS should normally be set to message class 1. If the DCS is set to message class 1 and no application in the ME exists, which is able to process the short message, the ME may discard the short message. The entire user data field is available for ME data download. The TPDU parameters required for the SMS-DELIVER should be passed transparently by all involved SCs, so no TPDU parameter in the entire short message is modified, other than the changes required to convert an SMS-SUBMIT into an SMS-DELIVER.

ANSI-136 R-DATA is a facility whereby the ME must pass the short message in its entirety, including all elements contained in the SMS DELIVER, to the (U)SIM using the mechanism described in GSM TS 11.14 [16] and 3GPP TS 31.102 [30]. The DCS shall be set to message class 2. If the DCS is not set to message class 2 then the message shall be handled in the normal way by the ME. However it has to be noted that MEs based on  releases of this specification earlier than REL-5 may allow only 8 bit message class 2 with bit coding 11110110 or 00010110 for ANSI-136 R-DATA.

* * * Next Change * * *  
9.2.3.24.4
Application Port Addressing 16 bit address

This facility allows short messages to be routed to one of multiple applications, using a method similar to TCP/UDP ports in a TCP/IP network. An application entity is uniquely identified by the pair of TP-DA/TP-OA and the port address. The port addressing is transparent to the transport, and also useful in Status Reports.

The total length of the IE is 4 octets:

octet 1,2
Destination port.

These octets contain a number indicating the receiving port, i.e. application, in the receiving device.

octet 3,4
Originator port.

These octets contain a number indicating the sending port, i.e. application, in the sending device.

The port range is up to 65535 using 16 bit addressing space. The Integer value of the port number is presented as in 3GPP TS 23.040 clause 9.1.2.1.

VALUE (port number)


MEANING
0 ‑ 15999




UDP/TCP port numbers assigned by IANA without the need to refer to 3GPP. For the   procedure, use and assignment of port numbers in this range – refer to the IANA database. (http://www.IANA.com/). See Note 1.
16000 ‑ 16999



Available for allocation by SMS applications without the need to refer to 3GPP or  IANA. See Note 2.
17000 ‑ 49151



UDP/TCP port numbers assigned by IANA. For the procedure, use and assignment of port numbers in this range – refer to the IANA database. (http://www.IANA.com/). See Note 1.
49152
 – 65535



Reserved for future allocation by 3GPP. For a port number in this range an application must be made to 3GPP.

NOTE 1: The value used for this field by a particular application is the same value that the application would use when using a UDP or a TCP transport. Therefore, applications that register a UDP or TCP port with the IANA need to use the same registered value for this field. UDP and TCP ports are registered separately. Therefore, it is necessary to check the application since the fact that a particular TCP port is registered (e.g., for HTTP) does not mean that its corresponding UDP port will be also registered for the same application.
NOTE 2: There is a risk of port numbers in this range having conflicting applications. If it is desirable to avoid such a conflict then an application for a port number in the range 49152 – 65535 is to be made to 3GPP.

A receiving entity shall ignore (i.e. skip over and commence processing at the next information element) any information element where the value of the Information-Element-Data is Reserved or not supported.

In the case where this IE is to be used in a concatenated SM then the IEI, its associated IEI length and IEI data shall be contained in the first segment of the concatenated SM. The IEI, its associated IEI length and IEI data shall also be contained in every subsequent segment of the concatenated SM.

* * * End of Changes * * *  
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