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4.1
Introduction

The S6m reference point between the MTC-IWF and the HSS, and the S6n reference point between the MTC-AAA and the HSS, are defined in the 3GPP TS 23.682 [2].

This document describes the Diameter-based S6m and S6n related procedures, message parameters and protocol specification.

An excerpt of the architecture for Machine-Type Communication, as defined in 3GPP TS 23.682 [2] is shown in Figure 4.1-1, where the relevant interfaces towards the HSS are highlighted.
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 Figure 4.1-1: 3GPP Architecture for Machine-Type Communication

In this architecture, the S6m reference point connects the MTC-IWF with the HSS, where the subscription information of the UE (e.g., an MTC device) is stored. This reference points allows the MTC-IWF to retrieve subscription data and to do any necessary mapping between different identities associated to the UE.
The S6m interface shall allow the MTC-IWF to:

-
retrieve subscription information of the UE from the HSS,

-
request routing information from the HSS, i.e. the address of the UE's serving nodes supporting SMS for the UE ; in this context serving nodes of the UE are the MSC or MME but not both, the SGSN, and the IP-SM-GW,

-
retrieve the IMSI of the UE,

-
perform authorization of the Service Capability Server that is requesting to send a device trigger to the UE.
Additionally, the S6n reference point connects the MTC-AAA with the HSS, and it allows the MTC-AAA to do the mapping of the UE IMSI to the external identifier(s) of the UE.
* * * Next Change * * * *

5.2.1.2
Detailed Behaviour of the HSS

When the Subscriber Information Retrieval request is received from the MTC-IWF, indicated by the S6m/S6n indicator, which shall be set, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.

2.
Check whether the requesting SCS is authorized to request the specified service for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (TBD) in the Subscriber Information Retrieval Response.

3.
Check that the requested service (e.g., device trigger) is authorized. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (TBD) in the Subscriber Information Retrieval Response.

4.
Check whether the UE is currently registered in any serving node supporting SMS for the UE (MSC or MME which has registered as MSC but not both,  SGSN, IP-SM-GW). If the user is not registered in any serving node, the HSS shall answer successfully, but it shall not include any Serving Node or Additional Serving Node(s) in the response; also, it shall indicate to the MTC-IWF that the user is absent, in the Subscriber Information Retrieval Response, by setting the relevant bit in the HSS-Cause IE.

The HSS shall also check if the SMS-SC identity received from the MTC-IWF is already included in the MWD list and if the trigger delivery is requested with "non-priority"; if both are true, the HSS shall answer successfully, but it shall not include any Serving Node or Additional Serving Node(s) in the response, and it shall set the "Absent Subscriber" flag in the HSS-Cause IE.

5.
Check that the requested service can be delivered according to the user's provisioned teleservices and the user's active barring conditions. In the response, the HSS shall set accordingly the corresponding bits in the HSS-Cause IE (see clause 6.4.9).
If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step. 

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to DIAMETER_SUCCESS. The HSS returns the network addresses of the registered serving nodes supporting SMS for the UE (MSC or MME that has registered as MSC but not both and/or SGSN and/or IP-SM-GW), if available in the HSS, and the IMSI of the subscriber, and the corresponding data needed by the service requested by the SCS; if available, the MSISDN of the user shall also be returned by the HSS, along with the user's IMSI.
When the Subscriber Information Retrieval request is received from the MTC-AAA, indicated by the S6m/S6n indicator, which shall be cleared, the HSS shall check:

-
That the User Identity IE is included in the request, and that it contains an IMSI; if other IEs are included in the request, they may be ignored by the HSS.

-
Whether the user identified by that IMSI is known in the HSS. If it is known, the HSS shall answer successfully and return in the response one or several instances of the User Identity IE, each one containing either an External-Identifier or an MSISDN. If it is not known, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Subscriber Information Retrieval Response.
* * * Next Change * * * *

6.4
AVPs

6.4.1
General

The following table specifies the Diameter AVPs defined for the S6m/S6n interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.4.1/1: S6m/S6n specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	User-Identifier
	aaaa
	6.4.2
	Grouped
	M,V
	
	
	
	No

	Service-ID
	bbbb
	6.4.3
	Enumerated
	M,V
	
	
	
	No

	SCS-Identity
	cccc
	6.4.4
	OctetString
	M,V
	
	
	
	No

	Service-Parameters
	dddd
	6.4.5
	Grouped
	M,V
	
	
	
	No

	T4-Parameters
	hhhh
	6.4.6
	Grouped
	M,V
	
	
	
	No

	Service-Data
	eeee
	6.4.7
	Grouped
	M,V
	
	
	
	No

	T4-Data
	iiii
	6.4.8
	Grouped
	M,V
	
	
	
	No

	HSS-Cause
	jjjj
	6.4.9
	Unsigned32
	M,V
	
	
	
	No

	SIR-Flags
	ffff
	6.4.10
	Unsigned32
	M,V
	
	
	
	No

	External-Identifier
	gggg
	6.4.11
	UTF8String
	M,V
	
	
	
	No

	IP-SM-GW-Number
	xxxxx
	6.4.z4
	OctetString
	M,V
	
	
	
	No

	IP-SM-GW-Name
	xxxxx
	6.4.z5
	DiameterIdentity
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].
NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6m/S6n interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6m/S6n. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.4.1/2, but they may be re-used for the S6m/S6n protocol.
Table 6.4.1/2: S6m/S6n re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Name
	IETF RFC 3588 [3]
	This AVP shall contain the IMSI of the UE, in the User-Identifier AVP.

	MSISDN
	3GPP TS 29.329 [10]
	

	LMSI
	3GPP TS 29.173 [8]
	

	Serving-Node
	3GPP TS 29.173 [8]
	see 6.4.xx

	Additional-Serving-Node
	3GPP TS 29.173 [8]
	see 6.4.yy

	Supported-Features
	3GPP TS 29.229 [7]
	

	Feature-List-ID
	3GPP TS 29.229 [7]
	

	Feature-List
	3GPP TS 29.229 [7]
	

	SC-Address
	3GPP TS 29.338 [12]
	

	SM-RP-SMEA
	3GPP TS 29.338 [12]
	

	Priority-Indication
	3GPP TS 29.368 [13]
	

	MME-Number-for-MT-SMS
	3GPP TS 29.272 [aa]
	


* * * Next Change * * * *

6.4.8
T4-Data

The T4-Data AVP is of type Grouped and it shall contain information about the network node(s) serving the targeted user for SMS, i.e. the names/numbers of the serving nodes (MSC or MME , SGSN, IP-SM-GW) which allow the trigger delivery. AVP format:
T4-Data ::= <AVP header: iiii 10415>

[ HSS-Cause ]
[ Serving-Node ]

*[ Additional-Serving-Node ] 

*[AVP]

When the HSS-Cause indicates Absent Subscriber, via the corresponding flag in the bit mask, the Serving-Node and Additional-Serving-Node AVPs shall not be present. Additional-Serving-Node AVP shall be absent if Serving-Node AVP is absent.
* * * Next Change * * * *

6.4.xx
Serving-Node

The Serving-Node AVP is of type Grouped and it shall contain the name/number of the serving node to be used for T4-triggering. It is originally defined in 3GPP TS 29.173 [8].  
Serving-Node ::=
<AVP header: 2401 10415>

[ SGSN-Number ]

[ MME-Name ] 
[ MME-Realm ]

[ MME-Number-for-MT-SMS ]
[ MSC-Number ]
[ IP-SM-GW-Number ]

[ IP-SM-GW-Name ]

*[AVP]
The following combinations are allowed:
a) SGSN-Number
b) MME-Name & MME-Realm & MME-Number-for-MT-SMS
c) MSC-Number
d) MSC-Number & MME-Name & MME-Realm
e) IP-SM-GW-Number
f) IP-SM-GW-Number & IP-SM-GW-Name
6.4.yy
Additional-Serving-Node
The Additional-Serving-Node AVP is of type Grouped and when present it shall contain the name/number of an additional serving node to be used for T4-triggering. It is originally defined in 3GPP TS 29.173 [8], 
Additional-Serving-Node ::=
<AVP header: 2406 10415>

[ SGSN-Number ]

[ MME-Name ] 
[ MME-Realm ]

[ MME-Number-for-MT-SMS ]
[ MSC-Number ] 
*[AVP]
The following combinations are allowed:
a) SGSN-Number
b) MME-Name & MME-Realm & MME-Number-for-MT-SMS
c) MSC-Number
d) MSC-Number & MME-Name & MME-Realm
6.4.z4
IP-SM-GW-Number

The IP-SM-GW-Number AVP is of type OctetString and it shall contain the ISDN number of the IP-SM-GW in international number format as described in ITU-T Rec E.164 [41]. It shall be encoded as a TBCD-string. See 3GPP TS 29.002 [24] for encoding of TBCD-strings.
6.4.z5
IP-SM-GW-Name

The IP-SM-GW-Name AVP is of type DiameterIdentity and it shall contain the Diameter identity of the registered IP-SM-GW. For further details on the encoding of this AVP, see IETF RFC 3588 [5].

* * * End of Changes * * * *
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