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4.0
General
This clause summarizes general aspects on AT commands and issues related to them.

TE software implementors must take account that future versions of this specification may include additional parameters beyond what is expected in any response to an AT Set Command, Read Command, Test Command, or unsolicited result code. Implementations must therefore analyse all parameters provided from the TA and discard (ignore) any parameters received following the parameters expected by the TE software.

For further information refer ITU‑T Recommendation V.250 [14].
In certain implementations, AT commands are used as an internal interface within the physical handset, e.g. between the application and the radio interface layer 3 stack implemented on different processors. Certain AT commands transfer information in the clear that can be regarded as sensitive with regards to security or privacy. Care must be exercised in AT commands that:

-
transfer passwords (e.g. +CLCK, +CPWD or +CPBS);
-
transfer identities (e.g. IMSI) or details of a call (e.g. +COLP);
-
transfer the current location of the phone (e.g. +CMOLR);

-
reveal the IMEI (e.g. +CGSN);
-
allow the TE to take unintentionally control over the SIM-MT interface (e.g. +CSIM);

-
enable/disable access to commands protected by security mechanism (e.g. +CSCC); or
-
exchange security related parameters and keys with the UICC (e.g. +CEAP and +CERP).
The above mentioned AT commands and parameters are examples to illustrate the concerns and is not meant to be a comprehensive list.
***   Next change   ***

10.1.31
Define PDP context authentication parameters +CGAUTH
Table 10.1.31-1: +CGAUTH parameter command syntax

	Command
	Possible response(s)

	+CGAUTH=<cid>[,<auth_prot>[,<userid>[,<password>]]]
	+CME ERROR: <err>

	+CGAUTH?
	[+CGAUTH: <cid>,<auth_prot>,<userid>,<password>]
[<CR><LF>+CGAUTH: <cid>,<auth_prot>,<userid>,<password>

[...]]

	+CGAUTH=?
	+CGAUTH: (range of supported <cid>s),(list of supported <auth_prot>s),(range of supported <userid>s),(range of supported <password>s)


Description
Set command allows the TE to specify authentication parameters for a PDP context identified by the (local) context identification parameter <cid> used during the PDP context activation and the PDP context modification procedures. Since the <cid> is the same parameter that is used in the +CGDCONT and +CGDSCONT commands, +CGAUTH is effectively as an extension to these commands. Refer subclause 9.2 for possible <err> values.

The read command returns the current settings for each defined context.

The test command returns values supported as a compound value. 

Defined values
<cid>: integer type. Specifies a particular PDP context definition (see the +CGDCONT and +CGDSCONT commands).

<auth_prot>: integer type. Authentication protocol used for this PDP context.

0
None. Used to indicate that no authentication protocol is used for this PDP context. Username and password are removed if previously specified.
1
PAP
2
CHAP

<userid>: String type. User name for access to the IP network.

<password>: String type. Password for access to the IP network.

Implementation

Optional.
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