Page 1



3GPP TSG CT WG1 Meeting #76
















C1-120671
Xiamen (P.R. China), 6-10 February 2012
(was C1-120343)
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	24.327
	CR
	0045
	(

rev
	1
	(

Current version:
	10.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	IETF reference update

	
	

	Source to WG:
(

	Huawei, HiSilicon

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	TEI11
	
	Date: (

	05/02/2012

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	TS 24.327 uses some RFCes which are actually obsoloted:
· RFC 3775 which is obsoleted by RFC 6275; and
· RFC 4306 which is obsoloted by RFC 5996.
The updates to the references do not have technical impact on the specification.

	
	

	Summary of change:
(

	References updated so RFC 6275 and RFC 5996 are used.

	
	

	Consequences if 
(

not approved:
	Wrong references used.

	
	

	Clauses affected:
(

	2, 4.1, 5.1.2.3, 5.1.3.3.1, 5.4.2, 5.4.3, 5.7.2.3, 5.7.3.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


1st Change
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
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[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.327: "Mobility between 3GPP-Wireless Local Area Network (WLAN) Interworking and 3GPP Systems".

[3]
3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".

[4]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core network protocols".

[5]
3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols".

[6]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".

[7]
3GPP TS 29.161: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services with Wireless Local Area Network (WLAN) Access and Packet Data Networks (PDN)".

[8]
IETF RFC 4877 (April 2007): "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[9]
IETF RFC 5996 (September 2010): "Internet Key Exchange Protocol Version 2 (IKEv2)".

[10]
IETF RFC 5555 (June 2009): "Mobile IPv6 Support for Dual Stack Hosts and Routers".

[11]
IETF RFC 3776 (June 2004): "Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents".

[12]
IETF RFC 6275 (July 2011): "Mobility Support in IPv6".

[13]
Void.

[14]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".
[15]
Void.
[16]
3GPP TS 29.282: "Mobile IPv6 vendor specific option format and usage within 3GPP".

[17]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".

[18]
IETF RFC 5026 (October 2007): "Mobile IPv6 Bootstrapping in Split Scenario".

[19]
3GPP TS 33.234: "3G Security; Wireless Local Area Network (WLAN) interworking security".

[20]
IETF RFC 5648 (October 2009): "Multiple Care-of Addresses Registration".
[21]
IETF RFC 6089 (January 2011): "Flow Bindings in Mobile IPv6 and Nemo Basic Support".
[22]
IETF RFC 6088 (January 2011): "Traffic Selectors for Flow Bindings".

[23]
3GPP TS 24.312: "Access Network Discovery and Selection Function (ANDSF) Management Object (MO)".
Next Change
4.1
Overview

This specification defines the solution to handle the mobility between 3GPP I-WLAN and GPRS systems. Such solution relies on DSMIPv6 protocol which is specified in IETF RFC 5555 [10] and IETF RFC 6275 [12] and is used to model the H1 reference point between the UE and the HA function. The H1 reference point enables the UE to handover from 3GPP I-WLAN towards GPRS systems, and vice-versa, and granting session continuity by means of a DSMIPv6 signalling and an IP tunnel between UE and HA functions. This specification specifies only the additional procedures which are specific to I-WLAN mobility scenarios and relies on 3GPP TS 24.303 [3] for DSMIPv6 procedures and 3GPP TS 24.234 [5] for I-WLAN network selection and tunnel establishment. In this specification, DSMIPv6 signalling is secured as specified in IETF RFC 4877 [8]: IKEv2 exchange is performed by the UE with the HA before tunnel establishment. The details of the security aspects are specified in 3GPP TS 33.402 [14]. The UE can interact with ANDSF, as described in 3GPP TS 24.302 [17], and receive information useful for performing access network discovery and selection. The information is described in 3GPP TS 24.312 [23].
Next Change
5.1.2.3
Security association establishment and IPv6 home network prefix assignment

The UE shall perform the security association establishment with the HA as specified in 3GPP TS 24.303 [3]. For this procedure the UE shall support IKEv2 protocol and EAP over IKEv2 as described in IETF RFC 5996 [9]. The detailed procedure and supported extensions for this step are specified in 3GPP TS 24.303 [3]. The UE may use either EAP-SIM or EAP-AKA for authentication purposes.

During the IKEv2 exchange, the UE shall request an IPv6 home network prefix as specified in 3GPP TS 24.303 [3]. The UE shall then auto-configure an IPv6 home address from the received prefix and create child SA as specified in 3GPP TS 24.303 [3].

In the IKEv2 signalling the UE should indicate the APN the UE wants to connect to in the IDr payload as specified in 3GPP TS 24.303 [3].
The UE shall use the PDN Identifier notify payload as described in 3GPP TS 24.303 [3].

Next Change
5.1.3.3.1
Security association establishment and IPv6 home network prefix assignment

The HA shall support the IKEv2 protocol and EAP over IKEv2 as described in IETF RFC 5996 [9]. If the HA is IFOM capable, the HA shall perform IFOM capability discovery as part of security association procedure. The HA procedures for security association establishment, IPv6 home network prefix assignment and IFOM capability discovery are specified in 3GPP TS 24.303 [3].

Next Change
5.4.2
UE procedures

When the UE receives a CREATE_CHILD_SA request from the HA with selectors indicating the DSMIPv6 tunnel traffic, the UE should reply with a CREATE_CHILD_SA response selecting the preferred transform proposed by the HA as specified in IETF RFC 5996 [9].

If the child SA is created successfully, the UE shall start ciphering or integrity protecting, or both, all the uplink packets in the DSMIPv6 tunnel as negotiated with the HA during the CREATE_CHILD_SA procedure.

The UE may stop ciphering or integrity protecting, or both, the DSMIPv6 tunnel traffic. In order to do that, the UE shall delete the respective child security association by sending an INFORMATIONAL request message including the DELETE payload as specified in IETF RFC 5996 [9]. The protocol ID shall be set to 3 in order to indicate that only the ESP SA shall be removed.

5.4.3
HA procedures

After establishing the IPsec security association with the UE as described in subclause 5.1.3.3, the HA may optionally trigger the creation of a child security association to protect the traffic send via the DSMIPv6 tunnel.

In order to activate the protection of DSMIPv6 tunnel traffic, the HA shall initiate the creation of a child security association sending a CREATE_CHILD_SA request message to the UE. In the CREATE_CHILD_SA message the HA shall request for an ESP security association; the HA shall also set the SA payload depending if integrity protection or ciphering, or both, are needed as described in IETF RFC 5996 [9]. The traffic selectors shall be set as described in subclause 5.2.4 of IETF RFC 3776 [11].

If the child security association is created successfully, the HA shall start ciphering or integrity protecting, or both, all the downlink packets in the DSMIPv6 tunnel as negotiated with the UE during the CREATE_CHILD_SA procedure.

At any time the HA may stop ciphering or integrity protecting, or both, the DSMIPv6 tunnel traffic. In order to do that, the HA shall delete the respective child security association by sending an INFORMATIONAL request message including the DELETE payload as specified in IETF RFC 5996 [9]. The protocol ID shall be set to 3 in order to indicate that only the ESP SA shall be removed.
Next Change
5.7.2.3
Removal of a system acting as a foreign link

If the UE removes a system acting as a foreign link from a specific PDN connection and maintains the connection to the PDN through the foreign link, the UE shall perform one of the following operations:
(a)
the UE sends a Binding Update message with the Lifetime field set to 0 as specified in IETF RFC 5555 [10] and IETF RFC 6275 [12] and with a BID mobility option. The UE populates the BID mobility option as follows (see IETF RFC 5648 [20]):

-
the BID field is set to the BID corresponding to the system the UE wants to remove;

-
the H flag is set to 0; and

-
the Care-of Address field is in the BID mobility options omitted;

or:

(b)
the UE sends a Binding Update message as indicated in subclause 5.1.2.5 with the following additions:

-
the Binding Update message shall be exchanged through the maintained system;

-
the BID field is set to the value identifying the maintained system; and

-
the Care-of Address field in the BID mobility options is omitted.

NOTE:
The choice of the operation to follow is up to UE implementation.

If the UE removes a system acting as a foreign link from a specific PDN connection and maintains the connection to the PDN through the home link, the UE shall send a Binding Update message with the lifetime field set to 0 as specified in subclause 5.3.2.2. If the UE decides to close the security association set up with the HA, the UE shall send the INFORMATIONAL request message including a DELETE payload as specified in subclause 5.3.2.2.

Next Change
5.7.3.2
Removal of a system acting as a home link

In case of removal of asystem acting as a home link from a PDN connection executed by the UE, the HA shall perform the following operations:

-
If the lifetime field of the received Binding Update is set to 0, the HA processes the received Binding Update message as described in IETF RFC 5555 [10] and IETF RFC 6275 [12] and IETF RFC 5648 [20]; and

-
If the lifetime field of the received Binding Update is not set to 0, the HA shall only keep the entry corresponding to the remaining binding in its binding cache. In addition, the HA shall process the Binding Update message and populate the Binding Acknowledge message as specified in the 3GPP TS 24.303 [3].
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