Page 1



3GPP TSG CT #53
CP-110738
Fukuoka, JAPAN, 14th – 16th September 2011
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	24.234
	CR
	0092
	(

rev
	2
	(

Current version:
	10.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Correction to references

	
	

	Source to WG:
(

	Huawei, Hisilicon

	Source to TSG:
(

	Huawei

	
	

	Work item code:
(

	TEI11
	
	Date: (

	13/09/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Present TS 24.234 refers to RFC 4306 but this particular RFC is obsoleted by RFC 5996, and therefore this fact has to be reflected. Note that the changes introduced by RFC 5996 should not change already deployed RFC 4306 implementations. Quote of the section 1.7 of RFC 5996 ”The small number of technical changes listed here are not expected to affect RFC 4306 implementations that have already been deployed at   the time of publication of this document”.


	
	

	Summary of change:
(
	Correction to references.

	
	

	Consequences if 
(
not approved:
	The specification refers to wrong documents leading to implement not correct versions of external documents (RFC 4306).

	
	

	Clauses affected:
(

	2, 3.1, 8.2.1.1, 8.2.1.3.1, 8.2.1.6, 8.2.1.7, 8.2.2.1, 8.2.2.5, 8.3.1.1, 8.3.2.1, 8.4

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


1st Change
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) in idle mode".

[1A]
3GPP TS 23.003: "Numbering, addressing and identification".

[1B]
3GPP TS 23.002: "Network architecture".

[2]
3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; System description".

[3]
3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".

[3A]
3GPP TS 29.161: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services with Wireless Local Area Network (WLAN) Access and Packet Data Networks (PDN)".

[4]
Void

[5]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[6]
IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".

[7]
IETF RFC 1035 (November 1987): "Domain names - implementation and specification".

[8]
Void

[9]
IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP AKA)".

[10]
IETF RFC 4186 (January 2006): "Extensible Authentication Protocol Method for GSM Subscriber Identity Modules (EAP-SIM)".

[11]
IEEE Std 802.11 (1999): "Standard for Information Technology - Telecommunications and information exchange between systems - Local and Metropolitan Area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications".

[12]
IETF RFC 4284 (January 2006): "Identity selection hints for Extensible Authentication Protocol (EAP)".

[13]
3GPP TS 31.102: "Characteristics of the USIM application".

[14]
IETF RFC 5996 (September 2010): "Internet Key Exchange Protocol Version 2 (IKEv2)".

[15]
IETF RFC 4303 (December 2005): "IP Encapsulating Security Payload (ESP)".
[16]
IETF RFC 4739 (November 2006): "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".
[17]
IETF RFC 3629 (November 2003): "UTF-8, a transformation format of ISO 10646".

[18]
IETF RFC 2474 (December 1998): "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[19]
IETF RFC 2475 (December 1998): "An Architecture for Differentiated Services".
[20]
3GPP TS 23.107: "Quality of Service (QoS) concept and architecture".

[21]
GSMA PRD IR 34: "Inter-PLMN Backbone Guidelines".

[22]
3GPP TS 31.111: "Universal Subscriber Identity Module (USIM), Application Toolkit (USAT)". 
[23]
IEEE P802.11u™/D11.0 (July 2010): "Draft STANDARD for Information Technology-Telecommunications and information exchange between systems-Local and metropolitan area networks-Specific requirements Part II: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: Amendment 7: Interworking with External Networks".

Editor's note:
The above document cannot be formally referenced until it is published by IEEE

[24]
OMA-DDS-DM_ConnMO_WLAN-V1_0-20081024-A: "Standardized Connectivity Management Objects WLAN Parameters", Approved Version 1.0 – 24 Oct 2008.
[25]
3GPP TS 24.312: "Access Network Discovery and Selection Function (ANDSF) Management Object (MO)".
[26]
3GPP TS 24.235: "3GPP System to Wireless Local Area Network (WLAN) interworking Management object".
[27]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[28]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks".
Next Change
8.2.1.1
General

Before initiation of tunnel establishment the WLAN UE shall offer the possibility to the subscriber to select between direct access to external IP network from the WLAN or access through the PLMN. In case the user selects to access through the PLMN, the WLAN UE shall initiate the Tunnel Establishment procedure after selecting a remote tunnel endpoint using Domain Name System (DNS) procedure as mentioned in the subclause 8.2.1.2.

The WLAN UE shall support the IKEv2 protocol (see IETF RFC 5996 [14]) for IPsec tunnel negotiation as specified in 3GPP TS 33.234 [5], in order to establish trusted relationships (i.e. mutual authentication with the PDG).

The WLAN UE shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

The WLAN UE may support authentication to an External AAA Server as described in IETF RFC 4739 [16]. In this case, the WLAN UE shall support one of following authentication mechanisms i.e. EAP, PAP or CHAP procedures as described in 3GPP TS 33.234 [5].
Next Change
8.2.1.3.1
WLAN UE initiated tunnel establishment with authentication to the 3GPP AAA Server
In order to request the establishment of a tunnel to a certain W-APN, the WLAN UE shall comply with IKEv2 protocol definitions as defined in the IKEv2 protocol (IETF RFC 5996 [14]). In order to set up an IKE connection between the WLAN UE and the PDG, the WLAN UE shall initiate the signalling procedure by sending the IKE_SA_INIT request message defined in IETF RFC 5996 [14] to the PDG. On receipt of an IKE_SA_INIT response, the WLAN UE shall send a tunnel establishment request (IKE_AUTH request message defined in IETF RFC 5996 [14]) to the selected PDG (see subclause 8.2.1.2) including the W‑APN and the NAI. The WLAN UE shall include in "IDr" payload the W-APN that was used in the DNS query and in the "IDi" payload the NAI.

NOTE 1:
The username part of the NAI included in "IDi" payload may be an IMSI, pseudonym or re-authentication ID.

NOTE 2:
Fast re‑authentication mechanism is optional, and therefore is an implementation option in the WLAN UE and operator configuration issue (i.e. it also depends on whether the AAA server sent an re-authentication ID during previous EAP authentication) whether to use it during tunnel establishment.

Upon receipt of a response message with Notify payload of type "ERROR" i.e. indicating the failure of the tunnel establishment  the WLAN UE may either:

-
select a new PDG from the list received from the DNS server during remote tunnel endpoint selection (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
perform a new remote tunnel endpoint selection requesting PDG IP addresses from HPLMN, select a new PDG from the list received from the DNS server (see subclause 8.2.1.2) and initiate a new tunnel establishment using this newly selected PDG; or

-
stop the tunnel establishment attempt and release the security association (SA) with the PDG.

Next Change
8.2.1.6

In place rekeying of existing security association

The WLAN UE may use the CREATE_CHILD_SA procedure as described in IETF RFC 5996 [14] to rekey existing IKE and IPsec security association(s). 

In order to rekey an existing IPsec ESP security association, the SA payload is to type "ESP" and a NOTIFY payload of type "REKEY SA" is included in the "CREATE_CHILD_SA" request message.

In order to rekey the IKE security association, the SA payload is set to type "IKE" in the "CREATE_CHILD_SA" request message.

8.2.1.7
Additional tunnel establishment

The WLAN UE may use the CREATE_CHILD_SA procedure as described in IETF RFC 5996 [14] to establish additional tunnels inside an already established IKE security association:

In order to establish an additional IPsec ESP security association (I-WLAN tunnel), the WLAN UE shall set the SA payload to type "ESP". 

If the WLAN UE receives a CREATE_CHILD_SA response from the PDG with a NOTIFY payload of type "NO_ADDITIONAL_SAS", this indicates that the WLAN UE already has the maximum number of IPsec ESP SAs allowed at that PDG per IKE security association. The WLAN UE shall not attempt to setup IPsec ESP security association to this PDG in excess of this number. All other error cases are treated according to IETF RFC 5996 [14].

Next Change
8.2.2.1
General

The PDG shall support the implementation of a VPN server application in order to assist tunnel establishment towards the WLAN UE. However, the selection of a particular VPN application is implementation dependent.

The PDG shall support IPsec tunnelling using the IKEv2 protocol (see IETF RFC 5996 [14]), in order to establish trusted relationships (i.e. mutual authentication with the WLAN UE).

The PDG shall support IPsec ESP (see IETF RFC 4303 [15]) in order to provide secure tunnels between the WLAN UE and the PDG as specified in 3GPP TS 33.234 [5].

If the PDG supports a W-APN for which authentication to an External AAA Server is required, the PDG shall support the capability for multiple authentications as described in IETF RFC 4739 [16].
The PDG shall support in place rekeying of security association as described in IETF RFC 5996 [14]. The support for multiple IPsec ESP security association (I-WLAN tunnels) per IKE connection is dependent on operator configuration at the PDG. The PDG shall support an operator configurable parameter for the maximum number of tunnels per IKE security association and a per user count for the number of tunnels such that it is possible for the operator to configure a limit for the number of IPsec ESP security association (I-WLAN tunnels) per IKE security association.

Next Change
8.2.2.5
Additional tunnel establishment and in place rekeying

Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of IPsec ESP security associations (I-WLAN tunnels) inside an already established IKE security association.

On receipt of a "CREATE_CHILD_SA" request from the WLAN_UE, the PDG shall check:


If the SA payload is of type ESP and the message contains a NOTIFY payload of type "REKEY SA", the WLAN UE is attempting to rekey an existing IPsec security association (I-WLAN tunnel). The PDG shall use the procedures defined in IETF RFC 5996 [14] to setup the new IPsec ESP security association (I-WLAN tunnel) and shall subsequently delete the old IPsec ESP security association (I-WLAN tunnel) after successful completion of the procedure. 


If the SA payload is of type ESP and does not contain a "REKEY SA" NOTIFY PAYLOAD, then the WLAN UE is attempting to establish an additional IPsec ESP security association (I-WLAN tunnel).  The PDG shall check: 


If the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is less than the configured maximum number of IPsec ESP security associations (I-WLAN tunnels) per IKE security assocation, then the PDG shall proceed to set up the additional IPsec ESP security association (I-WLAN tunnel) as defined in IETF RFC 5996 [14] and shall respond with the CREATE_CHILD response message. The PDG shall increment its maintained count of the number of IPsec ESP security associations (I-WLAN tunnels) for that IKE security assocation.


If the count of the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is greater than or equal to the configured maximum number of tunnels per  IKE security assocation, the PDG shall reject the establishment request by replying with a CREATE_CHILD_SA reponse with a NOTIFY payload of type "NO_ADDITIONAL_SAS".


If the SA payload is of type IKE, then the user is attempting to rekey the existing IKE security association. The PDG shall use the procedures defined in IETF RFC 5996 [14] to setup the new IKE security association and shall subsequently delete the old IKE security association on successful completion of the procedure.

Next Change
8.3.1.1
General

WLAN UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [14]) to disconnect an IPsec tunnel to the PDG. The WLAN UE shall close the incoming security associations associated with the tunnel and instruct the PDG to do the same by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates closing of IKE security association, and implies the deletion of all IPsec ESP security associations that were negotiated within the IKE security association.

ii)
Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall correspond to the particular incoming ESP  security associations at the WLAN UE for the given tunnel in question.

NOTE:
More than one tunnel may be disconnected in this message, via inclusion of multiple Security Parameters Indexes in one DELETE payload or multiple DELETE payloads in one INFORMATIONAL request message.

Next Change
8.3.2.1
General

PDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [14]) to disconnect an IPsec tunnel to the WLAN UE. The PDG shall close the incoming security associations associated with the tunnel and instruct the WLAN UE to do likewise by sending the INFORMATIONAL request  message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between PDG and WLAN UE shall be deleted.

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the WLAN UE for the given tunnel in question.

Next Change
8.4
Timers and counters for tunnel management

Timers are used as defined in IETF RFC 5996 [14]. 

It is recommended that IKE security association and ESP security association timers are set to be of the order of 3 (three) hours and that rekeying triggers the WLAN UE-3GPP AAA Server reauthentication procedure. In this way WLAN UE-PDG reauthentication, IKE security association and IPsec ESP security association timers are simultaneously reset.
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