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*** START OF FIRST CHANGE ***
5
MME – HSS (S6a) and SGSN – HSS (S6d)

5.1
Introduction

The S6a interface enables the transfer of subscriber related data between the MME and the HSS as described in 3GPP TS 23.401 [2].
The S6d interface enables the transfer of subscriber related data between the SGSN and the HSS as described in 3GPP TS 23.060 [12].
5.2
Mobility Services
…
5.2.2
Subscriber Data Handling Procedures

5.2.2.1
Insert Subscriber Data
5.2.2.1.1
General
The Insert Subscriber Data Procedure shall be used between the HSS and the MME and between the HSS and the SGSN for updating and/or requesting certain user data in the MME or SGSN in the following situations:

-
due to administrative changes of the user data in the HSS and the user is now located in an MME or SGSN, i.e. if the user was given a subscription and the subscription has changed;

-
the operator has applied, changed or removed Operator Determined Barring for this user;
-
activate subscriber tracing in the MME or the SGSN;
-
to indicate to the MME or SGSN that the HSS has requested to be notified when the UE has become reachable;

-
to request from the MME or SGSN the necessary data to support the T-ADS functionality;

-
to retrieve location information and/or state information from the MME or the SGSN. 
If the HSS knows that the UE has attached to the same combined MME/SGSN via both the E-UTRAN and UTRAN/GERAN (i.e. the HSS has received the Update Location Request over both the S6a interface and S6d interface respectively with the same SGSN number), the HSS should invoke this procedure for a single time to update and/or request certain user data in the combined MME/SGSN, i.e. the HSS should not invoke this procedure for each of the MME and the SGSN registered respectively.
If the Node-Type-Indicator information has been previously received as cleared in the ULR-Flags during update location procedure for the MME, the HSS may skip any change of the SMS related subscription data and consequently does not have to make use of the Insert Subscriber Data procedure to update the subscription data in the MME.
This procedure is mapped to the commands Insert Subscriber Data-Request/Answer (IDR/IDA) in the Diameter application specified in clause 7. 

Table 5.2.2.1.1/1 specifies the involved information elements for the request.

Table 5.2.2.1.1/2 specifies the involved information elements for the answer.

Table 5.2.2.1.1/1: Insert Subscriber Data Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	IMSI

	User-Name (See IETF RFC 3588 [4])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [3], clause 2.2.

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Subscription Data

(See 7.3.2)
	Subscription-Data 
	M
	This Information Element shall contain the part of the subscription profile that either is to be added to the subscription profile stored in the MME or SGSN or is replacing a part of the subscription profile stored in the MME or SGSN.



	IDR Flags

(See 7.3.103)
	IDR-Flags
	C
	This Information Element shall contain a bit mask. See 7.3.103 for the meaning of the bits.


Table 5.2.2.1.1/2: Insert Subscriber Data Answer
	Information element name 
	Mapping to Diameter AVP 
	Cat.
	 Description

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

Result-Code AVP shall be used to indicate success / errors defined in the Diameter Base Protocol.
The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown


	IMS Voice over PS Sessions

Supported

(See 7.3.106)
	IMS-Voice-Over-PS-Sessions-Supported
	C
	If available to the serving node, this information element shall indicate whether or not "IMS Voice over PS Sessions" is supported by the UE's most recently used TA or RA in the serving node (MME or SGSN or combined MME/SGSN).

	Last UE Activity Time

(See 7.3.107)
	Last-UE-Activity-Time
	C
	If available to the serving node, this information element shall contain the time of the last radio contact with the UE.

	RAT Type
	RAT-Type
	C
	If available to the serving node, this information element shall indicate the RAT Type of the access where the UE was present at the time of the last radio contact.

	IDA-Flags 
(See 7.3.47)
	IDA-Flags
	C
	This Information Element shall contain a bit mask. See 7.3.47 for the meaning of the bits.

	EPS-User-State
	EPS-User-State
	C
	This Information Element shall contain the EPS-User State. It shall be present if EPS user state was requested within IDR.

	EPS-Location-Information
	EPS-Location-Information
	C
	This Information Element shall contain the EPS-Location Information. It shall be present if EPS location information was requested within IDR.


5.2.2.1.2
Detailed behaviour of the MME and the SGSN
When receiving an Insert Subscriber Data request the MME or SGSN shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.

If it is known, the MME or SGSN shall replace the specific part of the stored subscription data with the received data, or shall add the received data to the stored data. 
When receiving the APN-Configuration-Profile AVP within the Subscription-Data AVP, the MME or SGSN shall check the All-APN-Configurations-Included-Indicator value. If it indicates "All_APN_CONFIGURATIONS_INCLUDED", the MME or SGSN shall delete all stored APN-Configurations and then store all received APN-Configurations. Otherwise, the MME or SGSN shall check the Context-Identifier value of each received APN-Configuration. If the Context-Identifier of a received APN-Configuration matches a Context-Identifier of a stored APN-Configuration, the MME or SGSN shall replace the stored APN-Configuration with the received APN-Configuration. If the Context-Identifier of a received APN-Configuration does not match a Context-Identifier of a stored APN-Configuration, the MME or SGSN shall add the received APN-Configuration to the stored APN-Configurations. If the addition or update of the subscription data succeeds in the MME or SGSN, the Result-Code shall be set to DIAMETER_SUCCESS. The MME or SGSN shall then acknowledge the Insert Subscriber Data message by returning an Insert Subscriber Data Answer. 
For each of the received APN-Configurations in the APN-Configuration-Profile, if both the MIP6-Agent-Info and the PDN-GW-Allocation-Type AVPs are absent in the APN-Configuration AVP, the MME or SGSN shall perform the PGW selection (static or dynamic) according to the local configuration. If MIP6-Agent-Info is present, and PDN-GW-Allocation-Type is not present, this means that the PDN GW address included in MIP6-Agent-Info has been statically allocated.
If the MME is requested to notify the HSS when the UE becomes reachable, the MME shall set the URRP-MME parameter to indicate the need to inform the HSS about UE reachability, e.g. when the next NAS activity from the UE is detected. If the SGSN is requested to notify the HSS when the UE becomes reachable, the SGSN shall set the URRP-SGSN parameter to indicate the need to inform the HSS about UE reachability, e.g. when the next NAS activity from the UE is detected.
When receiving GPRS-Subscription-Data AVP within the Subscription-Data AVP, the SGSN or combined MME/SGSN shall check the Complete-Data-List-Included-Indicator value. If it indicates "All_PDP_CONTEXTS_INCLUDED", the SGSN or combined MME/SGSN shall delete all stored PDP-Contexts and then store all received PDP-Contexts. Otherwise, the SGSN or combined MME/SGSN shall check the Context-Identifier value of each received PDP-Context. If the Context-Identifier of a received PDP-Context matches a Context-Identifier of a stored PDP-Context, the SGSN or combined MME/SGSN shall replace the stored PDP-Context with the received PDP-Context. If the Context-Identifier of a received PDP-Context does not match a Context-Identifier of a stored PDP-Context, the SGSN or combined MME/SGSN shall add the received PDP-Context to the stored PDP-Contexts. 
If the MME or SGSN receives an empty Subscription-Data AVP, it shall take no action with regard to the stored subscription data.

When receiving HPLMN-ODB AVP within the Subscription-Data AVP, the SGSN shall replace stored HPLMN-ODB data (if any) with the received information rather than add the received information to the stored information. Unsupported Barring categories need not be stored.
When receiving Operator-Determined-Barring AVP within the Subscription-Data AVP, the MME or SGSN shall replace stored ODB subscription information (if any) with the received information rather than add the received information to the stored information. Unsupported Barring categories need not be stored.
When receiving Access-Restriction-Data AVP within the Subscription-Data AVP, the MME or SGSN shall replace stored information (if any) with received information rather than add received information to stored information.

When receiving APN-OI-Replacement AVP within the Subscription-Data AVP, the MME or SGSN shall replace the stored information (if any) with the received information.
When receiving Regional-Subscription-Zone-Code AVP within the Subscription-Data AVP, the MME or SGSN shall replace stored Zone Codes (if any) with the received information rather than add the received information to the stored information. MMEs and SGSNs that do not support regional subscription need not store zone codes. If due to regional subscription restrictions or access restrictions the entire SGSN area is restricted, SGSN shall report it to the HSS by returning the "SGSN Area Restricted" indication within the IDA flags.
When receiving CSG-Subscription-Data AVP within the Subscription-Data AVP the MME or SGSN shall replace stored information (if any) with the received information rather than add the received information to the stored information. 
When receiving Teleservice-List AVP, Call-Barring-Infor-List, or LCS-Info AVP, the MME or SGSN shall replace stored information (if any) with the received information rather than add the received information to the stored information.
When receiving the IDR-Flags with the "T-ADS Data Request" bit set the MME or SGSN or combined MME/SGSN shall return in the IDA message the time stamp of the UE's most recent radio contact and the associated RAT Type, and an indication of whether or not IMS Voice over PS is supported in the current (and most recently used) TA or RA.
When receiving the IDR-Flags with the "EPS User State Request" bit and/or "EPS Location Information Request" bits set the MME or SGSN shall return the corresponding user information to the HSS. If the serving node is a combined MME/SGSN, and the UE is attached via both E-UTRAN and UTRAN/GERAN on the same node, the combined MME/SGSN shall provide the corresponding user information relevant for both MME and SGSN. If the Current Location Request bit was also set and the UE is in idle mode, then the MME or SGSN or combined MME/SGSN shall page the UE in order to return the most up-to-date corresponding user information.
When receiving the IDR-Flags with only the "Current Location Request" bit set (i.e. the "EPS Location Information Request" bit is not set), the MME or SGSN or combined MME/SGSN shall set the Result-Code to DIAMETER_UNABLE_TO_COMPLY.
If the MME or SGSN cannot fulfil the received request, e.g. due to a database error, it shall set the Result-Code to DIAMETER_UNABLE_TO_COMPLY. In this case the MME or SGSN shall mark the subscription record "Subscriber to be restored in HSS". 
If trace data are received in the subscriber data, the MME or SGSN shall start a Trace Session. For details, see 3GPP TS 32.422 [23].
5.2.2.1.3
Detailed behaviour of HSS
The HSS shall make use of this procedure to replace a specific part of the user data stored in the MME or SGSN with the data sent, or to add a specific part of user data to the data stored in the MME or SGSN.
Subscriber-Status AVP shall be present in the Subscription-Data AVP, sent within IDR, if the current value in the MME or SGSN needs to be changed. To remove all Operator Determined Barring Categories the Subscriber-Status shall be set to "SERVICE_GRANTED". If Subscriber-Status AVP is present and set to OPERATOR_DETERMINED_BARRING, the Operator-Determined-Barring AVP or HPLMN-ODB AVP shall also be present in the Subscription-Data AVP.

Access-Restriction-Data AVP shall be present within the Subscription-Data AVP send within an IDR if the information stored in the MME or SGSN needs to be modified.
APN-OI-Replacement AVP shall be present in the Subscription-Data AVP sent within an IDR, if the UE level APN-OI-Replacement has been added or modified in the HSS.

The APN-Configuration-Profile AVP shall be present in the Subscription-Data AVP sent within an IDR if the Context-Identifier associated with the default APN configuration is changed or at least one APN-Configuration is added or modified by the HSS. If the default APN is changed in the HSS, the APN-Configuration-Profile AVP shall contain the Context-Identifier associated with the default APN and the APN-Configuration AVP for the default APN. The default APN Configuration shall not contain the Wildcard APN (see 3GPP TS 23.003 [3], clause 9.2); the default APN shall always contain an explicit APN.
The EPS-Subscribed-QoS-Profile AVP and the AMBR AVP shall be present in the APN-Configuration AVP when the APN-Configuration AVP is sent in the APN-Configuration-Profile AVP and when the APN-Configuration-Profile AVP is sent within a IDR (as part of the Subscription-Data AVP).
If the GPRS-Subscription-Data-Indicator information has been previously received as set in the ULR-Flags during update location procedure for the SGSN or combined MME/SGSN, the HSS shall make use of this procedure to replace the GPRS Subscription Data stored in the SGSN or combined MME/SGSN with the data sent or to add a PDP-Context to the data stored in the SGSN or combined MME/SGSN.

If the HSS receives a message (e.g. via MAP ATM or Sh Sh-Subs-Notif) from a Service Related Entity (e.g. IP-SM-GW) indicating that the UE is unreachable, 
-
the HSS shall associate the subscription to UE reachability of the service-related entity to the URRP-MME and the URRP-SGSN parameters (if not already done)

· and if the URRP-MME and/or the URRP-SGSN parameters were not already set (i.e. at least one service-related entity already listed as subscribed), the HSS shall 
-
set the URRP-MME and/or URRP-SGSN parameters and 
-
send an IDR command to the registered MME and/or to the registered SGSN including the "UE Reachability Request flag" in the IDR Request Flags in order to request the MME and/or SGSN to notify the HSS when the UE becomes reachable again. 
If the IDR is sent for the only purpose to request the MME and/or SGSN about the UE reachability status notification, the Subscription-Data AVP shall be included empty. 
If the HSS has received a message from a service related entity requesting EPS User State and/or EPS Location Information, the HSS shall set the "EPS User State Request" bit and/or "EPS Location Information Request" bit respectively in the IDR-Flags. The HSS may optionally also set the "Current Location Request" bit along with the "EPS Location Information Request" bit in the IDR-Flags, if the most up-to-date set of information is needed. If the IDR is sent only for the purpose of requesting the MME or the SGSN User State or Location Information, the Subscription-Data AVP included shall be empty.
If the HSS has received a message from an AS requesting the current access network's support status of "IMS Voice over PS Sessions", and there is no indication about homogeneous support of IMS Voice over PS Sessions in all the serving nodes currently registered in HSS for the UE, the HSS shall set the "T-ADS Data Request flag" in the IDR Request Flags. If the IDR is sent for the only purpose to retrieve the "IMS Voice over PS Sessions Supported" indication from the MME or SGSN, the Subscription-Data AVP included shall be empty.

If the HSS received an indication in a former ULR command from the MME or SGSN about homogeneous support of IMS Voice over PS Sessions in all TA/RAs associated to that serving node, it may use this information to skip the retrieval of T-ADS data. This can only be done if all the registered serving nodes in HSS for the UE indicated in ULR the same type of homogeneous support (i.e. both serving nodes indicated "SUPPORTED", or both serving nodes indicated "NOT_SUPPORTED"); otherwise, the retrieval of T-ADS data shall be done, to receive the time of the last radio contact with the UE.

All APN and PGW-ID pairs stored in the HSS not associated with an explicit APN subscription, (i.e. the access to that APN has been authorized as a consequence of having the Wildcard APN in the user subscription), shall be included by the HSS inside the APN context of the Wildcard APN, as multiple instances of the Specific-APN-Info AVP.
When receiving an Insert Subscriber Data answer with "SGSN Area Restricted" the HSS shall set the SGSN area restricted flag as "SGSN area restricted".

*** END OF FIRST CHANGE ***
*** START OF SECOND CHANGE ***
7
Protocol Specification and Implementation

…

7.3
Information Elements

…

7.3.103
IDR-Flags

The IDR-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 7.3.103/1.
Table 7.3.103/1: IDR-Flags
	bit
	name
	Description

	0
	UE Reachability Request
	This bit when set shall indicate to the MME or the SGSN that the HSS is awaiting a Notification of UE Reachability.

	1
	T-ADS Data Request
	This bit, when set, shall indicate to the MME or SGSN that the HSS requests the support status of "IMS Voice over PS Sessions", and the RAT Type and timestamp of the last radio contact with the UE.

	2
	EPS User State Request
	This bit, when set, shall indicate to the MME or the SGSN that the HSS requests the MME or the SGSN for the current user state.

	3
	EPS Location Information Request
	This bit, when set, shall indicate to the MME or the SGSN that the HSS requests the MME or SGSN for location information.

	4
	Current Location Request
	This bit, when set, shall indicate to the MME or the SGSN that the HSS requests the MME or SGSN to provide the most current location information by paging the UE if the UE is in idle mode. This bit is used only in combination with the "EPS Location Information Request" bit.

	NOTE: 
Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving MME.


*** END OF SECOND CHANGE ***
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