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********************** First change *******************************
1.1.1
Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications ".
[2]
3GPP TS 23.008: "Organization of subscriber data".

[3]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2"

[4]
3GPP TS 23.070: "Routeing of calls to/from Public Data Networks (PDN)".

[5]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".

[6]
3GPP TS 29.060: "GPRS Tunnelling protocol (GTP) across the Gn and Gp interface".

[7]
3GPP TS 43.020: "Digital cellular telecommunications system (Phase 2+); Security related network functions".

[8]
void 

[9]
3GPP TS 51.011: " Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface".

[10]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[11]
ITU-T Recommendation E.212: "The international identification plan for mobile terminals and mobile users".

[12]
ITU-T Recommendation E.213: "Telephone and ISDN numbering plan for land Mobile Stations in public land mobile networks (PLMN)".

[13]
ITU-T Recommendation X.121: "International numbering plan for public data networks".

[14]
IETF RFC 791: "Internet Protocol".

[15]
IETF RFC 2373: "IP Version 6 Addressing Architecture".

[16]
3GPP TS 25.401: "UTRAN Overall Description".

[17]
3GPP TS 25.413: "UTRAN Iu Interface RANAP Signalling".

[18]
IETF RFC 2181: "Clarifications to the DNS Specification".

[19]
IETF RFC 1035: "Domain Names - Implementation and Specification".

[20]
IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".

[21]
IETF RFC 2462: "IPv6 Stateless Address Autoconfiguration".

[22]
IETF RFC 3041: "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[23]
3GPP TS 23.236: "Intra Domain Connection of RAN Nodes to Multiple CN Nodes".

[24]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – Stage 2"

[25]
Void

[26]
IETF RFC 3261: "SIP: Session Initiation Protocol"

[27]
3GPP TS 31.102: "Characteristics of the USIM Application."

[28]
Void

[29]
3GPP TS 44.118: "Radio Resource Control (RRC) Protocol, Iu Mode".

[30]
3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Stage 2"

[31]
3GPP TS 29.002: "Mobile Application Part (MAP) specification"

[32]
3GPP TS 22.016: "International Mobile Equipment Identities (IMEI)"

[33]
Void

[34]
Void

[35]
3GPP TS 45.056: "CTS-FP Radio Sub-system"

[36]
3GPP TS 42.009: "Security aspects" [currently not being raised to rel‑5 – Pete H. looking into it]

[37]
3GPP TS 25.423: "UTRAN Iur interface RNSAP signalling"

[38]
3GPP TS 25.419: "UTRAN Iu-BC interface: Service Area Broadcast Protocol (SABP)"

[39]
3GPP TS 25.410: "UTRAN Iu Interface: General Aspects and Principles"

[40]
ISO/IEC 7812: "Identification cards - Numbering system and registration procedure for issuer identifiers"

[41]
Void

[42]
3GPP TS 33.102 "3G security; Security architecture"

[43]
3GPP TS 43.130: "Iur‑g interface; Stage 2"

[45]
IETF RFC 3966: "The tel URI for Telephone Numbers"

[46]
3GPP TS 44.068: "Group Call Control (GCC) protocol".

[47]
3GPP TS 44.069: "Broadcast Call Control (BCC) Protocol ".

[48]
3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".

[49]
Void

[50]
IETF RFC 4187: "EAP AKA Authentication".

[51]
IETF RFC 4186: "EAP SIM Authentication".

[52]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description"

[53]
IETF RFC 4282: "The Network Access Identifier".

[54]
IETF RFC 2279: "UTF-8, a transformation format of ISO 10646".

[55]
3GPP TS 33.234: "Wireless Local Area Network (WLAN) interworking security".

[56]
Void
[58]
3GPP TS 33.221 "Generic Authentication Architecture (GAA); Support for Subscriber Certificates".

[60]
IEEE 1003.1-2004, Part 1: Base Definitions

[61]
3GPP TS 43.318: "Generic Access to the A/Gb interface; Stage 2"

[62]
3GPP TS 44.318: "Generic Access (GA) to the A/Gb interface; Mobile GA interface layer 3 specification"

[63]
3GPP TS 29.163: "Interworking between the IP Multimedia (IM) Core Network (CN) subsystem and Circuit Switched (CS) networks"

[64]
IETF RFC 2606: "Reserved Top Level DNS Names"

[65]
Void
[66]
3GPP TS 51.011 Release 4: "Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface"

[67]
3GPP2 X.S0013-004: "IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3"
[68]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses"

[69]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security Aspects of non-3GPP accesses"

[70]
3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2"

[71]
3GPP TS 23.237: "IP Multimedia Subsystem (IMS) Service Continuity"

[72]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access"

[73]
3GPP TS 29.303: "Domain Name System Procedures; Stage 3"

[74]
IETF RFC 3958: "Domain-Based Application Service Location Using SRV RRs and the Dynamic Delegation Discovery Service (DDDS)"

[75]
Void

[76]
3GPP TS 23.237: "Mobility between 3GPP-Wireless Local Area Network (WLAN) interworking and 3GPP systems"
[77]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3"

[78]
3GPP TS 23.273: "Evolved Packet System; 3GPP EPS AAA Interfaces"

[79]
IETF Internet-Draft, draft-montemurro-gsma-imei-urn-05 (September 2010): "A Uniform Resource Name Namespace For The GSM Association (GSMA) and the International Mobile station Equipment Identity (IMEI)".

[80]
IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace".

[81]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[82]
IETF RFC5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA') "
[83]
3GPP TS 22.011: "Service accessibility".

[84]
3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN) ; S1 Application Protocol (S1AP)".

[85]
Guidelines for use of a 48-bit Extended Unique Identifier (EUI-48™), http://standards.ieee.org/regauth/oui/tutorials/EUI48.html
[86]
GUIDELINES FOR 64-BIT GLOBAL IDENTIFIER (EUI-64) REGISTRATION AUTHORITY, http://standards.ieee.org/regauth/oui/tutorials/EUI64.html
[87]
The Broadband Forum TR-069: "CPE WAN Management Protocol v1.1", Issue 1 Amendment 2, December 2007
[88]
3GPP TS 29.274: "Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

[89]
3GPP TS 33.401: "3GPP System Architecture Evolution: Security Architecture".

[90]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
********************** second change *******************************

19.3.2
Root NAI

The Root NAI shall take the form of an NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].

The format of the username part of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA authentication. For EAP-AKA', see IETF RFC 5448 [82], the Root NAI shall comply with IETF RFC 4187 [50] except that the username part of the Root NAI shall be prepended with the single digit "6".

When the username part includes the IMSI, the Root NAI shall be built according to the following steps:

1.
Generate an identity conforming to NAI format from IMSI as defined in EAP AKA [50] as appropriate; 

2.
Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in subclause 19.2. 
3.
Prefix domain name with the label of "nai".

The result will be a root NAI of the form:

"0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" for EAP AKA authentication

"6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" for EAP AKA' authentication

For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the root NAI then takes the form as 0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA authentication, and takes the form as 6234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA’ authentication. 
The NAI sent in the Mobile Node Identifier field in PMIPv6 shall not include the digit prepended in front of the IMSI that is described above. Consequently the Permanent User Identity assigned by the 3GPP AAA Server when Network Based Mobility is used shall not include this digit either.

19.3.3
Decorated NAI

The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

The realm part of Decorated NAI consists of 'otherrealm', see the IETF RFC 4282 [53]. 'Homerealm' is the realm as specified in subclause 19..2, using the HPLMN ID ('homeMCC' + 'homeMNC)'. 'Otherrealm' is the realm built using the PLMN ID (visitedMCC + visited MNC) of the PLMN selected as a result of the PLMN selection (see 3GPP TS 23.402 [68]).

The username part format of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA. For EAP AKA', see IETF RFC 5448 [82], the Root NAI shall comply with IETF RFC 4187 [50] except that the username part of the NAI shall be prepended with single digit "6".

When the username part of Decorated NAI includes the IMSI, it shall be built following the same steps specified for Root NAI in subclause 19.3.2.

The result will be a decorated NAI of the form:

nai.epc.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !0<IMSI>@nai.epc.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org for EAP AKA authentication

or

nai.epc.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !6<IMSI>@nai.epc.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org for EAP AKA' authentication.
For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15) and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, then the Decorated NAI takes the form either as nai.epc.mnc015.mcc234.3gppnetwork.org!0234150999999999@nai.epc.mnc071.mcc610.3gppnetwork.org for EAP AKA authentication or nai.epc.mnc015.mcc234.3gppnetwork.org!6234150999999999@nai.epc.mnc071.mcc610.3gppnetwork.org for EAP AKA' authentication.

19.3.4
Fast Re‑authentication NAI

The Fast Re-authentication NAI shall take the form of a NAI as specified in clause 2.1 of IETF RFC 4282 [53]. If the 3GPP AAA server does not return a complete NAI, the Fast Re-authentication NAI shall consist of the username part of the fast re-authentication identity as returned from the 3GPP AAA server and the same realm as used in the permanent user identity. If the 3GPP AAA server returns a complete NAI as the re-authentication identity, then this NAI shall be used. The username part of the fast re-authentication identity shall be decorated as described in 19.3.3 if the Selected PLMN is different from the HPLMN.

For EAP-AKA authentication,  the username portion of the fast re-authentication identity shall be prepended with the single digit "4" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50].
For EAP AKA', see IETF RFC 5448 [82], the Fast Re-authentication NAI shall comply with IETF RFC 4187 [50] except that the username part of the NAI shall be prepended with single digit "8".
NOTE:
The permanent user identity is either the Root NAI or Decorated NAI as defined in clauses 19.3.2 and 19.3.3, respectively.
EXAMPLE 1:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@nai.epc.mnc015.mcc234.3gppnetwork.org 

EXAMPLE 2:
If the fast re-authentication identity returned by the 3GPP AAA Server is  "358405627015@aaa1.nai.epc.mnc015.mcc234.3gppnetwork.org" and  the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@aaa1.nai.epc.mnc015.mcc234.3gppnetwork.org 
EXAMPLE 3:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the Fast Re-authentication NAI takes the form: nai.epc.mnc015.mcc234.3gppnetwork.org !358405627015@nai.epc.mnc071.mcc610.3gppnetwork.org.

19.3.5
Pseudonym Identities

The pseudonym shall take the form of an NAI, as specified in sub‑clause 2.1 of IETF RFC 4282 [53]. 

The pseudonym shall be generated as specified in sub‑clause 6.4.1 of 3GPP TS 33.234 [55]. This part of the pseudonym shall follow the UTF-8 transformation format specified in IETF RFC 2279 [54] except for the following reserved hexadecimal octet value:


FF

When the pseudonym username is coded with FF, this reserved value is used to indicate the special case when no valid temporary identity exists in the UE (see 3GPP TS 24.234 [48] for more information). The network shall not allocate a temporary identity with the whole username coded with the reserved hexadecimal value FF.

The username portion of the pseudonym identity shall be prepended with the single digit "2" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50] for EAP-AKA. For EAP AKA', see IETF RFC 5448 [82], the pseudonym NAI shall comply with IETF RFC 4187 [50] except that the username part of the NAI shall be prepended with single digit "7".

NOTE:
The permanent user identity is either the Root NAI or Decorated NAI as defined in sub‑clauses 19.3.2 and 19.3.3, respectively.

EXAMPLE 1:
For EAP AKA, if the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the pseudonym NAI for the case when NAI decoration is not used takes the form: 258405627015@nai.epc.mnc015.mcc234.3gppnetwork.org 
EXAMPLE 2:
For EAP AKA', if the pseudonym returned by the 3GPP AAA Server is 758405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the pseudonym NAI for the case when NAI decoration is not used takes the form: 758405627015@nai.epc.mnc015.mcc234.3gppnetwork.org

EXAMPLE 3:
For EAP AKA, if the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the pseudonym NAI takes the form: nai.epc.mnc015.mcc234.3gppnetwork.org! 258405627015@nai.epc.mnc071.mcc610.3gppnetwork.org 
EXAMPLE 4:
For EAP AKA', if the pseudonym returned by the 3GPP AAA Server is 758405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the pseudonym NAI takes the form: nai.epc.mnc015.mcc234.3gppnetwork.org! 758405627015@nai.epc.mnc071.mcc610.3gppnetwork.org

********************** end of change *******************************
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