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* * * 1st Change * * * *

1.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary of 3GPP Specifications ".

[2]
3GPP TS 23.018: "Basic Call Handling - Technical realisation".

[3]
3GPP TS 23.022: "Functions related to Mobile Station (MS) in idle mode".

[4]
3GPP TS 23.040: "Technical realisation of SMS Point to Point".

[5]
3GPP TS 23.060: "General Packet Radio Service (GPRS) Service description; Stage 2".

[6]
3GPP TS 29.002: "Mobile Application Part (MAP) specification".

[7]
3GPP TS 29.018:"Serving GPRS Support Node (SGSN) - Visitors Location Register (VLR); Gs interface layer 3 specification".

[8]
3GPP TS 29.060: "GPRS Tunneling Protocol (GTP) across the Gn and Gp Interface".

[9]
3GPP TS  43. 005: "Digital cellular telecommunication system: Technical performance objectives".

[10]
3GPP TS 23.071: "Digital cellular telecommunications system; Location Services (LCS); Functional Description; Stage 2".

[11]
Void

[12]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS) Architecture and Functional Description"

[13]
3GPP TS 29.274: " Evolved GPRS Tunnelling Protocol for EPS (GTPv2)"

[14]
3GPP TS 29.118:"Mobility Management Entity (MME) – Visitor Location Register (VLR) SGs interface specification".
[15]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for  Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access"

[16]
3GPP TS 29.275: "Proxy Mobile IPv6 Mobity and Tunneling Protocols"
[17]
3GPP TS 29.281: "GPRS Tunneling Protocol User Plane (GTPv1-U)"

* * * 2nd Change * * * *

10.0
GGSN failure

When a GGSN fails, all its PDP contexts affected by the failure become invalid and may be deleted. GGSN storage of subscriber data is volatile.

When the GGSN receives a GTP‑U PDU for which no PDP context exists, it shall discard the GTP‑U PDU and return a a GTP error indication to the originating node (the SGSN or, if Direct Tunnel is established, the RNC).



The GGSN should ensure as far as possible that previously used TEID values are not immediately reused after a GGSN restart, in order to avoid inconsistent TEID allocation throughout the network.

* * * 3rd Change * * * *

11.0.1
Gn/Gp SGSN failure

When an SGSN fails, it deletes all MM and PDP contexts affected by the failure. SGSN storage of subscriber data is volatile. Based on configuration data, the SGSN shall send a Reset message to each of its associated VLRs. The VLR shall mark all associations containing the restarted SGSN as unreliable. See TS 23.060 [5]. In the case of optional CAMEL interaction the failing SGSN shall invoke the CAMEL-GPRS-Exception procedure towards the GSM‑SCFs.

If data or signalling, except GPRS attach and RA update, is received in an SGSN from an MS for which no MM context exists in the SGSN, the SGSN shall discard the data or signalling.

If an RA update request is received in an SGSN from an MS for which no MM context exists in the SGSN, or in the old SGSN for the inter-SGSN RA update case, the SGSN shall reject the RA update with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑)activate PDP contexts.

If a service request is received in a 3G‑SGSN from an MS for which no MM context exists in the 3G‑SGSN, the 3G‑SGSN shall reject the service request with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑) activate PDP contexts.

NOTE:
In some cases, user interaction may be required, and then the MS cannot (re‑)activate the PDP contexts automatically.

When the SGSN receives a PDU Notification Request message for which no MM context exists, the SGSN returns a PDU Notification Response message to the GGSN with an appropriate cause (see clause "Unsuccessful Network-Requested PDP Context Activation Procedure"), and the SGSN may search the MS by paging with the IMSI in the SGSN area. An MS that is paged for PS services with IMSI as the identifier shall perform a new GPRS attach and should (re‑)activate PDP contexts.

When the SGSN receives a GTP‑U PDU from the GGSN for which no PDP context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating GGSN. 
When the SGSN receives a GTP‑U PDU from the RNC for which no PDP context exists, the SGSN shall discard the GTP‑U PDU and send a GTP error indication to the originating RNC. 
When the SGSN receives a mobile-terminated SM from the SMS‑GMSC for an IMSI unknown in the SGSN, it rejects the request.

When the SGSN receives a paging request over the Gs interface for an IMSI unknown in the SGSN and the SGSN has not completed recovery, the SGSN may page the MS for packet services with IMSI as identifier in the area specified by the location information provided by the MSC/VLR. If no such location information is provided, the SGSN may page the MS in the routeing areas corresponding to that MSC/VLR. After the MS performs a combined GPRS attach, the SGSN may continue serving the Gs interface paging request.

11.0.2
SGSN Failure using S4

When the SGSN receives a Downlink Data Notification Request message for which no MM context exists, the SGSN returns a Downlink Data Notification Response message to the Serving GW with an appropriate cause. The Serving GW shall delete the related Bearer context towards SGSN; and if there is no ISR associated MME recorded on the related Bearer context the Serving GW shall also notify the PDN GW to delete the Bearer context.

When the SGSN receives a GTP‑U PDU from the Serving GW for which no Bearer context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating Serving GW. 

When the SGSN receives a GTP‑U PDU from the MBMS GW for which no MBMS Point to Point Bearer context exists, it shall discard the GTP‑U PDU and send a GTP Error Indication to the originating MBMS GW.
11.1
Restart of the SGSN

After an SGSN restart, the SGSN deletes all MM, PDP, MBMS UE, and MBMS Bearer contexts affected by the restart. 

When the GGSN detects a restart in an SGSN (see clause 18 "GTP-C based restart procedures") with which it has PDP context(s) activated and/or MBMS UE context(s), it shall delete all these PDP context(s) and/or MBMS UE context(s). When the GGSN detects a restart in an SGSN with which it has any MBMS Bearer context, it shall not delete the MBMS bearer context unless all SGSNs connected to the GGSN restart.
When the MBMS GW detects a restart in an SGSN (see clause 18 "GTP-C based restart procedures") with which it has any MBMS Bearer context, it shall not delete the MBMS Bearer context unless all SGSNs/MMEs connected to the MBMS GW restart.
* * * 4th Change * * * *

14.1
Restart of the MME

14.1.1
Restoration Procedures

After an MME restart, the MME shall delete all MM Bearer contexts affected by the restart that it may have stored.
When an MME detects that a peer SGW or peer PGW has restarted (see clause 18 "GTP-C based restart procedures") it shall as a default delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal MME resources associated with those PDN connections. The MME may optionally perform other implementation specific actions such as to clear external resources (e.g. S1-MME messages to clear RNC resources) or more advanced forms of restoration.

NOTE:
The MME will have the identity of the PGW and SGW currently in use for a PDN connection available in the MME’s PDN connection table as part of existing EPC procedures as well as other peer state data.

The MME shall detect a peer SGW as currently unavailable by the MME sending a series of GTPv2 echo requests and not receiving a GTPv2 echo response within a period of time (see 3GPP TS 29.274 [13]).

Editor's Note:
It is FFS if an unavailable node shall be treated in the same way as a restarting node.
When the MBMS GW detects a restart in an MME (see clause 18 "GTP-C based restart procedures") with which it has any MBMS Bearer context, it shall not delete the MBMS Bearer context unless all SGSNs/MMEs connected to the MBMS GW restart.
14.1.2
Mobile originated Tracking Area Updating or E-UTRAN Attach

For attach, where the UE is unknown in the MME (i.e. the MME has no MM context for the UE) the MME shall create an MM context for the UE and shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Not Confirmed". If authentication is required, the MME shall retrieve the authentication data. The MME then performs an "Update Location" to the HSS. If this is successful, the MME shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Confirmed". 

For tracking area update, where the UE is unknown in the MME (i.e. the MME has no MM context for the UE) or for inter-MME tracking area update, where the UE is unkown in the old MME, the MME shall reject the TA update with an appropriate cause. In order to remain attached, the UE shall then perform a new attach and should (re‑)activate its EPS Bearer contexts. 

If the MME has an MM context for the UE, and the indicator "Location Information Confirmed in HSS" or "Subscriber Data Confirmed by HSS" is set to "Not Confirmed" the MME shall perform an "Update Location" to the HSS. If this is successful, the MME shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Confirmed".

If the MME has an MM context for the UE with the indicator "Subscriber Data Confirmed by HSS" marked "Confirmed" the originated transmission shall be handled in the normal way.

The MME retrieves subscriber data from the HSS by sending an "Update Location" request, which triggers an "Update Location" answer which contains the subscriber data.

14.1.3
Mobile terminated services requested by the MSC/VLR

When the MME receives a request for CS paging from an MSC/VLR for an IMSI unknown by the MME, if the "MME-Reset" indicator is set to "true", the MME sends the paging request with the location information provided by the VLR. If no such location information is provided, the MME should page for the UE in all the tracking areas corresponding to that MME.

If the "MME-Reset" indicator is set to "false" and the IMSI is unknown or the UE is marked as EMM-DEREGISTERED by the MME, the paging request is rejected. 

If the "MME-Reset" indicator is set to "false" and the IMSI is known and the UE is marked as EMM-REGISTERED by the MME, the paging request shall be sent to the UE.

* * * 5th Change * * * *

15.2
RNC/BSC Failure (Iu mode)

When an RNC/BSC fails, all its RNC/BSC contexts affected by the failure become invalid and shall be deleted. RNC/BSC storage of data is volatile. An SGSN that recognises unavailability of an RNC/BSC or receives a Reset from an RNC/BSC, shall locally release the RABs for all affected PDP contexts. 
Any affected PDP contexts that use Direct Tunnel and have an invalid tunnel in GGSN will be recovered when the SGSN receives an Iu connection establishment request from the MS or when the GGSN informed the SGSN that the GGSN has received a GTP error indication from RNC.

When the RNC/BSC receives a GTP‑U PDU for which no RAB context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP error indication to the originating node that may be SGSN or GGSN if Direct Tunnel is established.



The RNC should ensure as far as possible that previously used TEID values are not immediately reused after an RNC restart, in order to avoid inconsistent TEID allocation throughout the network.

15.3
RNC/BSC Failure (Iu mode) using S4

When an RNC/BSC fails, all its RNC/BSC contexts affected by the failure become invalid and shall be deleted. RNC/BSC storage of data is volatile. An SGSN that recognises unavailability of an RNC/BSC or receives a Reset from an RNC/BSC, shall locally release the RABs for all affected PDP contexts. The SGSN deactivates any affected Bearer Contexts using streaming or conversational traffic class in the Serving GW. Any affected interactive or background PDP contexts that use Direct Tunnel and have an invalid tunnel in Serving GW are recovered when the SGSN receives an Iu connection establishment request from the MSor when the Serving GW initiates the Network Triggered Service Request procedure as specified in 3GPP TS 23.060 [5].
When the RNC/BSC receives a GTP‑U PDU for which no RAB Context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP Error Indication to the originating node that may be SGSN or Serving GW if Direct Tunnel is established.


* * * 6th Change * * * *

16.1
Restart of the SGW

16.1.0
SGW Failure
When a SGW fails, all its Bearer contexts affected by the failure become invalid and may be deleted. SGW storage of subscriber data is volatile.

When the SGW receives a GTP‑U PDU for which no Bearer context exists, it shall discard the GTP‑U PDU and return a GTP error indication to the originating node (the PGW, the eNodeB, the S4-SGSN, or if Direct Tunnel is established, the RNC).

The SGW should ensure as far as possible that previously used TEID values are not immediately reused after a SGW restart, in order to avoid inconsistent TEID allocation throughout the network.
16.1.1
Restoration Procedures

After an SGW restart, the SGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after an SGW Restart the SGW shall place local SGW restart counter value in all GTPv2 Echo requests/responses messages and PMIPv6 heartbeat requests/responses the SGW sends.

The SGW will receive the MME restart counter in GTPv2 Echo requests and Echo response messages that the SGW receives from the MME.

The SGW will receive the PGW restart counter in GTPv2 Echo requests/ responses and PMIPv6 heartbeat requests/responses that the SGW receives from the PGW.

When an SGW detects that a peer MME or peer PGW has restarted (see clause 18 "GTP-C based restart procedures") it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. The SGW shall not try to directly clear resources in the MME or PGW. The SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

NOTE:
The SGW will have the identity of the MME and PGW currently in use for a PDN connection available in the SGW’s PDN connection table as part of existing EPC procedure.

The SGW shall detect a peer MME as currently unavailable by the SGW sending a series of GTPv2 echo requests and not receiving a GTPv2 echo response within a period of time (see TS 29.274 [13]).

The SGW shall detect a peer PGW as currently unavailable by the SGW sending a series of GTPv2 echo requests, or PMIPv6 heartbeat requests, and not receiving within a period of time respectively a GTPv2 echo response, or a PMIPv6 heartbeat response (see TS 29.274 [13] or TS 29.275[16]).

Editor's Note:
It is FFS if an unavailable node shall be treated in the same way as a restarting node.
* * * 7th Change * * * *

17.1
Restart of the PGW
17.1.0
PGW Failure
When a PGW fails, all its Bearer contexts affected by the failure become invalid and may be deleted. PGW storage of subscriber data is volatile.

When the PGW receives a GTP‑U PDU for which no Bearer context exists, it shall discard the GTP‑U PDU and return a GTP error indication to the originating node the SGW.
The PGW should ensure as far as possible that previously used TEID values are not immediately reused after a PGW restart, in order to avoid inconsistent TEID allocation throughout the network.
17.1.1
Restoration Procedures

After a PGW restart, the PGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after a PGW Restart, the PGW shall place this PGW restart counter value in all GTPv2 echo requests/responses and PMIPv6 echo requests/responses the PGW sends.

The PGW will receive the SGW and MME restart counters in GTPv2 echo requests/responses and  PMIPv6 heartbeat requests/responses that the PGW receives from the SGW.When a PGW detects that a peer MME or peer SGW has restarted it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW resources associated with those PDN connections. The PGW does not try to directly clear resources in the MME or SGW. The PGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

NOTE:
The PGW will have the identity of the MME and SGW currently in use for a PDN connection available in the PGW’s PDN connection table as part of existing EPC procedure.

Editor’s note: It is for FFS if the peer is identified by an explicit ID in the GTPv2 message or is derived from with an existing identifier in the PDN connection table and GTPv2 connection (i.e. GTPv2 control plane IP address or SGW PMIPv6 IP address for PMIPv6 S5/S8).

The PGW shall detect a peer SGW as currently unavailable by the PGW sending a series of GTPv2 echo requests, or PMIPv6 heartbeat requests, and not receiving within a period of time respectively a GTPv2 echo response, or a PMIPv6 heartbeat response (see TS 29.274 [13] or TS 29.275[16]).

Editor's Note:
It is FFS if an unavailable node shall be treated in the same way as a restarting node.
* * * 8th Change * * * *

X
Error Indication handling
x.1
General
The following subclauses specify a network element behaviour, if it receives a GTPv1-U Error Indication message. The reception of the message triggers a node internal procedure and/or a Control Plane procedure (GTPv1-C, GTPv2, RANAP, S1-AP).
x.2
GGSN
GTP error indication message shall be handled as follows: 
-
If the GGSN receives a GTP error indication for a PDP context that has the DTI flag set (i.e. from an RNC), the GGSN should not delete the associated PDP context but mark it as invalid. Any subsequent packets arriving for an invalid PDP context should be discarded. The GGSN shall inform the SGSN that the GGSN received a GTP error indication from RNC. The SGSN shall re-establish the tunnel between the SGSN and GGSN as specified in 3GPP TS 29.060 [8], which sets the related PDP context as valid again in the GGSN. The GGSN then forwards any subsequent downlink packets to the SGSN.
- 
If the GGSN receives a GTP error indication for a PDP context that has the no DTI flag set (i.e. from an SGSN), the GGSN shall delete its PDP context and may notify the Operation and Maintenance network element.
x.3
Gn/Gp SGSN
GTP error indication message shall be handled as follows: 
· If the SGSN receives a GTP error indication from a GGSN, the SGSN shall delete its PDP context and may notify the Operation and Maintenance network element. Additionally it shall send a Deactivate PDP Context Request message to the MS with cause "re-activation required"
· If the SGSN receives a GTP error indication from the RNC it shall locally release the RAB. The SGSN should preserve the associated PDP context. The SGSN may initiate the RAB Assignment procedure in order to re-establish the RAB.
x.4
S4 SGSN
GTP error indication message shall be handled as follows: 
· If the S4-SGSN receives a GTP error indication from a SGW, the S4-SGSN shall delete its Bearer context and may notify the Operation and Maintenance network element.  Additionally it shall send a Deactivate PDP Context Request message to the MS with cause "re-activation required"
· If the S4-SGSN receives a GTP error indication from the RNC it shall locally release the RAB. The S4-SGSN should preserve the associated Bearer context. The S4-SGSN may initiate the RAB Assignment procedure in order to re-establish the RAB.
x.5
RNC or NodeB
GTP error indication message shall be handled as follows: 
· When the RNC receives GTP error indication from the SGSN, it shall initiate the RAB Release procedure with the error cause "GTP Resources Unavailable" and shall immediately locally release the RAB (i.e. without waiting for a response from the SGSN).
· If the RNC receives a GTP error indication from the GGSN (i.e. if Direct Tunnel is established), it shall initiate the RAB Release procedure with the error cause "GTP Resources Unavailable" and immediately locally release the RAB (i.e. without waiting for a response from the SGSN).
· If the RNC receives a GTP error indication from the SGW (i.e. if Direct Tunnel is established), it shall initiate the RAB Release procedure with the error cause "GTP Resources Unavailable" and immediately locally release the RAB (i.e. without waiting for a response from the SGSN).

x.6
eNodeB
GTP error indication message shall be handled as follows:
· If the eNodeB receives a GTP error indication from the SGW, it shall initiate the E-RAB Release procedure and immediately locally release the E-RAB (i.e. without waiting for a response from the MME).
· If the eNodeB receives a GTP error indication from a peer eNodeB over X2, it shall ignore it.
x.7
SGW

GTP error indication message shall be handled as follows:
· If ISR is not activated on the network or UE is camped on UTRAN for ISR activated UE, when the SGW receives a GTP Error Indication for a Bearer Context that has the DTI flag set (i.e. from an RNC), the SGW should not delete the associated Bearer Context but delete all the RNC GTP-U tunnel TEIDs for this MS. The SGW starts buffering downlink packets received for this MS and sends a Downlink Data Notification message to the SGSN which triggers the re-establishment of the corresponding RABs as specified in 3GPP TS 23.060[5] if subsequent downlink packets arrive for the MS.
· If ISR is not activated on the network or UE is camped on E-UTRAN for ISR activated UE, when the SGW receives a GTP Error Indication for a Bearer Context from an eNodeB, the SGW should not delete the associated Bearer Context but delete all the eNodeB GTP-U tunnel TEIDs for this UE. The SGW starts buffering downlink packets received for this UE and sends a Downlink Data Notification message to the MME which triggers the re-establishment of the corresponding Bearers as specified in 3GPP TS 23.401[5]. 
· If the SGW receives a GTP error indication from a PGW, the SGW shall delete its Bearer context and may notify the Operation and Maintenance network element.
· NOTE:
It is FFS if an SGW should inform MME that the SGW has received an error indication from PGW. It is FFS if SGW should do that, and the message the SGW should use.
x.8
PGW
GTP error indication message shall be handled as follows:
· If the PGW receives a GTP error indication from a SGW, the PGW shall delete its Bearer context and may notify the Operation and Maintenance network element.

* * * 9th Change * * * *

Y
Downlink Data Notification Handling at MME/S4 SGSN
If the MME/S4 SGSN receives a Downlink Data Notification message from the SGW as a result of the SGW having received an Error Indication message from the eNodeB/RNC, the MME/S4 SGSN should perform the following:

· If the UE is in IDLE state, upon receipt of the Downlink Data Notification message, the MME/S4 SGSN shall perform the Network Triggered Service Request procedure as specified in 3GPP TS 23.060 [5] and 3GPP TS 23.401[15].
· If the UE is in CONNECTED state, upon receipt of the Downlink Data Notification message, the MME/S4 SGSN shall not page the UE, but shall re-establish the tunnel between SGW and eNodeB/RNC as specified in 3GPP TS 23.060 [5] and 3GPP TS 23.401[15]. 
* * * End of Changes * * * *
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