1

3GPP TSG CT WG4 Meeting #42
C4-090775
San Antonio, USA, 9th – 19th February 2009

	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	29.109
	CR
	0049
	(

rev
	2
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Introduction of GBA Push within TS 29.109 – Zpn Interface

	
	

	Source to WG:
(

	Ericsson

	Source to TSG:
(

	C4

	
	

	Work item code:
(

	GBAPush
	
	Date: (

	09/02/2009

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	GBA Push is not yet introduced within stage 3 TS 29.109. 
In particular GBA push defines a new interface Zpn between NAF and BSF which is a variant of Zn interface for GBA push procedures. 

	
	

	Summary of change:
(

	Introduction of Zpn interface.

	
	

	Consequences if 
(

not approved:
	GBA push procedures are not specified. Underspecified functionality 

	
	

	Clauses affected:
(

	2, 3.3, 5, 5.1, 5.4 (new), 5.5 (new), 6, 6.0, 6.1, 6.2.1, 6.2.2, 6.2.2.2, 6.3, 6.1.1.12 – 6.3.1.19 (new), 7.1, 7.3, Annex X (new)

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	This CR is related to CR 0048 and CR 0050


* * * Start of Changes * * * *

2
References

The following documents contain provisions that, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
IETF RFC 3588, "Diameter Base Protocol".

[2]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents".

[3]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol".

[4]
3GPP TR 33.919 "Generic Authentication Architecture (GAA); System Description".

[5]
3GPP TS 33.220 "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[6]
3GPP TS 33.221 "Generic Authentication Architecture (GAA); Support for Subscriber Certificates".

[7]
3GPP TS 24.109: "Bootstrapping interface (Ub) and Network application function interface (Ua);Protocol details".

[8]
3GPP TS 29.230: "Diameter applications; 3GPP specific codes and identifiers"
[9]
IETF RFC 3589: "Diameter Command Codes for Third Generation Partnership Project (3GPP)".

[10]
3GPP TS 23.008: "Organisation of subscriber data"
[11]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using secure hypertext transfer protocol (HTTPS)".
[12]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2"
[13]
W3C: "Web Services Activity", http://www.w3.org/2002/ws/.

[14]
W3C: "Web Services Description Language (WSDL) Version 2.0 Part 0: Primer", http://www.w3.org/TR/2005/WD-wsdl20-primer-20050803/.
[15]
3GPP TR 33.980: "Liberty Alliance and 3GPP Security Interworking; Interworking of Liberty Alliance ID-FF, ID-WSF and Generic Authentication Architecture".

[16]
Liberty Alliance Project: "Liberty ID-FF Authentication Context Specification".

[17]
3GPP TS 33.110: "Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal"

[18]
3GPP TS 33.259: "Key establishment between a UICC Hosting Device and a Remote Device"

[19]
3GPP TS 29.002: "Mobile Application Part (MAP) Specification"

[20]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture".

[21]
3GPP TS 23.003: "Numbering, addressing and identification".
[22]
OASIS Standard: "Authentication Context for the OASIS Security Assertion Markup Language (SAML) V2.0 OASIS Standard, 15 March 2005, saml-authn-context-2.0-os".

[xx]
3GPP TS 33.223 "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push Function".


* * * Next Changes * * * *

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK
Anonymity Key

AKA
Authentication and Key Agreement

AUTN
Authentication token

AV
Authentication Vector.  3GPP AV=[RAND,AUTN,XRES,CK,IK].

AVP
Attribute-Value-Pair in Diameter messages. 
BIA
BootstrappingInfo-Answer message

BIR
BootstrappingInfo-Request message
BS
BootStrapping Procedure

BSF
Bootstrapping server functionality 
BSF is hosted in a network element under the control of an MNO.

B-TID
Bootstrapping Transaction Identifier

CA
Certificate Authority

CK
Confidential Key 

FQDN
Full Qualified Domain Name in URI (e.g. http://FQDN:80)

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture
GPI
GBA Push Information
GSID
GAA Service Identifier

GUSS
GBA User Security Settings

HSS
Home Subscriber System 

IK
Integrity Key 

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key Material 
Ks_ext_NAF
MEbased key for a specific NAF
MNO

Mobile network operator

NAF
Operator-controlled network application function functionality. 
NAF is hosted in a network element under the control of an MNO.

RAND
Random challenge in authentication 

REQ
In Diameter header indicates that the message is a Request.

SCTP
Stream Control Transmission Protocol 
SLF
Subscription Location Function
SSC
Subscriber Certificate Procedure

Ua
UE-NAF interface for GAA applications

Ub
UE-BSF interface for bootstrapping

UE

User Equipment 
Ks_int_NAF
UICC based key for a specific NAF
USS
User Security Settings (a part of GUSS)
XRES
Expected response in authentication

Zh
BSF-HSS interface for bootstrapping procedure

Zn
BSF-NAF interface for GAA applications
Zpn
BSF-NAF interface for GBA push.

* * * Next Changes * * * *

5
GAA Application Zn and Zpn interfaces
5.1
Applications’ network architecture

The network architecture of the GAA applications procedure using Zn is presented in Figure 5.1. The 3GPP GAA applications are listed in annex B. Different GAA applications may implement the Ua interface in different way. The Zn interface is defined in this specification.
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Figure 5.1: Network architecture of GAA application using Zn
The network architecture of GBA push procedure using Zpn is presented in Figure 5.1a. The Zpn interface is also defined in this specification.
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Figure 5.1a: Network architecture of GBA push procedure using Zpn
Two options are specified for the protocol stack to be used on the Zn and Zpn interface: 


The protocol stack of the DIAMETER based Zn interface,


the protocol stack of the Web Services based Zn interface.

The BSF shall support both options whereas the NAF shall support one or both of these options.

The protocol stack of the Diameter based implementation of the Zn interface for GAA applications and Zpn interface for GBA push procedure is presented in Figure 5.2. The Zn interface is specified in clause 5.2. The Zpn interface is specified in clause 5.4. The diameter Base protocol is defined in [1] and the Diameter application in 3GPP TS 29.229 [3]. The requirements for Zn interface are defined in 3GPP TS 33.220 [5].  The requirements for Zpn interface are defined in 3GPP TS 33.223 [xx].
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Figure 5.2: Protocol stack of Diameter based Zn and Zpn interfaces
The protocol stack of the Web Services based Zn interface for GAA applications and Zpn interface for GBA push procedure is presented in Figure 5.2a. The Zn interface is specified in clause 5.3. The Zpn interface is specified in clause 5.5.
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Figure 5.2a: Protocol stack of Web Services based Zn and Zpn interfaces
* * * Next Changes * * * *

5.4
Protocol Zpn between NAF and BSF based on Diameter
The requirements for Zpn interface are defined in 3GPP TS 33.223 [xx].

The protocol Zpn retrieves the GPI, key material and possibly user security settings data by NAF from BSF.  When the NAF wants to send data to the UE, but the NAF has no valid NAF-key available, the following steps are executed as depicted in Figure 5.4. The basic procedure is:

In general, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already do, there is no need for the NAF to invoke protocol Zpn.

It is assumed that the NAF has sufficient information available, i.e. user identity and the address of BSF.

A) The NAF starts protocol Zpn with BSF 

· The NAF requests GBA-Push-Info (GPI), NAF specific key material corresponding to the user identity.

· The BSF fetches AVs from the HSS, generates and supplies to the NAF the requested GPI, NAF specific key material, the expiry time, the bootstrapinfo creation time, and the appropriate User Security Settings defined for received application identifiers.

B) The NAF sends GPI over protocol Upa to the UE (see 3GPP TS 33.223 [xx])

Once the run of protocol Upa is completed the purpose of bootstrapping is fulfilled and it will enable the UE and NAF to run protocol Ua in a secure way.

The  GBA push procedure over Zpn is presented in Figure 5.4.
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Figure 5.4: The Diameter based GBA push procedure over Zpn
The steps of the GBA push procedure in Figure 5.4 are:

- Step 1


The NAF shall send a GBA-Push-Info-Request message to the BSF.  The content of the message is given here in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVP. The address refers to the Fully Qualified Domain Name (FQDN).

< GBA-Push-Info-Request> ::=<Diameter Header: xxx, REQ, PXY, xxxxxxxx >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Origin-Host }
; Address of NAF
{ Origin-Realm }
; Realm of NAF
{ Destination-Realm }
; Realm of BSF
[ Destination-Host ]
; Address of the BSF 
{ UE-Id }
; User identity
{ UE-Id-Type }
; Public or private identity
{ UICC-App-Label }
; UICC application label
* [ GAA-Service-Identifier ]
; Service identifiers
{ NAF-SA-Identifier }
; P-TID
{ NAF-Id }
; NAF_ID
{ UICC-ME }
; Use of GBA_ME or GBA_U
{ Requested-Key-Lifetime }
; Requested NAF-Key lifetime
{ Private-Identity-Request }
; Request private identity
[ GBA_U-Awareness-Indicator ]
; GBA_U awareness of the NAF
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; xxxxxxxx
0*1 {Acct-Application-Id}
; Omitted

The Destination-Realm AVP and Destination-Host AVP are set to subscriber’s BSF. 

NOTE:
In the case the NAF is in a visited network, the NAF contacts the subscriber's home BSF through a Diameter based Proxy (Zn-Proxy) that is located in the same network as the NAF. In this case the Destination-Host shall not be included.The local BSF and the Zn-Proxy may be co-located. See 3GPP TS 33.220 [6]. 

The NAF indicates the GAA services for which the information is retrieved by GAA-Service-Identifier AVPs. 


With UE-Id and UE-Id-Type AVPs the NAF indicates the user identity and its type, i.e. private or public. The NAF uses UICC-ME and UICC-App-Label AVPs to identity which UICC application is to be used and if GBA-ME or GBA_U should be used. Private-Identity-Request indicates if he NAF requests the BSF to send the private user identity. Requested-Key-Lifetime AVP indicates the requested key lifetime for the NAF keys. NAF-SA-Identifier (P-TID) is sent to the BSF so that BSF can include it to the encrypted GPI. See 3GPP TS 33.223 [xx]).

- Step 2


When the BSF receives the GPI request it checks that the requested key lifetime  in the GPI request is less than the allowed max value in the system. If checking fails the BSF sends an Answer  message with Experimental-Result set to indicate the error type 5402. In successful case the Result-Code is set to 2xxx as defined in [1]. 

The BSF includes the received user identity (public of private) to the Zh protocol request. 

If GBA_U was requested by the NAF, the BSF queries its database to find out if the private user identity is registered and if a valid Ks already exists. If a valid Ks exists, the BSF shall invalidate this Ks

The BSF derives the key material for the ME (i.e., Ks_NAF in the case of GBA_ME, and Ks_ext_NAF in the case of GBA_U) and possibly the key material for the UICC (i.e., Ks_int_NAF in the case of GBA_U)  according to the NAF-ID and packs them into ME-Key-Material AVP and possible UICC-Key-Material AVP. The ME-Key-Material contains Ks_(ext)_NAF and the UICC-key-Material contains the Ks_int_NAF key. The BSF select correct user’s Security Settings according the request’s GAA-Service-Identifier AVP to GBA-UserSecSettings AVP. If NAF grouping is used by the operator and there are one or more USSs corresponding to the requested GSID, then also the nafGroup attribute of USS is checked. If the NAF has sent a GAA-Service-Identifier that does not have corresponding user’s security settings, and the BSF is locally configured to reject those requests from the NAF, then the error 5402 is raised. If the NAF has sent a GAA-Service-Identifier that have corresponding user's security settings, but the BSF is locally configured to reject those from that NAF, then the error 5402 is raised too.


The BSF generates the GPI according to TS 33.223 [xx].


The BSF shall check if this NAF-Id is allowed to be used for the NAF. If the NAF identified by its Origin-Host AVP is configured in the BSF not to be authorized to use the given NAF-Id, the BSF may raise the error situation 5402. The BSF may also be configured so that a certain NAF is not authorized to use a certain GAA-Service-Identifier. This situation may be also indicated by error code 5402.

- Step 3


After that the BSF shall send a GBA-Push-Info-Answer message back to the NAF. The BSF deletes the used Ks according to 3GPP TS 33.223 [xx].

< GBA-Push-Info-Answer> ::= < Diameter Header: xxx, PXY, xxxxxxxx >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result]
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
[ User-Name ]
; IMPI
[ ME-Key-Material ]
; Required
[ UICC-Key-Material ]
; Conditional
[ Key-ExpiryTime ]
; Time of expiry
[ BootstrapInfoCreationTime ]
; Bootstrapinfo creation time
[ GBA-UserSecSettings ]
; Selected USSs
[ GBA-Type ]
; GBA type used in bootstrapping
[ GBA-Push-Info ]
; GBA Push Info
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]


The BSF may or may not send the User-name AVP (IMPI) It is only returned if requested and public user identity was used in the GBA-Push-Info-Request message according its configuration.

The mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF) is sent in the ME-Key-Material AVP. The common key material with the UICC (Ks_int_NAF) is optionally sent in the UICC-Key-Material AVP only if the "uiccType" tag in bsfInfo from the HSS is set to "GBA_U".


The Key-ExpiryTime AVP contains the expiry time of the Bootstrapping information in the BSF according its configuration. The expiry time is represented according the Diameter Time data format in seconds that have passed since 0h on January 1, 1900 UTC . If a special key lifetime value is given in the "lifeTime" tag inside the bsfInfo from the HSS in bootstraping procedure, it is used instead of the BSF default configuration value when the expiry time is calculated.


The BootstrapInfoCreationTime AVP contains the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF. The bootstrapinfo creation time is represented in seconds that have passed since January 1, 1900 00:00:00.000 UTC.


The BSF selects the appropriate User Security Settings (if any) to the GBA-UserSecSettings AVP from stored GAA-UserSecSettings in Bootstrapping information according the GBA-Service-Identifier AVPs in the request message.


The BSF shall indicate the type of used authentication in the bootstrapping procedure to the NAF in GBA-Type, if other than 3G GBA type has been performed.

The GBA-Push-Info AVP includes the GPI. The contents of GPI are defined in 3GPP TS 33.223 [xx]. 

When the NAF receives the GBA-Push-Info-Answer message, the NAF shall check the value of the GBA-Type AVP if it is included in the message. If the NAF does not support the GBA-Type the NAF shall stop processing the message and should indicate an error via the O&M subsystem. The further procedure in the NAF when the GBA-Push-Info-Answer message is received is described in 3GPP TS 33.223 [xx], 3GPP TS 24.109 [7].

5.5
Protocol Zpn between NAF and BSF based on Web Services

The procedures in the NAF and in the BSF related Web Services [13] based Zpn interface are the same as specified in clause 5.4, but instead of Diameter messages a Web Services procedures shall be used to communicate over Zpn interface. Annex X specifies the GBA Service for Web Services, i.e., it contains the Web Services Definition Language (WSDL) [14] specification for GBA Service. Below are the attributes that are defined for GBA Service request, response, and fault cases.
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Figure 5.5: The Web Services based GAA application procedure

The possible attribute value definitions and restrictions for the request, response, and fault messages are the same as in clause 6 unless explicitly specified in this clause. The steps of the GAA application procedure in Figure 5.4 are:

Step 1


The NAF shall send a requestGbaPushInfoRequest message to the BSF.  The schema of the message content is given here and it shall be in the same format as it is in WSDL.

      <xsd:element name="requestBootstrappingInfoRequest">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="ptid" type="xsd:string"/>

            <xsd:element name="nafid" type="xsd:base64Binary"/>

            <xsd:element name="gsid" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>

            <xsd:element name="gbaUAware" type="xsd:boolean" minOccurs="0"/>

            <xsd:element name="userId" type="xsd:string"/>




<xsd:element name="userIdType" type="xsd:boolean" minOccurs="0"/>

            <xsd:element name="uiccAppLabel" type="xsd:string"/>




<xsd:element name="uiccOrMe" type="xsd:boolean" minOccurs="0"/>

            <xsd:element name="requestedLifeTime" type="xsd:dateTime"/>




<xsd:element name="privateIdRequest" type="xsd:boolean" minOccurs="0"/>




<xsd:element name="extension" type=" typens:tExtension" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>


The SOAP message that shall be sent to BSF, i.e., the URI of the message shall contain the BSF address.

In the case the NAF is in a visited network, the NAF contacts the subscriber's home BSF through a GBA-Proxy that is located in the same network as the NAF. The local BSF and the GBA-Proxy may be co-located. See 3GPP TS 33.220 [6].


The NAF indicates the GAA services for which the information is retrieved by "gsid" elements. The "ptid" element is given to the BSF so that it can be included in the encrypted gbaPushInfo element. The "gbaUAware" element indicates whether NAF is GBA_U aware, and is capable of using and handling the "uiccKeyMaterial". The default value for "gbaUAware" is false. With userId and userIdType elements the NAF indicates the user identity and its type, i.e. private or public. The NAF uses uiccOrMe and uiccAppLabel elements to identity which UICC application is to be used and if GBA-ME or GBA_U should be used. privateIdRequest element indicates if he NAF requests the BSF to send the private user identity. requestedLifeTime element indicates the requested key lifetime for the NAF keys.

The NAF may use one or more "extension" elements to include additional data to the request, but the BSF may ignore the additional data.

Step 2


The procedures for step 2 are the same as in step 2 in clause 5.4.
Step 3


After that the requestGbaPushInfoResponse is sent back to the NAF.

      <xsd:element name="requestBootstrappingInfoResponse">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="impi" type="xsd:string" minOccurs="0"/>

            <xsd:element name="meKeyMaterial" type="xsd:base64Binary"/>

            <xsd:element name="uiccKeyMaterial" type="xsd:base64Binary" minOccurs="0"/>

            <xsd:element name="keyExpiryTime" type="xsd:dateTime"/>

            <xsd:element name="bootstrappingInfoCreationTime" type="xsd:dateTime"/>

            <xsd:element name="gbaType" type="xsd:string" minOccurs="0"/>

            <xsd:element name="ussList" type="xsd:string" minOccurs="0"/>

            <xsd:element name="gbaPushInfo" type="xsd:string" minOccurs="0"/>




<xsd:element name="extension" type=" typens:tExtension" minOccurs="0"/> </xsd:sequence>

        </xsd:complexType>

      </xsd:element>


The BSF may or may not send the "impi" element according its configuration. It is only returned if requested and public user identity was used in requestGbaPushInfo message.


The mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF) is sent in the "meKeyMaterial" element. The common key material with the UICC (Ks_int_NAF) is optionally sent in the "uiccKeyMaterial" element only if the "uiccType" tag in bsfInfo from the HSS is set to "GBA_U".


The "keyExpiryTime" element contains the expiry time of the Bootstrapping information in the BSF according its configuration. If a special key lifetime value is given in the "lifeTime" tag inside the bsfInfo from the HSS in bootstraping procedure, it shall be used instead of the BSF default configuration value when the expiry time is calculated.


The "bootstrappingInfoCreationTime" element shall contain the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF.


The BSF shall select the appropriate User Security Settings (if any) into the "ussList" element from stored GAA-UserSecSettings in Bootstrapping information according "gsid" elements in the request message. The "ussList" element contains a standalone XML document whose root element shall be "ussList" element as specified in Annex A and which contains the User Security Settings selected by the BSF.


The BSF shall indicate the type of used authentication in the bootstrapping procedure to the NAF in "gbaType" element, if other than 3G GBA type has been performed.


The gbaPushInfo element includes the GPI. The contents of GPI are defined in 3GPP TS 33.223 [xx]

The BSF may use one or more "extension" elements to include additional data to the request, but the NAF may ignore the additional data.

When the NAF receives the requestBootstrappingInfoResponse message, the NAF shall check the value of the "gbaType" element if it is included in the message. If the NAF does not support the GBA type the NAF shall stop processing the message and should indicate an error via the O&M subsystem. The further procedure in the NAF when the requestBootstrappingInfoResponse message is received is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and optionally in GAA service type specific TSs.

6
Diameter application for Zh and, Zn and Zpn interfaces

6.0
Introduction

The Zh, Zn and Zpn interface protocols are defined as IETF vendor specific Diameter applications, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.

The Diameter application identifier assigned to the Zh interface application is 16777221 (allocated by IANA).
The Diameter application identifiers assigned to the Zn and Zpn interface application are  16777220 and xxxxxxxx respectively (allocated by IANA).
6.1
Command-Code values

The Zn and Zpn interfaces assign new Command-Codes 310 and xxx.

The messages in Zh interface use the same Command-Code value 303 as Multimedia-Auth-Request/Answer messages defined in 3GPP TS 29.229 [3] for Cx interface.

6.2
Result-Code AVP values

This section defines new result code values that must be supported by all Diameter implementations that conform to this specification. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and Result-Code AVP shall be absent.

6.2.1
Success

Errors that fall within the Success category are used to inform a peer that a request has been successfully completed.

The success category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore not required in Zh, Zn and Zpn interfaces.

6.2.2
Permanent failures

Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

The Permanent failure category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore not required in Zh , Zn and Zpn interfaces.

6.2.2.1
DIAMETER_ERROR_IMPI_UNKNOWN (5401)

A message was received by the HSS for an IMPI that is unknown.

6.2.2.2
DIAMETER_ERROR_NOT_AUTHORIZED (5402)

A message was received by the BSF which the BSF can not authorize. In this case the NAF should indicate to the UE that the service is not allowed. In case of GBA push, the NAF should not contact the UE.
6.2.2.3
DIAMETER_ERROR_TRANSACTION_IDENTIFIER_INVALID (5403)

A message was received by the BSF for an invalid (e.g. unknown or expired) Bootstrapping Transaction Identifier (B-TID). In this case the NAF should request the UE to bootstrap again.
6.2.2.4
Void
6.2.2.5
Void
6.2.2.6
Void
6.2.2.7
Void
6.3
AVPs

The AVPs defined in 3GPP TS 29.229 [3] for 3GPP IMS Cx interface Multimedia-Auth-Request/Answer messages are used as they are.

The following table describes the additional new Diameter AVPs defined for the Zh, Zn and Zpn interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.1: New Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	GBA-UserSecSettings
	400
	6.3.1.1
	OctedString
	M, V
	
	
	
	No

	Transaction-Identifier
	401
	6.3.1.2
	OctetString
	M, V
	
	
	
	No

	NAF-Id
	402
	6.3.1.3
	OctetString
	M, V
	
	
	
	No

	GAA-Service-Identifier
	403
	6.3.1.4
	OctedString
	M, V
	
	
	
	No

	Key-ExpiryTime
	404
	6.3.1.5
	Time
	M, V
	
	
	
	No

	ME-Key-Material
	405
	6.3.1.6
	OctedString
	M, V
	
	
	
	No

	UICC-Key-Material
	406
	6.3.1.7
	OctedString
	M, V
	
	
	
	No

	GBA_U-Awareness-Indicator
	407
	6.3.1.8
	Enumerated
	M, V
	
	
	
	No

	BootstrapInfoCreationTime
	408
	6.3.1.9
	Time
	M, V
	
	
	
	No

	GUSS-Timestamp
	409
	6.3.1.10
	Time
	V
	
	
	M
	No

	GBA-Type
	410
	6.3.1.11
	Enumerated
	M, V
	
	
	
	No

	UE-Id
	411
	6.3.1.12
	OctetString
	M, V
	
	
	
	No

	UE-Id-Type
	412
	6.3.1.13
	Enumerated
	M, V
	
	
	
	No

	UICC-App-Label
	413
	6.3.1.14
	OctetString
	M, V
	
	
	
	No

	UICC-ME
	414
	6.3.1.15
	Enumerated
	M, V
	
	
	
	No

	Requested-Key-Lifetime
	415
	6.3.1.16
	Time
	M, V
	
	
	
	No

	Private-Identity-Request
	416
	6.3.1.17
	Enumerated
	M, V
	
	
	
	No

	GBA-Push-Info
	417
	6.3.1.18
	OctedString
	M, V
	
	
	
	No

	NAF-SA-Identifier
	418
	6.3.1.19
	OctedString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header.


6.3.1
Common AVPs

6.3.1.1
GBA-UserSecSettings AVP

The GAA-UserSecSettings AVP (AVP code 400) is of type OctetString. If transmitted on the Zh interface it contains GBA user security settings (GUSS). If transmitted on the Zn interface it contains the relevant USSs only. The content of GBA-UserSecSettings AVP is a XML document whose root element shall be the "guss" element for Zh interface and the "ussList" element for the Zn interface. The XML schema is defined in annex A.  

6.3.1.2
Transaction-Identifier AVP

The Transaction-Identifier AVP (AVP code 401) is of type OctetString. This AVP contains the Bootstrapping Transaction Identifier (B-TID).

6.3.1.3
NAF-Id
The NAF-Id AVP (AVP code 402) is of type OctetString. This AVP contains the full qualified domain name (FQDN) of the NAF that the UE uses concatenated with the Ua security protocol identifier as specified in 3GPP TS 33.220 [5]. The FQDN of the NAF that is part of the NAF_Id may be a different domain name that with which the BSF knows the NAF.

6.3.1.4
GAA-Service-Identifier AVP

The GAA-Service-identifier AVP (AVP code 403) is of type OctedString. This AVP informs a BSF about the support of a GAA-service by the NAF. According this AVP the BSF can select the right service’s user security settings.

For 3GPP standardized services (e.g., PKI portal), the GAA-Service-Identifier (GSID) shall be in the range 0 to 999999, and the currently standardized values for GSID shall be the GAA Service Type Code of the particular service. The GAA Service Type Codes for 3GPP standardized services are defined in Annex B.

NOTE:
In the future, standardized GSID values that are different than the GAA Service Type Code may be  standardised (e.g. to differentiate between the services "MBMS streaming" and "MBMS download") and then several different GSID can exist within one GAA Service Type Code.
Examples:
The GSID is "1" for all PKI-portals, and "4" for all MBMS services.

6.3.1.5
Key-ExpiryTime AVP

The Key-ExpiryTime AVP (AVP code 404) is of type Time. This AVP informs the NAF about the expiry time of the key. 

6.3.1.6
ME-Key-Material AVP

The required ME-Key-Material AVP (AVP code 405) is of type OctetString. The NAF is sharing this key material (Ks_NAF in the case of GBA_ME or Ks_ext_NAF in the case of GBA_U) with the Mobile Equipment (ME). 

6.3.1.7
UICC-Key-Material AVP

The condition UICC-Key-Material AVP (AVP code 406) is of type OctetString. The NAF may share this key material (Ks_int_NAF in the case of GBA_U) with a security element (e.g. USIM, ISIM, etc..) in the UICC. Only some GAA applications use this conditional AVP.

6.3.1.8
GBA_U-Awareness-Indicator

The conditional GBA_U-Awareness-Indicator AVP (AVP code 407) is of type Enumerated. The following values are defined. 

NO (0)
The sending node is not GBA_U aware

YES(1)
The sending node is GBA_U aware

The default value is 0 i.e. absence of this AVP indicates that the sending node is not GBA_U aware.

6.3.1.9
BootstrapInfoCreationTime AVP

The BootstrapInfoCreationTime AVP (AVP code 408) is of type Time. This AVP informs the NAF about the bootstrapinfo cration time of the key.
6.3.1.10
GUSS-Timestamp AVP

The GUSS-Timestamp AVP (AVP code 409) is of type Time. If transmitted this AVP informs the HSS about the timestamp of the GUSS stored in the BSF.  
6.3.1. 11 
GBA-Type

The GBA-Type AVP (AVP code 410) is of type Enumerated. The AVP informs the NAF about the authentication type that was used during bootstrapping procedure. 

The following values are defined:

· 3G GBA (0)
The 3G GBA has been performed as defined in TS 33.220 [5].

· 2G GBA (1)
The 2G GBA has been performed as defined in TS 33.220 [5].

The default value is 0 i.e. the absence of this AVP indicates 3G GBA

6.3.1. 12 
UE-Id

The UE-Id AVP (AVP code 411) is of type OctedString. The AVP informs the BSF the identity of the user. 

6.3.1. 13 
UE-Id-Type

The UE-Id-Type AVP (AVP code 412) is of type Enumerated. The AVP informs the BSF the type of the identity of the user. 

The following values are defined:

· (0)
Private user identity.

· (1)
Public user identity.

6.3.1. 14 
UICC-App-Label

The UICC-App-Label AVP (AVP code 413) is of type OctedString. The AVP informs the BSF the UICC application to be used for GBA push. 

6.3.1. 15 
UICC-ME

The UICC-ME AVP (AVP code 414) is of type Enumerated. The AVP informs the BSF the whether GBA_ME or GBA_U is to be used for GBA push. 

The following values are defined:

· GBA_ME (0)
GBA_ME shall be run.

· GBA_U (1)

GBA_U shall be run.

6.3.1. 16 
Requested-Key-Lifetime

The Requested-Key-Lifetime AVP (AVP code 415) is of type Time. The AVP informs the BSF about the requested lifetime for the NAF keys. 

6.3.1. 17
Private-Identity-Request
The Private-Identity-Request AVP (AVP code 416) is of type Enumerated. The AVP informs the BSF if the NAF requests the private identity of the user. 

The following values are defined:

·  Private identity requested (0)
.
· Private identity not requested (1)
6.3.1. 18
GBA-Push-Info

The GBA-Push-Info AVP (AVP code 417) is of type OctetString. The AVP includes the GBA-Push-Info as defined in 3GPP TS 33.223 [xx]. 

6.3.1. 19
NAF-SA-Identifier

The NAF-SA-Identifier AVP (AVP code 418) is of type OctetString. The AVP contains the NAF-SA-Identifier (P-TID). See 3GPP TS 33.223 [xx]. 
* * * Next Changes * * * *

7
Use of namespaces

This clause contains the namespaces that have either been created in this 3GPP specification, or in 3GPP specification 3GPP TS 29.229 [3] or the values assigned to existing namespaces managed by IANA.

7.1
AVP codes

This specification reserves the 3GPP vendor specific values 10415:400-499 and assigns values 10415:400-418  for the GAA from the 3GPP AVP Code namespace for 3GPP Diameter applications ([8]). The 3GPP vendor specific AVP code space is managed by 3GPP CT4. See section 6 for the assignment of the namespace in this specification.

Besides the Diameter Base Protocol AVPs [1] this specification reuses the following AVPs from 3GPP TS 29.229 [3]:
Authentication-Session-State, User-Name and SIP-Auth-Data-Item. 

7.2
Experimental-Result-Code AVP values

This specification reserves Experimental-Result-Code AVP values 10415:2401-2409 and 10415:5401-5409. See section 6.2.

7.3
Command Code values

Only Command-Codes 310 and 303 from 3GPP TS 29.229 [3] is used in this specification. 

This specification reuses only the Command-Code value, not the content of the original specification. The AVPs, that are defined required in TS 29.229 [3], but are not needed in Zh, Zn or Zpn interfaces, are removed and are therefore not required in Zh, Zn or Zpn interface messages. All new AVPs for GAA are defined optional although they may be mandatory in GAA viewpoint.

This specification does not assign new command codes to the 3GPP TS 29.229 [3]. 

* * * Next Changes * * * *

Annex X (normative): 
Web Services Definition for Zpn interface

This annex contains the Web Services Definition Language (WSDL) [14] for Zpn interface:

<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions name="GBAService"

                  targetNamespace="urn:3gpp:gba:GBAService:2007-05"

                  xmlns:typens="urn:3gpp:gba:GBAService:2007-05"

                  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 

                  xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 

                  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

                  xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"> 

  <wsdl:types>

    <xsd:schema targetNamespace="urn:3gpp:gba:GBAService:2007-05">

      <!-- Extension element definition -->

      <xsd:complexType name="tExtension">

        <xsd:sequence>

          <xsd:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xsd:sequence>

      </xsd:complexType>

      <!-- Request Bootstrapping info request parameter definitions -->

      <xsd:element name="requestGbaPushInfoRequest">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="ptid" type="xsd:string"/>

            <xsd:element name="nafid" type="xsd:base64Binary"/>

            <xsd:element name="gsid" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>

            <xsd:element name="gbaUAware" type="xsd:boolean" minOccurs="0"/>




<xsd:element name="userId" type="xsd:string"/>




<xsd:element name="userIdType" type="xsd:boolean" minOccurs="0"/>

            <xsd:element name="uiccAppLabel" type="xsd:string"/>




<xsd:element name="uiccOrMe" type="xsd:boolean" minOccurs="0"/>

            <xsd:element name="requestedLifeTime" type="xsd:dateTime"/>


<xsd:element name="privateIdRequest" type="xsd:boolean" minOccurs="0"/>
            <xsd:element name="extension" type="typens:tExtension" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request Bootstrapping info response parameter definitions -->

      <xsd:element name="requestGbaPushInfoResponse">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="impi" type="xsd:string" minOccurs="0"/>

            <xsd:element name="meKeyMaterial" type="xsd:base64Binary"/>

            <xsd:element name="uiccKeyMaterial" type="xsd:base64Binary" minOccurs="0"/>

            <xsd:element name="keyExpiryTime" type="xsd:dateTime"/>

            <xsd:element name="bootstrappingInfoCreationTime" type="xsd:dateTime"/>

            <xsd:element name="gbaType" type="xsd:string" minOccurs="0"/>

            <xsd:element name="ussList" type="xsd:string" minOccurs="0"/>

            <xsd:element name=" gbaPushInfo" type="xsd:string" minOccurs="0"/>




<xsd:element name="extension" type="typens:tExtension" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request Bootstrapping info fault parameter definitions -->

      <xsd:element name="requestGbaPushInfoFault">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="errorCode" type="xsd:integer"/>

            <xsd:element name="errorText" type="xsd:string" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

    </xsd:schema>

  </wsdl:types>

  <wsdl:message name="requestGbaPushInfoRequestMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoRequest"/>

  </wsdl:message>

  <wsdl:message name="requestGbaPushInfoResponseMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoResponse"/>

  </wsdl:message>

  <wsdl:message name="requestGbaPushInfoFaultMessage">

    <wsdl:part name="body" element="typens:requestGbaPushInfoFault"/>

  </wsdl:message>

  <wsdl:portType name="GBAServicePortType">

    <wsdl:operation name="requestGbaPushInfo">

      <wsdl:input message="typens:requestGbaPushInfoRequestMessage"/>

      <wsdl:output message="typens:requestGbaPushInfoResponseMessage"/>

      <wsdl:fault name="FaultName" message="typens:requestGbaPushInfoFaultMessage"/>

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="GBAServiceBinding" type="typens:GBAServicePortType">

    <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

    <wsdl:operation name="requestGbaPushInfo">

      <soap:operation soapAction="urn:3gpp:gba:GBAServiceAction:2007-05"/>

      <wsdl:input>

        <soap:body use="literal"/>

      </wsdl:input>

      <wsdl:output>

        <soap:body use="literal"/>

      </wsdl:output>

      <wsdl:fault name="FaultName">

        <soap:fault name="FaultName" use="literal"/>

      </wsdl:fault>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="GBAService">

    <wsdl:port name="GBAServicePort" binding="typens:GBAServiceBinding">

      <!-- add SOAP address location URI below -->

      <soap:address location="http://add.here.uri.to/GBAService"/>

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>

* * * End of Changes * * * *
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