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	Reason for change:
(

	When authenticating the user, the S-CSCF upon receiving a REGISTER request challenges the user with 401 (Unauthorized) response. The S-CSCF directs the client into using the IMS-AKA by including in the 401 (Unauthorized) response a WWW-Authenticate header with:
5)
challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header which transports:

-
a globally unique name of the S-CSCF in the realm field;

-
the RAND and AUTN parameters and optional server specific data for the UE in the nonce field;

-
the security mechanism, which is AKAv1-MD5, in the algorithm field;
-
the IK (Integrity Key) parameter for the P-CSCF in the ik field (see subclause 7.2A.1); and

-
the CK (Cipher Key) parameter for the P-CSCF in the ck field (see subclause 7.2A.1);

The S-CSCF doesn't include the qop="auth,auth-int" parameter and doesn't performs mutual authentication as described the example given in RFC-3310. The S-CSCF includes the IK and CK keys that are used as described in RFC-3329 [hence the challenge response is integrity protected].
 Based on the current procedure, the UE does NOT include the AKAv1-MD5 value in the algorithm field - but the S-CSCF is expecting it, i.e.; the S-CSCF shall: 
3)
check whether an Authorization header is included, containing:

b)
the algorithm which is AKAv1-MD5 in the algorithm field; 
The RFC-3310 also states: "When the algorithm directive is not present, it is assumed to be "MD5", (i.e. not AKAv1-MD5).
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5.1.1.5.1
General

Authentication is achieved via the registration, re-registration and deregistration procedures. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
extract the RAND and AUTN parameters;

2)
check the validity of a received authentication challenge, as described in 3GPP TS 33.203 [19] i.e. the locally calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

3)
check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or it does not contain the parameters required for the setup of the set of security associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send a new REGISTER request with a new Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2)
set up a temporary set of security associations based on the static list and parameters it received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header in the REGISTER request. The UE sets up the temporary set of security associations using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK as the shared key. The UE shall use the parameters received in the Security-Server header to setup the temporary set of security associations. The UE shall set a temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

3)
send another REGISTER request using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing: 
-
the realm directive set to the value as received in the realm directive in the WWW Authenticate header; 
-
the username directive, set to the value of the private user identity;
-
the response directive that contains the RES parameter, as described in RFC 3310 [49];

-
the uri directive, set to the SIP URI of the domain name of the home network;
-
the algorithm directive, set to the value received in the 401 (Unauthorized) response; and
-
the nonce directive, set to the value received in the 401 (Unauthorized) response.
The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the integrity protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

On receiving the 200 (OK) response for the integrity protected REGISTER request, the UE shall:

-
change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

-
use the newly established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE:
In this case, the UE will send requests towards the P-CSCF over the newly established set of security associations. Responses towards the P-CSCF that are sent via UDP will be sent over the newly established set of security associations. Responses towards the P-CSCF that are sent via TCP will be sent over the same set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associations is received from the P-CSCF, the UE shall delete the old set of security associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security associations are completed.

Whenever the 200 (OK) response is not received before the temporary SIP level lifetime of the temporary set of security associations expires or a 403 (Forbidden) response is received, the UE shall consider the registration to have failed. The UE shall delete the temporary set of security associations it was trying to establish, and use the old set of security associations. The UE should send an unprotected REGISTER message according to the procedure specified in subclause 5.1.1.2 if the UE considers the old set of security associations to be no longer active at the P-CSCF.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in subclause 5.1.1.5.3.
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