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Normative References

The following documents contain provisions, which through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TS 102.221 Release 4: "UICC-Terminal Interface; Physical and Logical Characteristics".

[2]
3GPP TS 31.101: "UICC-Terminal Interface; Physical and Logical Characteristics".

[3]
3GPP TS 31.102: "Characteristics of the USIM application".

[4]
ISO/IEC 7816‑1: "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 1: Physical characteristics".

[5]
ISO/IEC 7816‑2: "Identification cards ‑ Integrated circuit cards - Part 2: Card with contacts - Dimensions and locations of the contacts".

[6]
ISO/IEC 7816‑3: "Identification cards ‑ Integrated circuit(s) cards with contacts, Part 3: Electronic signals and transmission protocols".

[7]
ISO/IEC 7816‑4: "Identification cards ‑ Integrated circuit cards - Part 4: Organization, security and commands for interchange".

[8]
Void

[9]
Void

[10]
Void

[11]
Void

[12]
ISO/IEC 7811‑1: "Identification cards - Recording technique - Part 1: Embossing"

[13]
Void

[14]
3GPP TS 11.11: "Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface".

[15]
ETSI TS 101 220: "Smart cards; ETSI numbering system for telecommunication application providers".

[…]

6.5.5.5
Void






















[…]

7.2
Security features

7.2.1
Definition and applicability

Every file has its own specific access condition for each command which shall be fulfilled before the command can take place.

7.2.2
Conformance requirement

CR1
The USIM application shall use a global key reference  as PIN and a local key reference as PIN2.

CR2
Access with PIN2 shall be limited to the ADF (USIM).
CR3
For a USIM application on a multi-verification capable UICC, the only valid values for the usage qualifiers shall be '00' (verification requirement is not used) and '08' (user authentication knowledge based (PIN)) as defined in ISO/IEC 7816‑4 [7].

CR4
Void.
CR5
Void.
CR6
Void.
CR7
Void.
CR8
For access to DFTELECOM the PIN shall be verified.

Reference: 3G TS 31.102 [3], subclause 6.4.

Test Group Reference (TGR): TGR_USIM_TP31.102_SEC2

Test Procedure Reference (TPR): TPR_USIM_TP31.102_SEC2

7.2.3
Test purpose

To verify that the UICC conforms to the above requirements.

NOTE 1:
CR1, CR2 are tested in the subclause 6.6.4.
NOTE 2:
CR8 is not currently tested.
7.2.4
Method of test
Note: no test procedure is currently required for a single verification capable UICC.

Initial conditions

1)
The UICC shall be connected to a ME simulator.

Test procedure

For a multi-verification capable UICC

a) The ME simulator shall reset the UICC.
b) 
c) 
d) 
e) 
f) The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

The following shall be true of the response data:

· TLV DO with tag 'C6' (PS Template DO) shall contain for the Universal PIN the TLV DO with tag '95' (Usage Qualifier) and the value of this TLV shall be '00' or '08' [CR3];

[…]

g) 

h) 

a) 
b) 
c) 

d) 
e) 

7.4
Void






































8
Test Procedure (31.101)

This clause details each of the tests in each of the test groups within the Test Group TP31.101. This test suite allows testing of the IUT against the base specification with respect to:


-
General 3GPP platform requirements

-
Physical and logical characteristics

-
User verification and file access conditions

-
Files.
8.1
General 3GPP platform requirements
8.1.1
GSM/USIM application interaction and restrictions
8.1.1.1
Definition and applicability

Interaction between a GSM session and a USIM session shall be done through the activation procedure.

8.1.1.2
Conformance requirement

CR1
Activation of a USIM session shall exclude the activation of a GSM session.
CR2 
Once a USIM application session has been activated, commands sent to the UICC with CLA byte set to 'A0' shall return SW1SW2 '6E 00' (class not supported) to the ME.
CR3 
Activation of a GSM session shall exclude the activation of a USIM session.

Reference: TS 31.101 [2], subclause 4.1.

8.1.1.3
Test purpose

To verify that the UICC conforms to the above requirements.

NOTE:
CR3 is not tested as it is out of the scope of the present document.
8.1.1.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a)
The ME simulator shall reset the UICC.
b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
c)
The ME simulator shall send a STATUS command with 'A0' as the class byte.


The status condition returned by the UICC shall be SW1 = '6E', SW2 = '00' – class not supported [CR1, CR2].

d)
The ME simulator shall send a STATUS command with '80' as the class byte.


The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of a command [CR1].
8.2
Physical and logical characteristics
8.2.1
Transmission speed
8.2.1.1
Definition and applicability

The UICC shall at least operate with all mandatory values of the transmission factors F and D described in TS 31.101 [2] to ensure proper operation in the 3G environment.
8.2.1.2
Conformance requirement

CR1
The UICC shall support (F, D) = (512, 32) in addition to those required by TS 102.221 [1].

Reference: TS 31.101, subclause 5.1.

8.2.1.3
Test purpose

To verify that the UICC conforms to the above requirements.

8.2.1.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test Procedure 1
Test procedure 1 is only applicable to UICCs supporting the T = 0 protocol.
a)
The ME simulator shall cold reset the UICC.
b)
The ME simulator shall send a PPS-Request to the UICC, selecting T = 0 protocol and (F, D) = (512, 32).

The UICC shall send a valid PPS-Response indicating support for the requested parameters.
c)
The ME simulator shall send a STATUS command with P2 = '00' at (F, D) = (512, 32).

The UICC shall send a status word indicating successful command execution [CR1].
Test Procedure 2
Test procedure 2 is only applicable to UICCs supporting the T = 1 protocol.
a)
The ME simulator shall cold reset the UICC.
b)
The ME simulator shall send a PPS-Request to the UICC, selecting T = 1 protocol and (F, D) = (512, 32).

The UICC shall send a valid PPS-Response indicating support for the requested parameters.
c)
The ME simulator shall send a STATUS command with P2 = '00' at (F, D) = (512, 32).

The UICC shall send a status word indicating successful command execution [CR1].
8.2.2
Voltage classes
8.2.2.1
Definition and applicability

The UICC shall support voltage classes as specified in TS 31.101 [2].
8.2.2.2
Conformance requirement

CR1
A UICC holding a USIM application shall support at least two consecutive voltage classes as defined in TS 102.221 [1], e.g. AB or BC.
CR2
If the UICC supports more than two classes, they shall all be consecutive, e.g. ABC.

Reference: TS 31.101 [2], subclause 5.2.

8.2.2.3
Test purpose

To verify that the UICC conforms to the above requirements.

8.2.2.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a)
The ME simulator shall reset the UICC.


The UICC shall send the ATR sequence.

The supply voltage class indicator (the lower 6 bits in TA(i) after the first occurrence of T = 15 in TD(i-1) for I > 2) shall be exist and one of the following values:
-
'03', '06', '07' [CR1, CR2].
8.2.3
File Control Parameters (FCP)

8.2.3.1
Definition and applicability

It shall be mandatory for all cards complying with TS 31.101 [2] to support all functions described therein.

8.2.3.2
Conformance requirement

CR1
The value indicated in the Minimum application clock frequency object shall not exceed 3 MHz, corresponding to '1E'.

Reference: TS 31.101 [2], subclause 5.3.

8.2.3.3
Test purpose

To verify that the UICC conforms to the above requirements.

8.2.3.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command with AID to the UICC to select and activate the USIM application.
The status returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command.
If the returned FCP contains the Proprietary Information object (Tag 'A5') and the Proprietary Information object contains the Minimum application clock frequency object (Tag '82') then:

-
The Application minimum clock frequency value shall not exceed '1E', which corresponds to 3 MHz. [CR1]

8.3
User verification and file access conditions
8.3.1
Definition and applicability

Every file has its own specific access condition for each command which shall be fulfilled before the command can take place.

8.3.2
Conformance requirement

CR1
Every file related to a 3GPP application shall have a reference to an access rule stored in EFARR.

CR2
A multi-verification capable UICC holding a 3GPP application shall support the referenced format using SEID as defined in TS 102 221 [1].

CR3
A 3GPP application residing on a multi-verification capable UICC shall support the replacement of its application PIN with the Universal PIN, key reference '11', as defined in TS 102 221 [1].

CR4
Only the Universal PIN is allowed as a replacement.

Reference: TS 31.101 [2], subclause 7.

8.3.3
Test purpose

To verify that the UICC conforms to the above requirements.

NOTE 1:
CR3 is tested in the subclause 6.6.3.
NOTE 2:
CR4 is not currently tested in this document.
8.3.4
Method of test

Initial conditions

1)
The UICC shall be connected to a ME simulator.

Test procedure 1
This test procedure is only applicable to multi-verification capable UICCs.
a)
The ME simulator shall reset the UICC.
b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.
c)
The ME simulator shall send a SELECT command to the UICC to select the first EF in the USIM application.

The response data shall contain the TLV DO with with tag '8B' indicating Referenced Security Attributes and shall contain the file ID and EFARR record numbers for SEID = 0 and SEID = 1 [CR1, CR2].

d)
Step c) shall be repeated for all the EFs under the selected USIM in the UICC.

Test procedure 2

This test procedure is only applicable to single verification capable UICCs.
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select and activate USIM application.

c)
The ME simulator shall send a SELECT command to the UICC to select the first EF in the USIM application.

The response data shall contain the TLV DO with with tag '8B' indicating Referenced Security Attributes [CR1].

d)
Step c) shall be repeated for all the EFs under the selected USIM in the UICC.

8.4
Files

8.4.1
Contents of the EFs at the MF level
8.4.1.1
Definition and applicability

It shall be mandatory for all cards complying with TS 31.101 [2] to support all functions described therein.

8.4.1.2
Conformance requirement

CR1
EFARR under MF is mandatory.

CR2
EFDIR entries for 3GPP applications shall contain the Application Identifier and the Application Label as mandatory elements.

CR3
EFDIR entries for 3GPP applications shall not contain a path object for application selection.

Reference: TS 31.101 [2], subclause 8.1.
8.4.1.3
Test purpose

To verify that the Elementary Files within the UICC application structure conform to the above requirements.

8.4.1.4
Method of test

Initial conditions
1)
The UICC shall be connected to a ME simulator.

Test procedure
a)
The ME simulator shall reset the UICC.

b)
The ME simulator shall send a SELECT command to the UICC to select EFARR.


The status condition returned by the UICC shall be SW1 = '90', SW2 = '00' – normal ending of the command [CR1].
b)
The ME simulator shall send a SELECT command to the UICC to select EFDIR.

c)
Step d) shall be repeated for each record in EFDIR.
d)
The ME simulator shall send a READ RECORD command with NEXT mode to the UICC.

If the EFDIR entry contains a 3GPP application (i.e. contains an AID matching the AID of a 3GPP application as defined in TS 101 220 [15]), then:

-
the Application Label shall be present [CR2];


-
a File Reference (tag '51') TLV DO shall not be present [CR3].
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