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Work Item Description

Title

TCAPsec Gateway Function 

Is this Work Item a "Study Item"? (Yes / No): 
No
1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	
	Services


2

Linked work items

Network Domain Security; SS7 security Gateway (NDS/TCAPsec), (TS 33.204, SA3)
3

Justification

An identified security weakness in 2G and 3G systems is the absence of security in SS7 networks. The work on MAPsec Rel-4 within 3GPP, would allow network operators to secure SS7 connections for all MAP messages passing between them. However, automatic key management was not finalised, and without this feature, MAPsec is difficult to set up and operate in a large scale. Furthermore, with changes needed in every MAP NE, the Rel-4 MAPsec suffered from low acceptance from vendors and operators. 

GSMA IREG have requested to complete the work on MAPsec and to a support the use of  gateways (see N4-041252). SA WG3  have re-initiated the work for Rel-7, where further steps were suggested. 
Rather than protecting only MAP messages at the MAP-Network Entity (HLR, VLR, MSC, EIR, gsmSCF, SGSN, GGSN,...) it is envisaged to protect all TCAP user messages (including MAP, CAP and possibly others) at an SS7 Security Gateway which is located at the PLMN's border.
4

Objective

The objective is to create a Technical Specification that covers network architecture, routeing considerations, and protocol details with regard to the SS7 Security Gateway. The TS shall replace TR 29.800 which is the result of the study item on the TCAPsec Gateway Concept. 
5

Service Aspects



None

6

MMI-Aspects



None

7

Charging Aspects



None

8

Security Aspects



This is a security work item
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	X

	Don't know
	
	
	
	
	


10
Expected Output and Time scale (to be updated at each plenary) 

	New specifications


	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS 29.204
	TCAP-user Security
	CT4
	SA3
	CT#31
	CT#32
	This normative TS replaces TR 29.800

	Affected existing specifications


	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	29.002
	
	Removal of MAPsec material
	31
	Withdraw the NE-based solution for Rel-7

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s)
Ulrich Wiehe (Siemens)
12

Work item leadership

CT4 (SA3 may be consulted regarding further stage 2 requirements)
13

Supporting Companies

T-Mobile, Siemens, Vodafone, Orange

14

Classification of the WI (if known)

	
	Study Item (no further information required)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

14b
The WI is a Building Block: parent Feature 

14c
The WI is a Work Task: parent Building Block

