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	Reason for change:
(

	In current version of TS 24.234, two parameters are used to manage multiple tunnels at PDG, i.e. the maximum number of tunnels per IKE security association and a per user count for the number of tunnels. However if a user establishes more then one IKE SA with a PDG, a per user count is not enough. For example, max number of IPsec SA (I-WLAN tunnels) per IKE is equal to 3, which is configured at PDGs. That means there are at most three tunnels which can be established per IKE SA. Now there are two IKE SAs (i.e. IKE SA #1 and IKE SA #2) established between WLAN UE and PDG. And there are two tunnels established within IKE SA #1 and there are two tunnels established within IKE SA #2, in this case per user count is equal to 4. Then if WLAN UE initiates additional tunnel establishment to PDG, PDG will reject the request, for the per user count (i.e. =4) is greater than max number of IPsec SA (I-WLAN tunnels) per IKE (i.e. =3). But in fact, the request should not be rejected for the number of tunnels within each IKE SA has not reached the limitation.

[image: image1.emf]IKE SA #1

IKE SA #2

IPsec SA #1 (Tunnel #1)

IPsec SA #2 (Tunnel #2)

IPsec SA #1 (Tunnel #1)

IPsec SA #2 (Tunnel #2)

}

per user

count = 4

Max number of IPsec SA (I-WLAN

tunnels) per IKE = 3

Max number of IPsec SA (I-WLAN

tunnels) per IKE = 3

WLAN UE

PDG



	
	

	Summary of change:
(

	Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of I-WLAN tunnels inside an already established IKE security association.

There is also an editorial modification is subclause 8.1.
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not approved:
	A PDG will not know the actual number of tunnels estalished inside every IKE SA and then will not control multiple tunnels correctly

	
	

	Clauses affected:
(

	8.1, 8.2.2.5

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	Affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

First Modification

8.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the WLAN UE and the PDG. Tunnel Establishment procedure is always initiated by a WLAN UE, whereas Tunnel Disconnection procedure can be initiated by the WLAN UE or network.

Tunnel Establishment procedures can be initiated by a WLAN UE without having been previously authenticated for WLAN Direct IP Access. There is no requirement to use the full authentication mechanism for the first tunnel establishment if the WLAN UE is already authenticated for WLAN interworking. However, if the WLAN UE is attempting WLAN 3GPP IP Access without being authenticated earlier, i.e. not having received previously any temporary identity; full authentication mechanism shall be used by the 3GPP network and WLAN UE (using the IMSI).
The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [5].
Last Modification

8.2.2.5
Additional tunnel establishment and in place rekeying

Every active IKE security association shall be associated with a counter maintained by the PDG. The counter is used to indicate the number of IPsec ESP security associations (I-WLAN tunnels) inside an already established IKE security association.
On receipt of a "CREATE_CHILD_SA" request from the WLAN_UE, the PDG shall check: 


If the SA payload is of type ESP and the message contains a NOTIFY payload of type "REKEY SA", the WLAN UE is attempting to rekey an existing IPsec security association (I-WLAN tunnel). The PDG shall use the procedures defined in draft-ietf-ipsec-ikev2 [14] to setup the new IPsec ESP security association (I-WLAN tunnel) and shall subsequently delete the old IPsec ESP security association (I-WLAN tunnel) after successful completion of the procedure. 


If the SA payload is of type ESP and does not contain a "REKEY SA" NOTIFY PAYLOAD, then the WLAN UE is attempting to establish an additional IPsec ESP security association (I-WLAN tunnel).  The PDG shall check: 


If the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is less than the configured maximum number of IPsec ESP security associations (I-WLAN tunnels) per IKE security assocation, then the PDG shall proceed to set up the additional IPsec ESP security association (I-WLAN tunnel) as defined in draft-ietf-ipsec-ikev2 [14] and shall respond with the CREATE_CHILD response message. The PDG shall increment its maintained count of the number of IPsec ESP security associations (I-WLAN tunnels) for that IKE security assocation.


If the count of the number of IPsec ESP security associations (I-WLAN tunnels) inside the IKE security assocation is greater than or equal to the configured maximum number of tunnels per IKE security assocation, the PDG shall reject the establishment request by replying with a CREATE_CHILD_SA reponse with a NOTIFY payload of type "NO_ADDITIONAL_SAS".


If the SA payload is of type IKE, then the user is attempting to rekey the existing IKE security association. The PDG shall use the procedures defined in draft-ietf-ipsec-ikev2 [14] to setup the new IKE security association and shall subsequently delete the old IKE security association on successful completion of the procedure.
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