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***** First modification (Section 4.2) *****

Step 4.

When the BSF receives the MAA message, the BSF shall check the value of the SIP-Authentication-Scheme AVP. If the BSF does not support the authentication-scheme the BSF shall stop processing the message and should indicate an error via the O&M subsystem.
The BSF generates the needed key material (Ks) from confidential key (CK) and integrity key (IK) as described in 3GPP TS 33.220 [5] and stores temporarily the tuple <IMPI,Ks,GBA-UserSecSettings> for further use in GAA applications. The rest of the bootstrapping procedure in Ub interface will later add also the  Bootstrapping Transaction  Identifier (B-TID) to that tuple as key and the key lifetime (expiry time).

***** Next modification (Section 5.2) *****

Step 3


After that the BSF shall send a Bootstrapping-Info-Answer message (BIA) back to the NAF. 

< Boostrapping-Info-Answer> ::= < Diameter Header: 310, PXY, 16777220 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result]
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
[ User-Name ]
; IMPI
[ ME-Key-Material ]
; Required
[ UICC-Key-Material ]
; Conditional
[ Key-ExpiryTime ]
; Time of expiry
[ BootstrapInfoCreationTime ]
; Bootstrapinfo creation time
[ GBA-UserSecSettings ]
; Selected USSs

[ GBA-Type ]
; GBA type used in bootstrapping
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]


The BSF may or may not send  the User-name AVP (IMPI) according its configuration.


The mandatory common key material with the ME (Ks_NAF or Ks_ext_NAF) is sent in the ME-Key-Material AVP. The common key material with the UICC (Ks_int_NAF) is optionally sent in the UICC-Key-Material AVP only if the “uiccType” tag in bsfInfo from the HSS is set to "GBA_U".


The Key-ExpiryTime AVP contains the expiry time of the Bootstrapping information in the BSF according its configuration. The expiry time is represented according the Diameter Time data format in seconds that have passed since 0h on January 1, 1900 UTC . If a special key lifetime value is given in the “lifeTime” tag inside the bsfInfo from the HSS in bootstraping procedure, it is used instead of the BSF default configuration value when the expiry time is calculated.


The BootstrapInfoCreationTime AVP contains the bootstrapinfo creation time, i.e., creation time of the Bootstrapping information in the BSF. The bootstrapinfo creation time is represented in seconds that have passed since January 1, 1900 00:00:00.000 UTC.


The BSF selects the appropriate User  Security Settings (if any) to the GBA-UserSecSettings AVP from stored GAA-UserSecSettings in Bootstrapping information according the GBA-Service-Identifier AVPs in the request message.

The BSF shall indicate the type of used authentication in the bootstrapping procedure to the NAF in GBA-Type, if other than 3G GBA type has been performed.
When the NAF receives the BIA message, the NAF shall check the value of the GBA-Type AVP if it is included in the message. If the NAF does not support the GBA-Type the NAF shall stop processing the message and should indicate an error via the O&M subsystem. The further procedure in the NAF when the BIA is received is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and optionally in GAA service type specific TSs.


***** Next modification *****

6.3
AVPs

The AVPs defined in 3GPP TS 29.229 [3] for 3GPP IMS Cx interface Multimedia-Auth-Request/Answer messages are used as they are.

The following table describes the additional new Diameter AVPs defined for the Zh and Zn interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.1: New Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	GBA-UserSecSettings
	400
	6.3.1.1
	OctedString
	M, V
	
	
	
	No

	Transaction-Identifier
	401
	6.3.1.2
	OctetString
	M, V
	
	
	
	No

	NAF-Hostname
	402
	6.3.1.3
	OctetString
	M, V
	
	
	
	No

	GAA-Service-Identifier
	403
	6.3.1.4
	OctedString
	M, V
	
	
	
	No

	Key-ExpiryTime
	404
	6.3.1.5
	Time
	M, V
	
	
	
	No

	ME-Key-Material
	405
	6.3.1.6
	OctedString
	M, V
	
	
	
	No

	UICC-Key-Material
	406
	6.3.1.7
	OctedString
	M, V
	
	
	
	No

	GBA_U-Awareness-Indicator
	407
	6.3.1.8
	Enumerated
	M, V
	
	
	
	No

	BootstrapInfoCreationTime
	408
	6.3.1.9
	Time
	M, V
	
	
	
	No

	GBA-Type
	410
	6.3.1.11
	Enumerated
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header.



***** Next modification (Section 6.3.1) *****

6.3.1.xy
GBA-Type

The GBA-Type AVP (AVP code 410) is of type Enumerated. The AVP informs the NAF about the authentication type that was used during bootstrapping procedure. 

The following value is defined:

· 3G GBA (0)
The 3G GBA has been performed as defined in TS 33.220 [5].

The default value is 0 i.e. the absence of this AVP indicates 3G GBA

***** Next modification *****

7.1
AVP codes

This specification reserves the 3GPP vendor specific values 10415:400-499 and assigns values 10415:400-408, and 410 for the GAA from the 3GPP AVP Code namespace for 3GPP Diameter applications ([8]). The 3GPP vendor specific AVP code space is managed by 3GPP CT4. See section 6 for the assignment of the namespace in this specification.
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