Page 1



3GPP TSG-CT WG4 Meeting #28
C4-051337
London, UK. 29th August to 2nd September 2005.
	CR-Form-v7.1

	CHANGE REQUEST

	

	(

	23.003
	CR
	102
	(

rev
	2
	(

Current version:
	6.7.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	Corrections to "3gppnetwork.org" addressing

	
	

	Source:
(

	Vodafone, Nokia

	
	

	Work item code:
(

	TEI
	
	Date: (

	06/07/2005

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel‑6

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

     Rel-7
(Release 7)



	
	

	Reason for change:
(

	Essential Correction

The domain name "mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org" was recently approved by GSMA IREG to be used for all domain names that are to be resolvable by User Equipment. This is because the domain name "mnc<MCC>.mcc<MCC>.3gppnetwork.org" is resolvable only by trusted entities connected to the GRX (UEs are not considered to be trusted).

As such, the Boot Strapping Function needs to be correct and this. Also, this concept needs to be conveyed to the 3GPP community and the 3GPP procedure for requesting new sub‑domains of "3gppnetwork.org" updated appropriately.

	
	

	Summary of change:
(

	The BSF address has been corrected to use the UE resolvable domain name of "mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org".

Also, there is the danger that the BSF address could still result in being "bsf.mnc<MNC>.mcc<MCC>.3gppnetwork.org" if the ISIM is to be used instead of the USIM as the authenticator and the IMPI is pre‑configured to be a sub‑domain of "mnc<MNC>.mcc<MCC>.3gppnetwork.org", e.g. "ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org". Therefore, a health warning to operators is added.

The description of the applicability and use of the ".3gppnetwork.org" domain and the process of requesting new sub‑domains thereof, has been updated.

Finally, a clean‑up of the references has been done, including the removal of a duplicate reference ("while we've got the lid off"!).

	
	

	Consequences if 
(

not approved:
	The BSF will not be reachable by the UE. 

For new services, it not be known what sub‑domain of ".3gppnetwork.org" to use when developing service realisation, which may then lead into choosing the wrong one.
If the more secure sub‑domain is used when the more open one should have been chosen, then the UE will never be able to connect to the network. If the open one is used when the more conservative one should have been chosen, this could have security implications on the inter‑operator IP backbone network (known as the "GRX"); in particular, the current high confidentiality of its topology.

	
	

	Clauses affected:
(

	1.1.1, 4.1, 4.2, 16, Annex D, Annex E

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

**** First Modified Section ****
1.1
References

1.1.1
Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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**** Second Modified Section ****
4
Identification of location areas and base stations

4.1
Composition of the Location Area Identification (LAI)

The Location Area Identification shall be composed as shown in figure 3:
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Figure 3: Structure of Location Area Identification

The LAI is composed of the following elements:

-
Mobile Country Code (MCC) identifies the country in which the GSM PLMN is located. The value of the MCC is the same as the three digit MCC contained in international mobile subscriber identity (IMSI);

-
Mobile Network Code (MNC) is a code identifying the GSM PLMN in that country. The MNC takes the same value as the two or three digit MNC contained in IMSI;

-
Location Area Code (LAC) is a fixed length code (of 2 octets) identifying a location area within a PLMN. This part of the location area identification can be coded using a full hexadecimal representation except for the following reserved hexadecimal values:


0000, and


FFFE.


These reserved values are used in some special cases when no valid LAI exists in the MS (see 3GPP TS 24.008 [5], 3GPP TS 31.102 [27] and 3GPP TS 51.011 [9]). 

A specific GSM PLMN code (MCC + MNC) may be broadcast for mobile stations which are not compatible with SoLSA and which do not understand the exclusive access indicator (see 3GPP TS 23.073 [30]). The reserved value of the escape PLMN code is MCC = 901 and MNC = 08.

4.2
Composition of the Routing Area Identification (RAI) 

The Routing Area Identification shall be composed as shown in figure 4:
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Figure 4: Structure of Routing Area Identification

The RAI is composed of the following elements:

-
A valid Location Area Identity (LAI) as defined in clause 4.1. Invalid LAI values are used in some special cases when no valid RAI exists in the mobile station (see 3GPP TS 24.008 [5], 3GPP TS 31.102 [27] and 3GPP TS 51.011 [9]).

-
Routeing Area Code (RAC) which is a fixed length code (of 1 octet) identifying a routeing area within a location area.

**** Third Modified Section ****
16
Numbering, addressing and identification within the GAA subsystem

16.1
Introduction

This clause describes the format of the parameters needed to access the GAA system. For further information on the use of the parameters see 3GPP TS 33.221 [58]. For more information on the ".3gppnetwork.org" domain name and its applicability, see Annex D of the present document.

16.2
BSF address

The Bootstrapping Server Function (BSF) address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [19]. The UE shall discover the BSF address from the identity information related to the UICC application that is used during the bootstrapping procedure i.e. IMSI for USIM, or IMPI for ISIM, in the following way:

-
In the case where the USIM is used in bootstrapping, the BSF address shall be derived as follows:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;

2.
use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org" domain name;

3.
add the label "bsf." to the beginning of the domain.

Example 1:
If IMSI in use is "234150999999999", where MCC=234, MNC=15, and MSIN=0999999999, the BSF address would be "bsf.mnc015.mcc234.pub.3gppnetwork.org".

-
In the case where ISIM is used in bootstrapping, the BSF address shall be derived as follows:

1.
extract the domain name from the IMPI;

2.
add the label "bsf." to the beginning of the domain.

Example 2:
If the IMPI in use is "user@operator.com", the BSF address would be "bsf.operator.com ".

NOTE:
If the domain name in the IMPI configured in the ISIM is a sub‑domain of "mnc<MNC>.mcc<MCC>.3gppnetwork.org" then a BSF address derived from such an IMPI will not be reachable! Operators are therefore warned to avoid using this domain name and sub‑domains thereof as a domain name in the IMPI if GBA/GAA is to be configured in their UEs to use the ISIM.

**** Fourth Modified Section ****
Annex D (informative):
Applicability and use of the ".3gppnetwork.org" domain name

There currently exists a private IP network between operators to provide connectivity for user transparent services that utilise protocols that rely on IP. This includes (but is not necessarily limited to) such services as GPRS/PS roaming, WLAN roaming, GPRS/PS inter‑PLMN handover and inter‑MMSC MM delivery. This inter‑PLMN IP backbone network consists of indirect connections using brokers (known as GRXs – GPRS Roaming Exchanges) and direct inter‑PLMN connections (e.g. private wire); it is however not connected to the Internet. More details can be found in GSMA PRD IR.34 [57].

Within this inter‑PLMN IP backbone network, the domain name ".gprs" was originally conceived as the only domain name to be used to enable DNS servers to translate logical names for network nodes to IP addresses (and vice versa). However, after feedback from the Internet Engineering Task Force (IETF) it was identified that use of this domain name has the following drawbacks:

1. Leakage of DNS requests for the ".gprs" top level domain into the public Internet is inevitable at sometime or other, especially as the number of services (and therefore number of nodes) using the inter‑PLMN IP backbone increases. In the worst case scenario of faulty clients, the performance of the Internet's root DNS servers would be seriously degraded by having to process requests for a top level domain that does not exist.

2. It would be very difficult for network operators to detect if/when DNS requests for the ".gprs" domain were leaked to the public Internet (and therefore the security policies of the inter‑PLMN IP backbone network were breached), because the Internet's root DNS servers would simply return an error message to the sender of the request only.

To address the above, the IETF recommended using a domain name that is routable in the pubic domain but which requests to it are not actually serviced in the public domain. The domain name ".3gppnetwork.org" was chosen as the new top level domain name to be used (as far as possible) within the inter‑PLMN IP backbone network. Originally, only the DNS servers connected to the inter‑PLMN IP backbone network were populated with the correct information needed to service requests for all sub‑domains of this domain. However, it was later identified that some new services needed their allocated sub‑domain(s) to be resolvable by the UE and not just network nodes. To address this, a new, higher‑level sub‑domain was created, "pub.3gppnetwork.org", to be used in all domain names that need to be resolvable by UEs (and possibly network nodes too).
Therefore, DNS requests sent to the local area networks (possibly connected to the Internet) for the "pub.3gppnetwork.org" domain name can be resolved, while requests for all other sub‑domains of "3gppnetwork.org" can simply be configured to return the usual DNS error for unknown hosts (thereby avoiding potential extra load on the Internet's root DNS servers).

The GSM Association is in charge of allocating new sub‑domains of the ".3gppnetwork.org" domain name. The procedure for requesting new sub‑domains can be found in Annex E.

**** Last Modified Section ****
Annex E (normative):
Procedure for sub‑domain allocation

When a 3GPP member company identifies the need for a new sub‑domain name of ".3gppnetwork.org", that 3GPP member company shall propose a CR to this specification at the earliest available meeting of the responsible working group for this TS. The CR shall propose a new sub‑domain name. The new sub‑domain proposed shall be formatted in one of the formats as described in the following table.
	Sub‑domain Format
	Intended Usage

	<service_id>.mnc<MNC>.mcc<MCC>.3gppnetwork.org
(see notes 1 and 2)
	Domain name that is to be resolvable by network nodes only. This format inherently adds protection to the identified node, in that attempted DNS resolutions instigated directly from end user equipment will fail indefinitely.

	<service_id>.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
(see notes 1 and 2)
	Domain name that is to be resolvable by UEs and/or network nodes. This format inherently adds global resolution capability, but at the expense of confidentiality of network topology.


Table X: Sub‑domain formats for the "3gppnetwork.org" domain and their respective intended usage


NOTE 1:
"<service_ID>" is a chosen label, conformant to DNS naming conventions (usually IETF RFC 1035 [19] and IETF RFC 1123 [20]) that clearly and succinctly describe the service and/or operation that is intended to use this sub‑domain.
NOTE 2:
"<MNC>" and "<MCC>" are the MNC (padded to the left with a zero, if only a 2‑digit MNC) and MCC of a PLMN.
Care should be taken when choosing which format a domain name should use. Once a format has been chosen, the responsible working group shall then check the CR and either endorse it or reject it. If the CR is endorsed, then the responsible working group shall send an LS to the GSMA IREG describing the following key points:

-
the context

-
the service

-
intended use

-
involved actors

-
proposed new sub‑domain name

GSMA IREG will then verify the consistence of the proposal and its usage within the domain’s structure and interworking rules (e.g. access to the GRX Root DNS servers). GSMA IREG will then endorse or reject the proposal and inform the responsible working group (in 3GPP). It is possible that GSMA IREG will also specify, changes to the newly proposed sub‑domain name (e.g. due to requested sub‑domain name already allocated).

It should be noted that services already defined to use the ".gprs" domain name will continue to do so and shall not use the new domain name of ".3gppnetwork.org"; this is to avoid destabilising services that are already live.
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