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Problem

The current structuring of exceptions is not intuitive.  A SUN contribution has proposed using correct, structured exceptions.  Lucent volunteered to draw up and maintain a document, listing which framework methods threw which exceptions (e.g. which TpResult values could be expected in the exception).  This is the document, based on input from the working group e-mail list.  The document was sent around on the e-mail list in draft form shortly after the Anwerp Ad Hoc in March.  This document is to form the basis of the changes to be made to the specification with regard to framework exceptions. 

Proposal

The proposal is to replace the current TpResult-based exceptions with the exception structures representing the following exceptionsand including a string field, which shall be used to convey additional information in a free-form text format.  If the exception is parameter-based, then this may be the name of the parameter to which the exception relates.
Common:

P_INVALID_CRITERIA

P_RESOURCES_UNAVAILABLE

P_TASK_CANCELLED

P_TASK_REFUSED

P_INVALID_INTERFACE_TYPE

P_INVALID_INTERFACE_NAME

P_NO_CALLBACK_ADDRESS_SET

P_INVALID_PROPERTY

P_INVALID_SESSION_ID

P_INVALID_TIME_AND_DATE_FORMAT
P_METHOD_NOT_SUPPORTED
Framework specific:

P_INVALID_SERVICE_ID

P_ACCESS_DENIED

P_SERVICE_ACCESS_DENIED

P_SERVICE_NOT_ENABLED

P_INVALID_AUTH_CAPABILITY

P_NO_ACCEPTABLE_AUTH_CAPABILITY

P_INVALID_AGREEMENT_TEXT

P_INVALID_SERVICE_TOKEN

P_INVALID_SIGNING_ALGORITHM

P_INVALID_SIGNATURE

P_INVALID_DOMAIN_ID

P_INVALID_ACCESS_TYPE

P_ILLEGAL_SERVICE_TYPE

P_UNKNOWN_SERVICE_TYPE

P_PROPERTY_TYPE_MISMATCH

P_DUPLICATE_PROPERTY_NAME

P_MISSING_MANDATORY_PROPERTY

We would like to add these FW specific exceptions:

P_INVALID_SERVICE_TYPE

P_INVALID_CLIENT_APP_ID

P_INVALID_AUTH_TYPE

P_INVALID_SAG_ID

P_INVALID_SERVICE_PROFILE_ID

P_INVALID_SERVICE_CONTRACT_ID

P_INVALID_ACTIVITY_TEST_ID

P_INVALID_ENT_OP_ID

We propose to remove P_INVALID_DOMAIN as it is too general.  The middleware will probably not allow an invalid domain ID type to be placed into a TpDomainID.
We considered adding an exception to cover the case where a service contract/profile is deleted when there are still SAGs assigned, but we decided that the P_TASK_REFUSED exception would be acceptable in this case, with the reason placed in the exception’s string field.
Resultant Changes
Now that P_INVALID_CRITERIA has been made common, the FW event notification can use it too.

Exceptions such as P_PARAMETER_MISSING and P_INVALID_PARAMETER should probably by something taken care of by the middleware, not the API.  

P_INVALID_PARAMETER_VALUE is valid for ANY method with a parameter, but again should probably be something taken care of by the middleware.

If a method is not shown as throwing an exception, then it can throw any exception declared in the “All:” block for that interface, but nothing else has yet been identified.

IpApp* interfaces are not complete – Input is needed on these.  The current thinking is that client side methods should not be unable to throw exceptions, as there is probably nothing that the server side can do about them.  This is akin to Java, where listener interfaces do not throw exceptions.
IpAppAPILevelAuthentication


All:



P_RESOURCES_UNAVAILABLE


authenticate



P_INVALID_AUTH_CAPABILITY


abortAuthentication

IpAppAccess


All:



P_RESOURCES_UNAVAILABLE


signServiceAgreement



P_INVALID_AGREEMENT_TEXT



P_INVALID_SERVICE_TOKEN



P_INVALID_SIGNING_ALGORITHM


terminateServiceAgreement



P_INVALID_SIGNATURE



P_INVALID_SERVICE_TOKEN


terminateAccess



P_INVALID_SIGNATURE



P_INVALID_SIGNING_ALGORITHM

IpInitial


All:



P_TASK_CANCELLED



P_TASK_REFUSED



P_RESOURCES_UNAVAILABLE


initiateAuthentication



P_INVALID_DOMAIN_ID



P_INVALID_INTERFACE_TYPE



P_INVALID_AUTH_TYPE

IpAuthentication


All:



P_RESOURCES_UNAVAILABLE


requestAccess



P_ACCESS_DENIED



P_TASK_CANCELLED



P_INVALID_ACCESS_TYPE



P_INVALID_INTERFACE_TYPE

IpAPILevelAuthentication


All:



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


selectEncryptionMethodMethod



P_NO_ACCEPTABLE_AUTH_CAPABILITY


authenticate



P_TASK_CANCELLED



P_INVALID_AUTH_CAPABILITY


abortAuthentication



P_TASK_CANCELLED

IpAccess


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


obtainInterface



P_INVALID_INTERFACE_NAME


obtainInterfaceWithCallback



P_INVALID_INTERFACE_NAME



P_INVALID_INTERFACE_TYPE



P_NO_CALLBACK_ADDRESS_SET - if interface is NULL


selectService



P_INVALID_SERVICE_ID


signServiceAgreement



P_INVALID_AGREEMENT_TEXT



P_INVALID_SERVICE_TOKEN



P_INVALID_SIGNING_ALGORITHM



P_SERVICE_ACCESS_DENIED


terminateServiceAgreement



P_INVALID_SERVICE_TOKEN



P_INVALID_SIGNATURE


endAccess



P_INVALID_PROPERTY

IpServiceDiscovery


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


listServiceTypes


describeServiceType



P_ILLEGAL_SERVICE_TYPE



P_UNKNOWN_SERVICE_TYPE


discoverService



P_ILLEGAL_SERVICE_TYPE



P_UNKNOWN_SERVICE_TYPE



P_INVALID_PROPERTY


listSubscribedServices

IpAppFaultManager


All:



activityTestRes


appActivityTestReq


fwFaultRecoveryInd


svcUnavailableInd


genFaultStatsRecorRes


fwUnavailableInd

IpFaultManager


All:



P_TASK_CANCELLED



P_INVALID_SERVICE_ID



P_RESOURCES_UNAVAILABLE


activityTestReq


appActivityTestRes



P_INVALID_ACTIVITY_TEST_ID


svcUnavailableInd


genFaultStatsRecordReq

IpAppHeartBeatMgmt


All:



P_INVALID_SESSION_ID


enableAppHeartBeat



P_NO_CALLBACK_ADDRESS_SET - if interface is null



P_INVALID_INTERFACE_TYPE


disableAppHeartBeat


changeTimePeriod

IpAppHeartBeat


send



P_INVALID_SESSION_ID

IpHeartBeatMgmt


All:



P_INVALID_SESSION_ID



P_RESOURCES_UNAVAILABLE


enableHeartBeat



P_NO_CALLBACK_ADDRESS_SET


disableHeartBeat


changeTimePeriod

IpHeartBeat


send



P_INVALID_SESSION_ID

IpAppLoadManager


All:


queryAppLoadReq


queryLoadRes


queryloadErr


loadLevelNotification


resumeNotification


suspendNotification

IpLoadManager


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


reportLoad


queryLoadReq



P_INVALID_SERVICE_ID



P_SERVICE_NOT_ENABLED



P_NO_CALLBACK_ADDRESS_SET


queryAppLoadRes


queryAppLoadErr


registerLoadController/createLoadLevelNotification



P_INVALID_SERVICE_ID


unregisterLoadController/destroyLoadLevelNotification



P_INVALID_SERVICE_ID


resumeNotification



P_INVALID_SERVICE_ID



P_SERVICE_NOT_ENABLED


suspendNotification



P_INVALID_SERVICE_ID



P_SERVICE_NOT_ENABLED

IpOAM


systemDateTimeQuery



P_INVALID_TIME_AND_DATE_FORMAT

IpAppOAM


systemDateTimeQuery



P_INVALID_TIME_AND_DATE_FORMAT

IpAppEventNotification


All:



P_RESOURCES_UNAVAILABLE


reportNotification



P_INVALID_ASSIGNMENT_ID


notificationTerminated

IpEventNotification


All:



P_TASK_CANCELLED



P_ACCESS_DENIED


createNotification



P_INVALID_CRITERIA



P_INVALID_EVENT_TYPE


destroyNotification



P_INVALID_ASSIGNMENT_ID

IpClientAppManagement


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


createClientApp



P_INVALID_CLIENT_APP_ID - if duplicate


modifyClientApp



P_INVALID_CLIENT_APP_ID - if not found


deleteClientApp



P_INVALID_CLIENT_APP_ID - if not found 


createSAG



P_INVALID_CLIENT_APP_ID - if not found, or no clientApp object for this ID



P_INVALID_SAG_ID - if duplicate


modifySAG



P_INVALID_SAG_ID - if not found


deleteSAG



P_INVALID_SAG_ID - if not found


addSAGMembers



P_INVALID_CLIENT_APP_ID - if no clientApp object for this ID



P_INVALID_SAG_ID


removeSAGMembers



P_INVALID_CLIENT_APP_ID



P_INVALID_SAG_ID

IpClientAppInfoQuery


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


getClientApp



P_INVALID_CLIENT_APP_ID


listClientApps


getSAG



P_INVALID_SAG_ID


listSAGs


listSAGMembers



P_INVALID_SAG_ID

IpAppAuthentication


All:


authenticate



P_INVALID_AUTH_CAPABILITY


abortAuthentication

IpServiceProfileManagement


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


createServiceProfile



P_INVALID_SERVICE_PROFILE_ID - if duplicate


modifyServiceProfile



P_INVALID_SERVICE_PROFILE_ID - if not found


deleteServiceProfile



P_INVALID_SERVICE_PROFILE_ID - if not found


assign



P_INVALID_SAG_ID



P_INVALID_SERVICE_PROFILE_ID


deassign



P_INVALID_SAG_ID



P_INVALID_SERVICE_PROFILE_ID

IpServiceProfileInfoQuery


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


listServiceProfiles


getServiceProfile



P_INVALID_SERVICE_PROFILE_ID


listAssignedmembers



P_INVALID_SERVICE_PROFILE_ID

IpServiceContractManagement


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


createServiceContract



P_INVALID_SERVICE_ID



P_INVALID_SERVICE_CONTRACT_ID - if duplicate


modifyServiceContract



P_INVALID_SERVICE_ID



P_INVALID_SERVICE_CONTRACT_ID - if not found


deleteServiceContract



P_INVALID_SERVICE_CONTRACT_ID

IpServiceContractInfoQuery


getServiceContract



P_RESOURCES_UNAVAILABLE



P_TASK_CANCELLED



P_ACCESS_DENIED



P_INVALID_SERVICE_CONTRACT_ID **

IpEntOpAccountManagement


All:



P_TASK_CANCELLED



P_ACCESS_DENIED



P_RESOURCES_UNAVAILABLE


createEntAccount



P_INVALID_ENT_OP_ID


modifyEntOpAccount



P_INVALID_ENT_OP_ID


deleteEntOpAccount



P_INVALID_ENT_OP_ID

IpEntOpAccountInfoQuery


getEntOpAccount



P_RESOURCES_UNAVAILABLE



P_TASK_CANCELLED



P_ACCESS_DENIED

IpFwInitial


initiateAuthentication



P_TASK_CANCELLED



P_INAVLID_DOMAIN_ID



P_INVALID_INTERFACE_TYPE



P_INVALID_AUTH_TYPE



P_RESOURCES_UNAVAILABLE

IpFwAuthentication


requestAccess



P_TASK_CANCELLED



P_ACCESS_DENIED



P_INVALID_ACCESS_TYPE



P_INVALID_INTERFACE_TYPE



P_RESOURCES_UNAVAILABLE



P_NO_CALLBACK_ADDRESS_SET - if interface is null

IpFwAPILevelAuthentication


All:



P_TASK_CANCELLED


selectEncryptionMethod



P_NO_ACCEPTABLE_AUTH_CAPABILITY


authenticate



P_INVALID_AUTH_CAPABILITY


abortAuthentication

IpFwAccess


All:



P_RESOURCES_UNAVAILABLE



P_ACCESS_DENIED



P_TASK_CANCELLED


obtainInterface



P_INVALID_INTERFACE_NAME


obtainInterfaceWithCallback



P_INVALID_INTERFACE_NAME



P_INVALID_INTERFACE_TYPE



P_NO_CALLBACK_ADDRESS_SET


endAccess



P_INVALID_PROPERTY

IpSvcAPILevelAuthentication


All:



P_RESOURCES_UNAVAILABLE



P_TASK_CANCELLED


authenticate



P_INVALID_AUTH_CAPABILITY


abortAuthentication

IpSvcAccess


terminateAccess



P_TASK_CANCELLED



P_INVALID_SIGNING_ALGORITHM



P_INVALID_SIGNATURE

IpFwServiceRegistration


All:



P_TASK_CANCELLED



P_TASK_REFUSED



P_ILLEGAL_SERVICE_ID



P_UNKNOWN_SERVICE_ID



P_RESOURCES_UNAVAILABLE


registerService



P_PROPERTY_TYPE_MISMATCH



P_DUPLICATE_PROPERTY_NAME



P_ILLEGAL_SERVICE_TYPE



P_UNKNOWN_SERVICE_TYPE



P_MISSING_MANDATORY_PROPERTY


announceServiceAvailability



P_INVALID_INTERFACE_TYPE


unregisterService


describeService

IpSvcFactory


getServiceManager



P_TASK_CANCELLED



P_INVALID_PROPERTY

IpFwServiceDiscovery


All:



P_TASK_CANCELLED


listServiceTypes


describeServiceType



P_ILLEGAL_SERVICE_TYPE



P_UNKNOWN_SERVICE_TYPE


discoveryService



P_ILLEGAL_SERVICE_TYPE



P_UNKNOWN_SERVICE_TYPE



P_INVALID_PROPERTY


listRegisteredServices

IpFwFaultManager


All:



P_RESOURCES_UNAVAILABLE



P_TASK_CANCELLED


activityTestReq


svcActivityTestRes



P_INVALID_ACTIVITY_TEST_ID **


appUnavailableInd


getFaultStatsRecordReq


svcRemovalInd

IpSvcFaultManager


All:



P_RESOURCES_UNAVAILABLE



P_TASK_CANCELLED


activityTestRes



P_INVALID_ACTIVITY_TEST_ID **


svcActivityTestReq


fwFaultReportInd


fwFaultRecoveryInd


fwUnavailableInd


svcUnavailableInd


appRemovelInd


genFaultStatsRecordRes

IpFwHeartBeatMgmt


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


enableHeartBeat



P_NO_CALLBACK_ADDRESS_SET - if null



P_INVALID_INTERFACE_TYPE


disableHeartBeat



P_INVALID_SESSION_ID


changeTimePeriod



P_INVALID_SESSION_ID

IpFwHeartBeat


send



P_INVALID_SESSION_ID

IpSvcHeartbeatMgmt


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


enableSvcHeartBeat



P_NO_CALLBACK_ADDRESS_SET



P_INVALID_INTERFACE_TYPE


disableSvcHeartBeat



P_INVALID_SESSION_ID


changeTimePeriod



P_INVALID_SESSION_ID

IpSvcHeartBeat


send



P_INVALID_SESSION_ID

IpFwLoadManager


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


reportLoad


queryLoadReq


querySvcLoadRes


querySvcLoadErr


registerLoadController/createLoadLevelNotification


unregisterLoadController/destroyLoadLevelNotification


suspendNotification


resumeNotification

IpSvcLoadManager


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


querySvcloadReq


queryLoadRes


queryLoadErr


loadLevelNotification


suspendNotification


resumeNotification

IpFwOAM


systemDateTimeQuery



P_TASK_CANCELLED



P_INVALID_DATE_TIME_FORMAT

IpSvcOAM


systemDateTimeQuery



P_TASK_CANCELLED



P_INVALID_DATE_TIME_FORMAT

IpFwEventNotification


All:



P_TASK_CANCELLED



P_RESOURCES_UNAVAILABLE


createNotification



P_INVALID_EVENT_TYPE



P_INVALID_CRITERIA


destroyNotification



P_INVALID_ASSIGNMENT_ID

IpSvcEventNotification


All:



P_TASK_CANCELLED


reportNotification



P_INVALID_ASSIGNMENT_ID


notificationTerminated
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