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1 Introduction

3GPP SA3 has analyzed the security aspects of GUP at length. The different open issues as raised by CN4 resulted in recommendations sent to CN4 in the following LSs: 

· N4-040917 on “GUP Security Progress in SA3”

· N4-041268 on “GUP Security Recommendations”
2 Proposal

We propose to add the following text about the security aspects of GUP to the TS 29.240.

5
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 23.240: "3GPP Generic User Profile - Architecture; Stage 2

[2]
"Web Services Description Language (WSDL) 1.1," Christensen, Erik, Curbera, Francisco, Meredith, Greg, Weerawarana, Sanjiva, eds. World Wide Web Consortium W3C Note (15 March 2001). http://www.w3.org/TR/2001/NOTE-wsdl-20010315 

[3]
Thompson, H.S., Beech, D., Maloney, M., Mendleshon, N., eds. (May 2002). "XML Schema Part 1: Structures," Recommendation, World Wide Web Consortium http://www.w3.org/TR/xmlschema-1/
[4]
Biron, P.V., Malhotra, A., eds. (May 2002). "XML Schema Part 2: Datatypes," Recommendation, World Wide Web Consortium http://www.w3.org/TR/xmlschema-2/

[5]
"Simple Object Access Protocol (SOAP) 1.1," Box, Don, Ehnebuske, David , Kakivaya, Gopal, Layman, Andrew, Mendelsohn, Noah, Nielsen, Henrik Frystyk, Thatte, Satish, Winer, Dave, eds. World Wide Web Consortium W3C Note (08 May 2000). http://www.w3.org/TR/2000/NOTE-SOAP-20000508/ 

[6]
RFC 2616 (June 1999): "Hypertext Transfer Protocol – HTTP/1.1"

[7]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents"

[8]
3GPP TS 23.008: "Organization of subscriber data"

[9]
3GPP TS 23.228: "IP Multimedia Subsystems (IMS); Stage 2"

[10]
3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents"

[11]
3GPP TS 33.102: "3G Security; Security architecture"

[12]
3GPP TS 33.203: "3G security; Access security for IP-based services"

[13]
"Liberty ID-WSF Data Services Template Specification", Liberty Alliance Project.  http://www.projectliberty.org/specs/draft-liberty-idwsf-dst-v2.0-01.pdf  (draft)

[14]
"Liberty ID-WSF SOAP Binding Specification", Liberty Alliance Project.  http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.1.pdf
[15]
"Liberty ID-WSF Security Mechanisms Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/liberty-idwsf-security-mechanisms-v1.0.pdf
[16]
IETF RFC 2246: "The TLS Protocol"

[17]
"Liberty ID-WSF Discovery Service Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/liberty-idwsf-disco-svc-v1.0.pdf
[18]
IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax"

[19]
IETF RFC 3261: "SIP: Session Initiation Protocol"

[20]
IETF RFC 2486:" The Network Access Identifier"

[21]
3GPP TS 23.003: "Numbering, addressing and identification"

[22]
IETF RFC 2821:" Simple Mail Transfer Protocol"
[23]
"Liberty ID-WSF Interaction Service Specification", Liberty Alliance Project. 
12" 

http://www.projectliberty.org/specs/draft-liberty-idwsf-interaction-svc-1.0-errata-v1.0.pdf12

12
Authentication, authorization and security

12.1 Principles

GUP Architecture and Protocols include secure mechanisms for the transfer of User Profile data to, from and between authorised entities. Access to User Profile data shall only be permitted in an authorised and secure manner. 

Security mechanisms to be applied over Rg and Rp reference points are defined by Liberty ID-WSF Security Mechanisms Specification [15] specification.

In addition to managing the registration and discovery of GUP Server and profile information a Discovery Service (DS) as defined in Liberty ID-WSF Discovery Service Specification [17] may also act as a centralized policy information and decision point issuing the necessary Authentication and/or Authorization statements.

Interactions of GUP requestors towards the Discovery Service shall be as described in Liberty ID-WSF Discovery Service Specification [17].

The GUP architecture with respect to Authentication, Authorization and Security is summarized in Figure XXX.
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Figure 1: GUP Authentication, Authorization and Security architecture.

Liberty ID-WSF Security Mechanisms Specification [15] defines a set of combinations of peer authentication and message authentication mechanisms necessary to accommodate various deployment scenarios. Each combination is defined by a URI with the form urn:liberty:security:2003-08:peer mechanism:message mechanism.

Liberty ID-WSF Security Mechanisms Specification [15], Liberty ID-WSF SOAP Binding Specification [14] and Liberty ID-WSF Discovery Service Specification [17] provide normative content for the implementation of the security mechanisms that apply to GUP.

The following chapters under this section of the specification define how the different security mechanisms described in the referred Liberty specifications shall be used in the context of GUP.
The following chapters specify the required set of security mechanisms that shall be supported for GUP.
12.2 Security and Authentication
12.2.1 Rg interface (client application / GUP server)

The required security mechanism for the Rg interface is urn:liberty:security:2003-08:TLS:SAML.
· The client and the server communicate over a secure channel protected by SSL/TLS (see sub-clause 12.2.3 for list of supported cipher suites).

· The server is authenticated to the client using a x.509 server-side certificate.

· The client is authenticated to the server using the SAML assertion issued by the Discovery Service and carried in the GUP wsse:Security header (see sub-clause 9.2.9).
12.2.2 Rp interface (GUP server / RAF)

The required security mechanism for the Rp interface is urn:liberty:security:2003-08:ClientTLS:null.

· The server and the RAF communicate over a secure channel protected by SSL/TLS (see 12.2.3 for list of supported cipher suites).

· The server is authenticated to the RAF using a x.509 client-side certificates.

· The RAF is authenticated to the server using a x.509 server-side certificate.

Note: 
since the number of RAFs is limited and the connections between the server and the RAFs are long-lived (multiple requests sent on the same connections), this should not create too much overhead for either key management or cryptographic processing.
12.2.3 Cryptographic requirements

The security infrastructure requires the following cryptographic entities:

1. existence of one or more x.509 certification authorities (CA)

2. existence of a certificate for each GUP server signed by a valid CA

3. existence of a certificate for each RAF signed by a valid CA

4. public knowledge and public access to the various certificates

Note:
For signing and verification of protocol messages, communicating entities SHOULD use certificates and private keys that are distinct from the certificates and private keys applied for SSL or TLS channel protection. [ from liberty-idwsf-security-mechanisms-v1.1 ]

The cipher suites to be used for peer-wise encryption are:

· TLS_RSA_WITH_RC4_128_SHA
· TLS_RSA_WITH_3DES_EDE_CBC_SHA

· TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

· TLS_RSA_WITH_AES_CBC_SHA

· TLS_DHE_DSS_WITH_AES_CBC_SHA
Editor’s note: the choice of a set of mandated ciphers for GUP is left FFS.
12.2.4 End-to-End Example (informative)

The following diagram represents a possible interaction between a client application and a GUP server.
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Figure 2: GUP security flow

12.2.5 Example of GUP wsse:Security header (informative)
The following header authenticates the application defined by application1@3gpp.org.
	<wsse:Security>

  <saml:Assertion>

    <saml:Conditions>

<!—

     e.g. not before now, not after 5 minutes from now

     only for GUP servers from provider.com

-->

    </saml:Conditions>

    <saml:AuthenticationStatement>

      <saml:Subject>application1@3gpp.org</saml:Subject>

    </saml:AuthenticationStatement>

    <ds:Signature>

<!-- Digital signature of the whole assertion, signed by the DS -->

    </ds:Signature>

  </saml:Assertion>

<wsse:Security>


12.2 Authorization

12.2.1
Principles

Liberty ID-WSF Security Mechanisms Specification [15] defines OPTIONAL mechanisms to convey authorization and resource access information (supplied by a Trusted Authority), which may be necessary to access a service. Authentication and Authorization Authorities may be co-located. 
In the context of GUP and when the operator’s policies so require, it is recommended that a Discovery Service as described by Liberty ID-WSF Discovery Service Specification [17] also acts as a Trusted Authority issuing Authorization assertions.

In general, GUP authorization can be seen to consist of the following functional components:
· Management of authorization related data (authorization rules) which also refer to actual authorized data

· Access/storage of the authorization rules 

· Encapsulation of a set of authorization rules (privacy policy) together with the transported actual data. 

· Execution of authorization logic based on the pre-defined authorization rules and information received in the request or otherwise related to the request

· 
The functional components are discussed more in the following subclauses.
12.2.2Authorization related data

12.2.2.1
Authorization attributes

Authorization attributes are defined to be used as basic input elements of the authorization rules and thus as a basis for the authorization decisions. It is not required that all the authorization attributes defined hereafter are included in a request. 
The following types of authorization attributes are considered:

· Identity of the target subscriber (or a group of subscribers) – the GUP subscriber;

· Component type being accessed and more detailed data reference;

· Identity of the requestor (application ID and end-user ID) or group of requestors;
The Web Services Security SAML Profile [wss-saml] shall be used as the means by which GUP requestor over Rg and/or Rp authenticate to the recipient (i.e. GUP Server and GUP Repository respectively). Each communicating peer performs message level authentication by demonstrating proof of possession of a subject confirmation key. The assertion issuer (i.e. Discovery Service) binds the subject confirmation key to the assertion by signing the assertion. This attestation assures the consumer of the assertion that the subject confirmation key is that of the intended sender. Thus the senders subject confirmation key can be recognized by the recipient as belonging to the remote peer. 
· Requestor related data received in the request as Authorization Assertions
The authorization model supports the issuance of assertions, which convey information regarding the resource to be accessed, the entity attempting to access the resource, the mechanism by which the accessing entity must use to demonstrate its identity to the recipient and the ability for the accessing entity to access the resource on behalf of another system entity. Thus the authorization model supports a constrained proxy mechanism, which permits a proxy (the sender) to access the resource on behalf of some other system entity.
Processing rules for the generation of authorization assertions is normatively defined at Liberty ID-WSF Security Mechanisms Specification [15]. 
· Requested Operation (Query, Modify, Create, Delete, Subscribe, List);

· Other attributes (e.g. the time schedule) related to the request case;

· Privacy Policy included in the request
Liberty ID-WSF SOAP Binding Specification [14] defines a <UsageDirective> SOAP Header Block in which GUP requestors could express policy in terms of intent of usage of the requested data if released. 
· Other data relevant for access control included in the request

· Liberty ID-WSF SOAP Binding Specification [14] defines a <consent> SOAP Header Block in which GUP requestors could indicate whether the end-user consented the request. 
· Identity information related to active proxies in the communicating channel may be conveyed in <ProxySubject>, <ProxyTransitedStatement> and <ProxyInfoConfirmationData> schema elements within the <wsse:Security> SOAP Security Header as defined in Liberty ID-WSF Security Mechanisms Specification [15] specification.
· Session status of the communicating peers may be conveyed in <SessionContext> and <SessionContextStatement> schema elements within the <wsse:Security> SOAP Security Header as defined in Liberty ID-WSF Security Mechanisms Specification [15] specification.
· Resource access information is captured in a <ResourceAccessStatement> schema elements within the <wsse:Security> SOAP Security Header as defined in Liberty ID-WSF Security Mechanisms Specification [15] specification. The purpose of this statement is to convey sufficient information regarding the accessing entity and the resource for which access is being attempted.
12.2.2.2Authorization rules

The basic set of authorization rules define to whom, to which part of data and for which purpose the authorization is given. All or some of the Authorization data considered above may be applicable. 

GUP requestors over Rg and/or Rp reference points shall include relevant authorization data in the SOAP message requests. In particular Authorization assertions shall be conveyed following the processing rules defined at Liberty ID-WSF Security Mechanisms Specification [15]. 

The authorization rules consist of the following built-in elements:

· authorization attributes and/or references to pre-defined (commonly used) contents of attributes

· references to the actual GUP data

· actions (e.g. the decision, encapsulation of the privacy policy).

12.2.5.1 


· 
· 
· 
· 
· 
· 
· 

12.2.2.3Management of authorization related data

The GUP procedures defined for the Rp and Rg reference points (see the clauses 8 and 9) may be used for managing authorization related data (using GUP metadata components).
12.2.3 
Execution of authorization logic

The authorization logic compares the information conveyed in the request (and possible additional information related to the moment when the request is received) with the information defined in the authorization rules. When the logic leads to a decision to accept the request in principle, the requested data is compared with the authorized set of data. If discrepances are found a GUP authorization entity may either restrict to reply to the authorized content or deny the request. Note that this depends on the policy in the GUP authorization entity and the nature of the request.

12.2.4Roles of GUP entities related to the authorization

Figure 10.1 shows the logical entities involved in GUP authorization.
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Figure x. Logical entities of GUP authorization
12.2.4.1   GUP Requestor


 

GUP requestors over Rg and/or Rp reference points shall include relevant authorization data in the SOAP message requests. In particular, Authorization assertions issued and received from a Discovery Service as defined in Liberty ID-WSF Discovery Service Specification [17] shall be conveyed following the processing rules defined at Liberty ID-WSF Security Mechanisms Specification [15]. 

Other relevant authorization attributes as defined in chapter 12.2.2.1 of this specification may be also present in the requests. 
12.2.4.2   GUP server and RAF

The GUP Server and RAF (including the Data Repository) have access to the authorization rules. The interface between the authorization related data storage and GUP Server (and RAF) is out of the scope of this specification. Note that the GUP Server and RAF may act as data storage entities. The GUP Server or the RAF (or both of them) are responsibles for the execution of the authorization logic.
The authorization issues handled by the GUP Server typically concern the GUP profile and GUP Component level issues; the authorization handled by RAF may be based on more detailed data references (items inside a GUP component). The set of authorization attributes specified for GUP can be used by both the GUP Server and the RAF.

The GUP Server and the RAF may also add to the transported actual data, a <UsageDirective> SOAP Header Block as defined in Liberty ID-WSF SOAP Binding Specification [14] including privacy policies that the GUP requestor shall follow when using, storing and/or distributing the received data.
If during the execution of the authorization logic, GUP Server or RAF find out that further authorization information from the end-user is required in order to decide whether or not the request shall be served, the user interaction mechanisms defined in Liberty Alliance Interaction Service [22] specification may be used.  

12.2.4.3   Management entity

The authorization rules can be managed by the authorized entities: e.g

· the entity administrating the GUP Data Storage; 

· the RAF and/or GUP Server; 

· the GUP Subscriber itself.

The GUP Subscriber is normally allowed to manage a limited set of  his own user profile data, e.g., certain GUP Components or certain data inside a GUP Component. Additionally, there might be restrictions on the allowed operations.

The entity administering the GUP Data Storage may define common or default authorization rules for GUP Subscribers. The entity may also pre-define contents for authorization attributes, e.g. user groups, to which the authorization rules can refer. The entity administering the GUP Data Storage may also manage GUP Subscriber specific authorization rules (e.g., on behalf of the GUP Subscriber).
12.2.6 

12.2.6.1 
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