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10.1
AVPs
Table 10.1.1 describes the Diameter AVPs defined for the WLAN reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Only those AVPs initially defined by the reference points mentioned within this specification are listed in Table 10.1.1.

Table 10.1.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Shall
	May
	Should not
	Must not
	May Encr.

	Authentication-Method
	tbd
	10.1.5
	Enumerated
	M, V
	
	
	
	No

	Authentication-Information-SIM
	tbd
	10.1.6
	OctetString
	M, V
	
	
	
	No

	Authorization -Information-SIM
	tbd
	10.1.7
	OctetString
	M,V
	
	
	
	No

	WLAN-User-Data
	tbd
	10.1.8
	Grouped
	M, V
	
	
	
	No

	Charging-Data
	tbd
	10.1.10
	Grouped
	M, V
	
	
	
	No

	WLAN-Access
	tbd
	10.1.11
	Enumerated
	M, V
	
	
	
	No

	WLAN- 3GPP-IP-Access
	tbd
	10.1.12
	Enumerated
	M, V
	
	
	
	No

	APN-Authorized
	tbd
	10.1.14
	Grouped
	M, V
	
	
	
	No

	APN-Id
	tbd
	10.1.15
	OctetString
	M, V
	
	
	
	No

	APN-Barring-Type
	tbd
	10.1.16
	Enumerated
	M, V
	
	
	
	No

	WLAN-Direct-IP-Access
	tbd
	10.1.17
	Enumerated
	M, V
	
	
	
	No

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Session-Request -Type
	tbd
	10.1.23
	Enumerated
	M, V
	
	
	
	No

	Routing-Policy
	tbd
	10.1.24
	IPFilterRule
	M, V
	
	
	
	No

	Max-Requested-Bandwidth
	tbd
	10.1.26
	OctetString
	M, V
	
	
	
	No

	Charging-Characteristics
	tbd
	10.1.27
	Integer
	M, V
	
	
	
	No

	Charging-Nodes
	tbd
	10.1.28
	Grouped
	M, V
	
	
	
	No

	Primary-OCS-Charging-Function-Name
	tbd
	10.1.29
	DiameterIdentity
	M, V
	
	
	
	No

	Secondary-OCS-Charging-Function-Name
	tbd
	10.1.30
	DiameterIdentity
	M, V
	
	
	
	No

	3GPP-AAA-Server-Name
	tbd
	10.1.34
	DiameterIdentity
	M, V
	
	
	
	No

	NOTE:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [7].


10.1.1
Auth-Session-State
Between the 3GPP AAA server and the HSS, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re‑authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in RFC 3588 [7]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

10.1.2
User-Name
The User-Name AVP is defined in the RFC 3588 [7] and contains the user identity.

For the WLAN Wx reference point, the User-Name AVP contains the IMSI of the subscriber.

10.1.3
Visited-Network-Identifier
The Visited-Network-Identifier AVP is defined in 3GPP TS 29.229 [6] and indicates the 3GPP VPLMN where the user is roaming.

10.1.4
SIP-Auth-Data-Item
The SIP-Auth-Data-Item AVP is defined in 3GPP TS 29.229 [6]. However three new more conditional AVPs are needed for WLAN Wx reference point.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : TBD >


[ SIP-Item-Number ]


[ SIP-Authentication-Scheme ]


[ SIP-Authenticate ]


[ SIP-Authorization ]


[ SIP-Authentication-Context ]


[Confidentiality-Key]


[Integrity-Key]


[Authentication-Method]


[Authentication-Information-SIM]


[Authorization-Information-SIM]


* [AVP]

10.1.5
Authentication-Method
The Authentication-Method AVP is of type Enumerated and indicates the authentication method required for the user. The following values are defined:

WLAN_EAP_SIM (0)

-
The UE indicates to the HSS that the required authentication method is EAP/SIM.

WLAN_EAP_AKA (1)

-
The UE indicates to the HSS that the required authentication method is EAP/AKA.

10.1.6
Authentication-Information-SIM
The Authentication-Information-SIM AVP is of type OctetString and contains the concatenation of authentication challenge RAND and the ciphering key Kc.

10.1.7
Authorization -Information-SIM
The Authentication-Information-SIM AVP is of type OctetString and contains the response SRES.

10.1.8
WLAN-User-Data
The WLAN-User-Data AVP is of type Grouped. This AVP contains the WLAN User Profile information for the 3GPP AAA Server to authorize the service.

AVP format

WLAN-User-Data::= <AVP header: TBD>


[Subscription-ID ]


{ WLAN-Access }


{ WLAN-3GPP-IP-Access }


[ Session-Timeout ]


1* { Charging-Data  }


*[ APN-Authorized ]


{ WLAN-Direct-IP-Access }


* [AVP]

10.1.9
Void
10.1.10
Charging-Data
The Charging-Data AVP is of type Grouped, and contains the addresses of the charging functions.

AVP format

Charging-Data::= <AVP header: TBD>

{ Charging-Characteristics }

{ Charging-Nodes}

  * [AVP]

When this AVP is present within the APN-Authorised AVP, charging data apply to the specific W-APN within the APN-Authorised AVP and shall prevail over the general received Charging-Data.
10.1.11
WLAN-Access
The WLAN-Access AVP is of type Enumerated, and allows operators to determine barring of 3GPP -WLAN interworking subscription. The following values are defined:

WLAN_SUBSCRIPTION_ALLOWED (0)

-
The subscriber has WLAN subscription.

WLAN_SUBSCRIPTION_BARRED (1)

-
The subscriber has no WLAN subscription.

10.1.12
WLAN-3GPP-IP-Access
The WLAN-3GPP-IP-Access AVP is of type Enumerated, and allows operator to disable all W-APNs for a subscriber at one time. If there is a conflict between this item and the "APN-Barring-type" flag of any W-APN, the most restrictive will prevail. The following values are defined:

WLAN_ APNS _ENABLE (0)

-
Enable all APNs for a subscriber.

WLAN_ APNS _DISABLE (1)

-
Disable all APNs for a subscriber.

10.1.13
Session-Timeout
The Session-TimeOut AVP is defined in RFC 3588 [7] and indicates the maximum period for a session measured in seconds.

This AVP is used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals.

10.1.14
APN-Authorized
The APN-Authorized AVP is of type Grouped and contains authorization information for the APNs. This AVP indicates the list of allowed W-APNs and the environment where the access is allowed (visited or home PLMN).

Also information is provided about the WLAN UE remote IP address when it has been statically assigned by the operator.

AVP format

APN-Authorized::= <AVP header: TBD>


{ APN-Id }


{ APN-Barring-Type}


[ Framed-IP-Address]


*[Framed-IPv6-Prefix]


*[AVP]

10.1.15
APN-Id
The APN-Id AVP is of type OctetString, and contains the W-APN for which the user will have services available. These W-APNs may be mapped to services in the home network or in the visited network.

10.1.16
APN-Barring-Type
The APN-Barring-Type AVP is of type Enumerated, and contains a flag indicating whether access is allowed in visited PLMNs or in the home PLMN.

WLAN_ APN_ NO_BARRING (0)


Access is allowed in visited PLMNs and home PLMN.

WLAN_ APN_HOME_BARRED_WHEN_ROAMING  (1)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in VPLMN

WLAN_ APN_VISITED _BARRED (2)


The subscriber is barred to activate the W-APN that access a PDG within the VPLMN when he is located in a VPLMN WLAN_ APN_HOME_BARRED (3)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in the HPLMN.

10.1.17
WLAN Direct IP Access
The WLAN Direct IP Access AVP is of type Enumerated, and indicate whether the user has direct access to external IP networks, e.g. Internet, from the WLAN Access Network or not.

WLAN_ DIRECT_IP_ACCESS (0)

-
The user is allowed to access directly to external IP networks.

WLAN_NO_DIRECT_IP_ACCESS (1)

-
The user is not allowed to access directly to external IP networks.

10.1.18
Server-Assignment-Type
The Server-Assignment-Type AVP is defined in 3GPP TS 29.229 [6] and indicates the type of procedure the 3GPP AAA Server is asking to the HSS.

Wx reference point defines as valid only NO_ASSIGNMENT, REGISTRATION, USER_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION and REAUTHENTICATION_FAILURE.

10.1.19
Deregistration-Reason
The Deregistration-Reason AVP is defined in 3GPP TS 29.229 [6] and indicates reason for a de-registration operation.

This grouped AVP contains a Reason-Code AVP to indicate the reason for the de-registration. Reasons are listed in 3GPP TS 29.229 [6]. Wx reference point defines as valid only PERMANENT_TERMINATION value.

10.1.20
EAP-Payload
The EAP-Payload AVP is defined in the draft-ietf-aaa-eap-08.txt [8] and contains the encapsulated EAP packet that is being exchanged between the EAP client and the home Diameter server.

10.1.21
Auth Req Type
The Auth Req Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (Authentication, authorization or both). Wm interface only makes use of the AUTHENTICATION_ONLY value. It is defined in the draft-ietf-aaa-eap-08.txt [8].

10.1.22
EAP-Master-Session-Key
The EAP-Master-Session-Key AVP is of type OctetString and contains keying material for protecting the communications between the user and the NAS. It is defined in the draft-ietf-aaa-eap-08.txt [8].

10.1.23
Session-Request -Type
The Session-Request -Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (authorization or routing policy). The following values are defined:

AUTHORIZATION REQUEST (0)

-
The PDG is requesting authorization for a user for a given W-APN.

ROUTING POLICY (1)

-
The PDG is indicating that routing policy information is present.

10.1.24
Routing-Policy
The Routing Policy AVP is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:

-
Direction (in or out).

-
Source and destination IP address (possibly masked).

-
Protocol.

-
Source and destination port (list or ranges).

Where the protocol type shall be set to ESP (50). The IPFilterRule type shall be used with the following restrictions:

-
Only the Action "permit" shall be used.

-
No "options" shall be used.

-
The invert modifier "!" for addresses shall not be used.

-
The keyword "assigned" shall not be used.

-
For direction "out", an IPv4 destination IP address shall not be wildcarded. For direction "out", the 64 bits network prefix of an IPv6 destination IP address shall not be wildcarded.

The Flow description AVP shall be used to describe a single IP flow.

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.
10.1.25
Subscription-ID
The Subscription-ID AVP is of type Enumerated and indicates the user identity to be used for charging purposes. It is defined in the IETF Diameter Credit-Control Application draft [19].

WLAN shall make use only of the value MSISDN. This grouped AVP shall set the sub-AVP Subscription-Id-Type to value "END_USER_E164" and shall set the sub-AVP Subscription-Id-Data to the MSISDN value.

10.1.26
Max-Requested-Bandwidth
The Max-Requested-Bandwidth AVP is of type OctetString and indicates the Max requested bandwidth. If present, shall be sent from the 3GPP AAA Server to the PDG.

10.1.27 
Charging-Characteristics

The Charging-Characteristics AVP is of type Integer, and contains the charging mode to be applied as described in 3GPP TS 32.215 [24].

10.1.28 
Charging-Nodes

The Charging-Nodes AVP is of type Grouped, and contains the addresses of the charging functions, as described in 3GPP TS 32.240 [23].

AVP format

Charging-Nodes::= <AVP header: TBD>

[ Primary-OCS-Charging-Function-Name ]

[ Secondary-OCS-Charging-Function-Name]

{ Primary-Charging-Collection-Function-Name }

[ Secondary-Charging-Collection-Function-Name ]

  * [AVP]
10.1.29
Primary-OCS-Charging-Function-Name
The Primary-OCS-Charging-Function-Name AVP is of type DiameterIdentity, and defines the address of the Primary Online Charging System (OCS)

10.1.30
Secondary-OCS-Charging-Function-Name
The Secondary-OCS-Charging-Function-Name AVP is of type DiameterIdentity, and defines the address of the Secondary Online Charging System (OCS).

When this value is not present, the PDG shall dynamically assign an IP address to the WLAN UE.

10.1.31
Secondary-Charging-Collection-Function-Name
The Secondary-Charging-Collection-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Secondary Charging Collection Function.

10.1.32
Framed-IP-Address
The Framed-IP-Address AVP is of type OctetString, and defines the remote IPv4 address that the operator has statically assigned to the WLAN UE.

When none of the Framed-IP-Address AVP and Framed-IPv6-Address AVP is present, the PDG shall dynamically assign, or ask some other node, e.g. a DHCP server, to assign, a remote IP address to the WLAN UE.

The occurrence of this AVP is as per described in section 10.1 of NASREQ [12]:

Framed-IP-Address             | 0-1 | 0-1 |

10.1.33
Framed-IPv6-Prefix
The Framed-IPv6-Address AVP is of type OctetString, and defines the remote IPv6 prefix that the operator has statically assigned to the WLAN UE.

When none of the Framed-IP-Address AVP and Framed-IPv6-Address AVP is present, the PDG shall dynamically assign, or ask some other node, e.g. a DHCP server, to assign, a remote IP address to the WLAN UE.

The occurrence of this AVP is as per described in section 10.1 of NASREQ [12]:

Framed-IPv6-Prefix            | 0+  | 0+  |

10.1.34
3GPP-AAA-Server-Name 

The 3GPP-AAA-Server-Name AVP is of type DiameterIdentity, and defines the Diameter address of the 3GPP AAA Server node.

10.1.35 
EAP-Lower-Layer AVP

The EAP-Lower-Layer AVP indicates the layer 2 protocol which has been used to carry EAP messages. It is defined in the IETFdraft-mariblanca-aaa-eap-lla-01[27].

For I-WLAN, only 802.1X value for WLAN 3GPP Direct access and IKEv2 value for WLAN 3GPP IP access are valid.

10.1.36
Primary-Charging-Collection-Function-Name
The Primary-Charging-Collection-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Primary Charging Collection Function.

>>>>>>>>>>> End of first modified section <<<<<<<<<<<
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