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**** BEGIN NEXT CHANGE ****
3B
Data related to Generic Authentication Architecture 

The Generic Authentication Architecture (GAA) is independent from CS/PS and IM domains, but it requires a subscription in the HSS for every its users at least in one of the domains for generation of authentication vectors. The need for a GAA specific subscriptiondata in the HSS for GAA specific user identities and/or authorization controls is GAA application dependingent. At the same time, GAA shall not be considered as a separate domain in the same sense as the notion of a “domain” is considered for CS and PS.
The Generic Authentication Architecture is defined in 3GPP TS 33.220 [58] and 3GPP TS 29.109 [59]. For data related to GAA, see also the definition of Private User Identity in chapter 3.1.1.

3B.1
GAA Service Type

The GAA Service Type is an enumerated integer, which is defined in 3GPP TS 29.109 [58].

The GAA Service Type is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.2
GAA Service Identifier

The GAA Service Identifier (GSID) is an integer, which uniquely identifies a GAA Service. For example a set of NAFs belonging to a certain GAA Service Type and owned or managed by a certain operator may provide the same operator specific service and they may use the same GAA Service Identifier to identify their services to BSF. The owner of the user’s home HSS may define different GAA Authorization flags and allowed Private User Identities for each GAA Service Identifiers separately.

The GAA Service Identifier is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.3
GBA User Security Settings
The GBA User Security Settings (GUSS) is identified by a Private User Identity. The GBA User Security Settings contains optional BSF control information (i.e., UICC Security Type and optional Key Lifetime) and a set of User Security Setting (USS).

The GBA User Security Settings is permanent subscriber data and is stored in the HSS, and the BSF.
3B.4
User Security Setting

The User Security Setting  (USS) is unique identified by a combination of Private User Identifiers (IMPI) and GAA Service Identifiers (GSID). The User Security Setting contains a list of allowed public indentities for the service and possible authorization flags.  No duplicates are allowed.

The User Security Setting is permanent subscriber data and is stored in the HSS, BSF and NAF.
3B.5
User Public Identity

The User Public Identity (UID) is a freely defined string that can be used as user’s public identity in a GAA application. A list of allowed User Public Identities is stored for each GAA Service Subscription. A User Public Identity may be connected to several GAA Service Subscription.

The User Public Identity is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.6
GAA Authorization flag

The GAA Authorization flag is a GAA Application specific integer code, which authorizes a defined security operation in the GAA application. A list of allowed operations is stored for each GAA Service Subscription.

The GAA Authorization flag is concatenated from GAA Application Type code and GAA Application Type specific operation code in range 00-99. The value of a GAA Authorization flag is a sum of 100*(GAA-Application-Type Code)+(GAA-Application-Type specific operation code). The values of GAA Authorization flags operation code can be therefore specified separately for each GAA application in their specifications.

The Authorization Flag is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.7
Bootstrapping Transaction Identifier

The Bootstrapping Transaction Identifier (B-TID) identifies the security association between a BSF and a UE after a bootstrapping procedure in GAA. According [57] the B-TID value shall be also generated in format of NAI by taking the base64 encoded RAND value [60] and the BSF server name, i.e. base64 encoded (RAND)@BSF_servers_domain_name.

The Bootstrapping Transaction Identifier is temporary subscriber data and is stored in the BSF and NAF.

3B.8
Key Lifetime

Key Lifetime is an integer which defines the expiry time of bootstrapping information in BSF in seconds passed since January 1, 1970 00:00:00.000 GMT.

The Key Lifetime is temporary subscriber data and is stored in the BSF and NAF.
3B.9
UICC Security Type

The UICC Security Type indicates the allocation of security procedure inside a User Equipment i.e. are security applications executed entirely inside mobile equipment or also in UICC .

The values of UICC Security Type are defined in TS 29.109 [59]

The UICC Security Type is permanent subscriber data and is stored in the HSS and BSF.
**** BEGIN NEXT CHANGE ****

5.3
IP Multimedia Service Data Storage

Table 5.3: Overview of data used for IP Multimedia services

	PARAMETER
	Subclause
	HSS
	S-CSCF
	IM-SSF
	AS
	
	
	TYPE

	Private User Identity
	3.1.1
	M
	M
	
	-
	
	
	P

	Public Identity
	3.1.2
	M
	M
	
	-
	
	
	P

	Barring Indication
	3.1.3
	M
	M
	
	-
	
	
	P

	List of authorized visited network identifiers
	3.1.4
	M
	-
	
	-
	
	
	P

	Registration Status
	3.2.1
	M
	-
	
	-
	
	
	T

	S-CSCF Name
	3.2.2
	M
	-
	
	-
	
	
	T

	Diameter Client Address of S-CSCF
	3.2.3
	M
	-
	
	-
	
	
	T

	Diameter Server Address of HSS
	3.2.4
	-
	M
	-
	C
	
	
	T

	RAND, XRES, CK, IK and AUTN
	3.3.1
	M
	C
	
	-
	
	
	T

	Server Capabilities
	3.4.1
	C
	C
	
	-
	
	
	P

	Subscribed Media Profile Identifier
	3.5.1
	C
	C
	
	-
	
	
	P

	Initial Filter Criteria
	3.5.2
	C
	C
	
	-
	
	
	P

	Application Server Information
	3.5.3
	C
	C
	-
	-
	
	
	P

	Service Indication
	3.5.4
	M
	-
	
	M
	
	
	P

	Primary Event Charging Function Name
	3.7.1
	C
	C
	-
	-
	
	
	P

	Secondary Event Charging Function Name
	3.7.2
	C
	C
	-
	-
	
	
	P

	Primary Charging Collection Function Name
	3.7.3
	M
	M
	-
	-
	
	
	P

	Secondary Charging Collection Function Name
	3.7.4
	C
	C
	-
	-
	
	
	P

	GsmSCF address for IM CSI
	3.8.4
	C
	-
	
	-
	
	
	P

	IM-SSF address for IM CSI
	3.8.5
	 C
	 -                                                    
	
	-
	
	
	T

	O-IM-CSI
	3.8.1
	C
	-
	C
	-
	
	
	P

	VT-IM-CSI
	3.8.2
	C
	-
	C
	-
	
	
	P

	D-IM-CSI
	3.8.3
	C
	-
	C
	-
	
	
	P

	GsmSCF address for IM CSI
	3.8.4
	C
	-
	-
	-
	
	
	P

	IM-SSF address for IM CSI
	3.8.5
	C
	 -                                                    
	-
	-
	
	
	T

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


**** BEGIN CHANGE ****

5.4
Generic Authentication Architecture Service Data Storage

Table 5.4: Overview of data used for GAA services

	PARAMETER
	Subclause
	HSS
	BSF
	NAF
	TYPE

	Private User Identity
	3.1.1
	M
	M
	C
	P

	GAA Service Type
	3B.1
	M
	M
	M
	P

	GAA Service Identifier
	3B.2
	M
	M
	M
	P

	GBA User Security Settings
	3B.3
	M
	M
	
	P

	User Security Setting
	3B.4
	M
	M
	M
	P

	User Public Identity
	3B.5
	M
	M
	M
	P

	GAA Authorization flag
	3B.6
	C
	C
	C
	P

	Bootstrapping Transaction Identifier
	3B.7
	
	M
	M
	T

	Key Lifetime
	3B.8
	C
	M
	M
	P

	UICC Security Setting
	3B.9
	C
	C
	
	P


The possible user’s GBA User Security Settings (GUSS) are stored in HSS with User Private Identifier (IMPI) as retrieval key.
The bootstrapping procedure creates a bootstrapping information entity to the BSF with B-TID as retrieval key. 
**** END CHANGE ****
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