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Annex X: (informative)
Impact of Early IMS Security
In this Annex, a description is given of how the use of the Early IMS Security mechanism, defined in 3GPP TR 33.878 [x], affects the use of the protocol defined for the Cx interface.  In particular, the User-Authorisation-Request/Answer and Multimedia-Auth-Request/Answer message pairs are impacted.
Because in Early IMS Security the Private User Identity of the subscriber is not made available to the IMS domain in SIP messages, it is necessary to derive a Private User Identity from the Temporary Public User Identity to use as the content of the User-Name AVP in certain Cx messages (most notable UAR and MAR).
X.1
User registration status query

The UAR and UAA commands, when implemented to support Early IMS Security follow the description in 6.1.1 of this document, with the following exception;-

-
the Private User Identity (User-Name AVP) in the UAR command shall be derived from the temporary Public User Identity URI being registered by removing URI scheme and the following parts of the URI if presentport number, URI parameters, and headers
X.2
Authentication procedure
The MAR and MAA commands, when implemented to support Early IMS Security follow the description in 6.3 of this document, with the following exceptions;-
· the Private User Identity (User-Name AVP) in the MAR command shall be derived from the temporary Public User Identity URI being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and headers
· In the MAR and MAA commands, the Authentication Scheme (Authentication-Scheme AVP described in section 7.9.2 of this document) within the SIP-Auth-Data-Item grouped AVP shall contain “Early-IMS-Security”.

· In the MAA command, the SIP-Auth-Data-Item grouped AVP shall contain the user IP address.  If the address is IPv4 it shall be included within the Framed-IP-Address AVP as defined in draft-ietf-aaa-diameter-nasreq-17.txt [y].  If the address is IPv6 it shall be included within the Framed-IPv6-Prefix AVP and, if the Framed-IPv6-Prefix AVP alone is not unique for the user it shall also contain Framed-Interface-Id AVP.

This results in SIP-Auth-Data-Item as depicted in table 6.3.4 of this document, being replaced when Early IMS Security is employed by a structure as shown in table X.2.1;-
Table X.2.1: Authentication Data content for Early IMS Security – response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	Authentication scheme. For Early IMS Security it will indicate “Early-IMS-Security”

	User IPv4 Address


	Framed-IP-Address
	C
	If the IP Address of the User is an IPv4 address, this AVP shall be included.  
For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [y].

	User IPv6 Prefix
	Framed-IPv6-Prefix
	C
	If the IP Address of the User is an IPv6 address, this AVP shall be included.  
For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [y].

	Framed Interface Id
	Framed-Interface-Id
	C
	If the IP Address of the User is an IPv6 address and the Framed-IPv6-Address AVP alone is not unique for the user this AVP shall be included.  

For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [y].


The ABNF description of the AVP as given in section 6.3.13 of 3GPP TS 29.229 [5] is replaced with that given below.

SIP-Auth-Data-Item :: = < AVP Header : TBD >

[ SIP-Authentication-Scheme ]

[ Framed-IP-Address ]

[ Framed-IPv6-Prefix ]

[ Framed-Interface-Id ]
* [AVP]
· Step 5 of section 6.3.1 of this document shall apply with the following exception:
-
HSS shall return only one SIP-Auth-Data-Item
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