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**** BEGIN CHANGE ****
4.2
Protocol Zh between BSF and HSS

The requirements for Zh interface are defined in 3GPP TS 33.220 [5].

The Bootstrapping Zh interface performs the retrieval of an authentication vector and GAA User Security Settings  from the HSS.  The overall Bootstrapping procedure is depicted in Figure 4.3. The basic procedure is:

A) A UE starts the bootstrapping procedure by protocol Ub with a BSF giving the IMPI of the user (see 3GPP TS 24.109  [7]). 

B) The BSF starts protocol Zh with user’s HSS 

· The BSF requests user’s authentication vector and GAA User Security Settings corresponding to the IMPI. 

· The HSS supplies to the BSF the requested authentication vector and GAA-UserSecSettings.  

C) The BSF continues the protocol Ub with the UE (see 3GPP TS 24.109  [7]).
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Figure 4.3: The GAA bootstrapping procedure

The steps of the bootstrapping procedure in Figure 4.3 are:

Step 1

The BSF shall send the following Bootstrapping-Request to the HSS in the format of Multimedia-Auth-Request (MAR) message.  The content of the message is given below in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVPs. The “address of” refers to the Fully Qualified Host Name (FQDN).

<Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
{ Destination-Realm }
; Realm of HSS
[ Destination-Host ]
; Address of the HSS
{ User-Name }
; IMPI from UE
[ SIP-Number-Auth-Items]

*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of mandatory Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; Zh Application id
0*1 {Acct-Application-Id}
; Omitted

When determining the value of Destination-Host AVP the BSF can use redirector function (SLF) to resolve the address of the HSS if needed (see 3GPP TS 29.229 [3]). The BSF shall set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the HSS does not need to maintain any status information for this session according 3GPP TS 29.229 [3]. The User-name is the IMS Private User Identity (IMPI) as required in 3GPP TS 29.228  [2]. The BSF shall set the number (zero or more) of the ordered authentication vectors to the SIP-Number-Auth-Items according 3GPP TS 29.229 [3].

Step 2

When the HSS receives the MAR message, the HSS shall derive the user Authentication Vectors (AV) information according the IMPI and populates it into SIP-Auth-Data AVP as defined in 3GPP TS 29.229 [3]. The HSS shall also fetch the GAA User Security Settings  into the GAA-UserSecSettings.

The MAR/MAA sequence in the Zh interface must not change possible status information of the possible simultaneously ongoing IMS MM application sessions in the HSS.

If the User-Name (IMPI) from the BSF is totally unknown to the HSS, the error situation 5401 is raised.
Step 3

The HSS shall send the following Bootstrapping-Answer message in the format of Multimedia-Auth-Answer (MAA) message back to the BSF. 

< Multimedia-Auth-Answer> ::= < Diameter Header: 303 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result]
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of HSS
{ Origin-Realm }
; Realm of HSS
[ User-Name ]
; IMPI
[ SIP-Number-Auth-Items ]

*[ SIP-Auth-Data-Item ]

[ GAA-UserSecSettings ]
; GUSS

*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The HSS shall set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED because the HSS does not maintain any state information about this session and the BSF does not need to send any session termination request 3GPP TS 29.229 [3].  The User-name AVP (IMPI) may be sent back for checking. The required authentication vectors are send in the SIP-Auth-Data-Items AVPs and the number of these items shall be set to the AVP SIP-Number-Auth-Items AVP. The  security settings of user’s all GAA applications are  sent in GAA-UserSecSettings AVP.

Step 4.

When the BSF receives the MAA message, the BSF generates the key material (Ks) from confidential key (CK) and integrity key (IK) as described in 3GPP TS 33.220 [5] and stores temporarily the tuple <IMPI,Ks,GAA-UserSecSettings> for further use in GAA applications. The rest of the bootstrapping procedure in Ub interface will later add also the  bootstrapping transaction  Identifier (B-TID) to that tuple as key.
**** BEGIN NEXT CHANGE ****
5.2
Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves an authentication vector and user security settings data by NAF from BSF.  After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are executed as depicted in Figure 5.3. The basic procedure is:

A) The UE starts protocol Ua with the earlier bootstrapped NAF  (see 3GPP TS 33.221  [6])

· In general, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already do, there is no need for the NAF to invoke protocol Zn.

· It is assumed that UE supplies sufficient information to NAF, e.g. a Bootstrapping Transaction Identifier (B-TID), to allow the NAF to retrieve specific key material (e.g. ME-Ks) from BSF.

· The UE derives the keys required to protect protocol Ua from the key material.

B) The NAF starts protocol Zn with BSF 

· The NAF requests NAF specific key material  corresponding to the information supplied by the UE to the NAF (e.g. a bootstrapping transaction identifier) in the start of protocol Ua.

· The BSF generates and supplies to the NAF the requested NAF specific key material  and the appropriate User Security Settings defined for received application identifiers.

· The NAF derives the keys required to protect protocol Ua from the its key material  in the same way as the UE did. 

C) The NAF continues protocol Ua with the UE (see 3GPP TS 33.221  [6])

Once the run of protocol Ua is completed the purpose of bootstrapping is fulfilled as it enabled UE and NAF to run protocol Ua in a secure way.

The common GAA application (e.g. Subscriber Certificate) procedure is presented in Figure 5.3.
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Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are:

Step 1


The NAF shall send a Bootstrapping-Info-Request message in the format of Multimedia-Auth-Request (MAR) message to the BSF.  The content of the message is given here in the same format as in 3GPP TS 29.229 [3]. The curly brackets indicate mandatory AVPs. The square brackets indicate optional AVP. The address refers to the Fully Qualified Host Name (FQDN).

< Multimedia-Auth-Request> ::=<Diameter Header: 303, REQ >
< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of NAF
{ Origin-Realm }
; Realm of NAF
{ Destination-Realm }
; Realm of BSF
[ Destination-Host ]
; Address of the BSF
 
* [ GAA-Service-Identifier ]
; Application instance code
{ Transaction-Identifier }
; B-TID
{ NAF-Hostname }
; FQDN of NAF as seen by UE
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor-Specific-Application-Id>::=<AVP header: 260>
1*  [Vendor-Id]
; 3GPP is 10415
0*1 {Auth-Application-Id}
; Zn Application id
0*1 {Acct-Application-Id}
; Omitted


The Destination-Realm AVP is set to the NAF’s default BSF. When determining the value of Destination-Host AVP in home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed (see 3GPP TS 29.229 [3]). The derivation of the Destination-Host in the visited network case is FSS in the later phases.


The NAF may set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not need to maintain any status information for this session according 3GPP TS 29.229 [3].


The NAF indicates the GAA application instance for which the information is retrieved by GAA-Service-Identifier AVP. The Bootstrapping Transaction Identifier  defines the earlier bootstrapping procedure execution.

Step 2


In the successful case the BSF has a tuple <B-TID,IMPI,Ks,GAA-UserSecSettings> identified by Bootstrapping Transaction Identifier (B-TID). When the BSF receives the request it checks the existence of the tuple for given B-TID. If checking fails the BSF sends an Answer  message with Experimental-Result set to indicate the error type 5403. If the tuple for B-TID exists, but is expired, error type 5404 is send to indicate needs for renewal of the boostrapping procedure. In successful case the Result-Code is set to 2xxx as defined in [1].


The BSF derives the user authentication vector information according the B-TID and packs in into SIP-Auth-Data AVP defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the request’s GAA-Service-Identifier AVP to GAA-UserSecSettings AVP.
The operator may have configured the BSF to require one or more GAA service identifiers (GSID) to be mandatory for the requesting NAF. If one or more of the USSs corresponding to the mandated GSIDs are missing from the subscriber's GAA-UserSecSettings, then
-
error 5402 is raised, if one or more of the mandated GSIDs are requested by the NAF but one or more of the corresponding USSs are not found in subscriber's GAA-UserSecSettings. 

-
error 5405 is raised, if one or more of the mandated GSIDs that are not requested by the NAF are not found in subscriber's GAA‑UserSecSettings (but all the mandated GSID that the NAF may have requested are found in subscriber's GAA-UserSecSettings).
If the operator has defined a local policy for the BSF that the subscriber is not authorized to use the service offered by the NAF, then error 5408 is raised.

If the NAF identified by its Origin-Host AVP is configured in the BSF not to be authorized to use the given NAF-Hostname, the BSF may raise the error situation 5407. The BSF may also be configured so that a certain NAF is not authorized to use a certain GAA-Service-Identifier. This situation may be indicated by error code 5406.

Step 3


After that the BSF shall send a Bootstrapping-Info-Answer message in the format of the following Multimedia-Auth-Answer (MAA) message back to the NAF. 

< Multimedia-Auth-Answer> ::= < Diameter Header: 303 >
< Session-Id >
{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result]
{ Auth-Session-State }
; NO_STATE_MAINTAINED
{ Origin-Host }
; Address of BSF
{ Origin-Realm }
; Realm of BSF
[ User-Name ]
; IMPI
[ ME-Key-Material ]
; Required
[ UICC-Key-Material ]
; Application Type conditional
[ Key-LifeTime ]
; In seconds
[ GAA-UserSecSettings ]
; Selected  USSs
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]


The BSF should set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not require the NAF to maintain any status information. The BSF may or may not send  the User-name AVP (IMPI) according its configuration.  The mandatory common key material with the ME (ME-Ks) is sent in the ME-Key-Material AVP. The common key material with the UICC (UICC-Ks) is optionally sent in the UICC-Key-Material AVP only if the GAA application type specific information received from Ub during the bootstrapping procedure enables its generation. The Key-LifeTime AVP contains the expiry time of the Bootsrapping information in the BSF according its configuration. The expiry time is represented in seconds that have passed since January 1, 1970 00:00:00.000 GMT.  The BSF select the appropriate User  Security Settings to the GAA-UserSecSettings AVP from stored GAA-UserSecSettings in Bootstrapping information according the GAA-Service-Identifier AVPs in the request message.

The procedure in the NAF when the MAA is received is described in GAA application type specific TSs.

**** BEGIN NEXT CHANGE ****
6.2.2.2
DIAMETER_ERROR_USS_MISSING (5402)

A message was received by the BSF for a GSID that has been mandated by the operator for the requesting NAF, but the corresponding USS is not found in subscriber's GAA-UserSecSettings.
**** BEGIN NEXT CHANGE ****
6.2.2.5
DIAMETER_ERROR_GSID_MISSING (5405)

A message was received by the BSF from a NAF for which the operator has mandated one or more GSIDs, but one or more of the corresponding USSs are not found in subscriber's GAA-UserSecSettings.
NOTE:
The difference between this error (5405) and DIAMETER_ERROR_USS_MISSING (5402) is that the error 5402 is caused by the NAF requesting a mandated but missing USS, and that the error 5405 is caused by a mandated but missing USS that was not requested by the NAF.
**** BEGIN NEXT CHANGE ****
6.2.2.8
DIAMETER_ERROR_NOT_AUTHORIZED (5408)

A message was received by the BSF, but according to operator's local policy, the BSF can’t authorize the subscriber to use the service provided by the NAF (e.g., in the visited network).

**** END CHANGE ****
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