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1. Introduction

This discussion paper:

· Proposes stage 3 implementation of the additions/changes agreed on stage 2 
in SA3#33 11-14 May. See chapter 2.

· Proposes stage 3 implementation of the additions/chages agreed on stage 2 
in SA3#34 6-9 July. See chapter 3.

· Changes due to CN4#23 decissions. See chpater 4.

TS 29.109-030 with corresponding correction marks is attached. 

The correction marks updates the stage 3 implementation of Zh and Zn interfaces basically on the same level  with newest TS 23.220 after SA3#33 and SA3#34. 

2. Updates according SA3#33

The SA3#33 meeting clarified mainly the GAA application procedure between BSF, NAF and UE and added therefore new information elements to Zn interface. The ideas of these addition are included to TS 33.220 V6.1.0.

2.1 NAF-Hostname to Zn request

It may be that a network element that is hosting a NAF has two network interfaces: one for serving incoming connections from a UE (i.e., "public" or "external" network interface), and one for connecting to operator services such as a BSF (i.e., "internal" network interface). The address of internal network interface in Zn interface is "automatically" added to the "Origin-Host" field. However, the address of the external network interface of NAF (i.e., hostname) is not currently conveyed to the BSF from the NAF. An AVP for transporting this information from the NAF to the BSF is needed. The hostname of the NAF is needed in the BSF because the BSF needs to be able to derive the NAF specific key (ME-Ks and UICC-Ks) from the fully qualified domain name (FQDN) of the NAF that the UE uses. Note that BSF also needs to be able to check that NAF identified by the internal address is authorized to use the external hostname.

2.2 ME/UICC-Key-Material to Zn answer

The ME-Key-Material AVP is mandatory in all GAA Zn answer messages. The old name (GAA-Key-Material) is focused to ME-Key-Material.

The UICC-Key-Material AVP is conditional in GAA Zn answer message. Only certain GAA application (e.g. MBMS) needs it.

The BSF and after Zn answer message the NAF shares ME-Key-Material with the ME part of the UE and UICC-Key-material, if needed, with a security element (e.g. USIM, ISIM,) in the UE.

2.3 Key-LifeTime to Zn answer

SA3 has added sending of Key-LifeTime information to NAF in Zn answer message.

Because the SA3 is now stated that the bootstrapping information can be destroyed only when a special lifetime has expired, the step 4, that deletes the bootstrapping information after usage, is removed from section 5.2.

2.4 TID changed to B-TID

SA3 has specified in terminology the Transaction Identity (TID) to Bootstrapping Transaction Identity (B-TID) for Zn interface  in TS 33.220 6.1.0. 

3. Updated according SA3#34

The SA3#33 meeting clarified mainly the earlier open usage of User Security Settings in authentication and in authorization. 

3.1 GAA-Application-Identifiers to Zn

In current version of TS 29.109 the selection of USSs from GUSS in BSF is based on Application-Type information. The SA3#33 requires however that there should be possible to define so called operator specific applications, which may have different USSs although they belong to the same Application-Type.

Therefore in order to select the correct service specific USSs from user’s GUSS the BSF need information about the services that the NAF provides. The new GAA-Application-Identifier AVP informs to the BSF the services that the operator specific application instances in the NAF provide.

3.2 GAA-Application-Type removed in Zn

In order to keep the BSF general i.e. GAA application type independent the GAA-Application-Type AVP is removed. The owner of a BSF can not anymore implement GAA application type specific configuration setting. However the the owner of BSF can implement NAF specific (not NAF type) configurations based in GAA-Application-Identifiers.

Another reason to remove the GAA-Application-Type AVP is that now the SA3 requires that it is possible to send several GAA-Application_identifiers in one Bootstrapping-Info-Request message. For each GAA-Application-Identifiers there should also send a corresponding GAA-Application-Type because the coding of GAA-Application-Identifiers is flat (i.e. does not contain structures for information like GAA-Application-Type). Sending also the GAA-Application-Type were require definition of a group AVP (=Type+Identifier).

3.3 Complicated USS Data structure to XML

The GUSS contains all user’s  USSs.

The SA3#34 decided that a USS contains:

1. An authentication part, which contains all the identities of the user associated with the application

2. An authorisation part, which contains user permissions

The USS was earlier only a set of few application specific permission flags, but currently it is a complex data structure, that may be even expanded in the future. 

Therefore to keep the Diameter specification stable it is practical to define the GAA-UserSecSettings AVP as a XML document containing the USSs inside rather than start to define an expanding set of new Diameter AVPs.

The BSF search the USS belonging to a certain GAA-Application-Identifier from a NAF and send them to the NAF. The NAF opens the USS XML document.

Therefore all AVP definition belonging to sub AVPs of GAA-UserSecSettings can be removed.

The annex A is totally rewritten to reflect the new GUSS structure.

3.4 Generalisation of authorization flags

The authorization flags does not have any meaning to other network elements than NAFs.

The current version TS 29.109 is based on the idea that they’re individual specific AVPs for every flag of every application type. It is possible to continue this policy by defining new corresponding XML tags when a new application type is defined or old one is extended.

There is however another alternative that makes the extension of the system more flexible and suits better to XML filosophy.

The authorization flags does not have any meaning to other network elements than NAFs, they are only stored in HSS and transferred via BSF. 

Therefore a new authorization flag handling system is proposed:

1. If an authorization flag exist the NAF have permission to give the service, otherwise not

2. Authorization flags are defined on GAA Application type specifications not in general GAA specifications. .

3. Authorisation flags are unique coded only inside its GAA application type. Therefore also the GAA application type code should be delivery with flags. 

This system enables that only Application type codes must be standardized in GAA specification. 

The system can easily be expanded to a system where also application identifier specific i.e. operator specific authorization codes were available, but this is FFS.

This system fulfil a new requirement that the SA3#34 approved for GUSS “shall be defined in such a way that profiles for operator specific applications and extensions to existing application profiles are supported without need for standardisation of these elements” to TS 33.220.

4. Updates due to CN4 decisions

4.1 Diameter message names in Zh and Zn

The Diameter messages in Zh and Zn interfaces were originally based on reusage of IMS MM Cx interface Multimedia-Auth-Request/Answer messages (Command-Code 303). 

The previous CN4#23 decided that it is not even necessary to include to the Zh and Zn messages AVPs that are defined required in IMS, if they are idle/empty in GAA context because a different Diameter application Identity is used in the interfaces. This decision broke that last link to the content of Cx Multimedia-Auth-request/answer messages. Only the command-code number is still reused. Another reason for renaming the message pairs in Zh and Zn interfaces using different names is that their contents are different.

It is therefore reasonable to name the messages with names that better indicate their purposes than using the name of Cx interface messages. Following renaming are proposed.

· The Diameter Zh messages between a BSF and a HSS, which are currently called Multimedia-Auth-Request/Answer, and used for bootstrapping, are renamed simply to Bootstrapping-Request/Answer.

· The Diameter Zn messages between a BSF and a NAF, those are currently also called Multimedia-Auth-Request/Answer, and used for down load the bootstrapping information are renamed to Bootstrapping-Info-Request/Answer.

After the proposed renaming the message pairs in Zh and Zn interface have separate names.

4.2 Command-Code reuse clause to 7.3

The following clause is added to section 7.3 to warn that messages defined are incompatible with Multimedia-Auth-Request/Answer defintion in TS 29.229 althought they use same Command-Code as CN4#23 decide. Because some required AVPs are removed the original Multimedia-Auth-Request/Answer hanling modules will raise error situation because of missiing required AVPs.

“This specification reuses only the Command-Code, not the content of the original specification. The AVPs, that are defined required in TS 29.229 [3], but are not needed in Zh or Zn interfaces, are removed and are therefore not required in Zh or Zn interface messages. All new AVPs for GAA are defined optional although they may be mandatory in GAA viewpoint.”
