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1. Introduction

This discussion paper is an introduction to CR “GAA Domain Data Structure” for inclusion of the GAA domain to TS 23.008.

The proposal gives answers to the following question:

· What we have to add into HSS so that it can serve also the GAA?

A CR to TS 23.008 v6.0.0 that implements the proposal follows in separate file. This CR describes the content and data structure of the proposed new GAA domain in new chapter 4.

There are three alternatives to implement the permanent data storage for GAA on HSS side:

1. Include it to CS/PS domain (in HLR)

2. Include it to IM domain in (in HSS)

3. Define it as its own domain (in HSS)

The allocation to CS/PS domain (1) could be rejected directly because the GAA is basically designed to 3G world (IMPI, 3G AV) and updating of CS/PS because it is not reasonable. The allocation to IM domain (2) seems better than CS/PS (1). However is many reasons to define the GAA domain as its own domain (3) from the begin.

Reasons for new GAA domain are:

· The GAA cannot be included to IM domain because the availability of GAA services shall be independent from IM subscriptions.   

· Usage of GAA does not necessary require existence of IM domain – 3G HLR is also suitable. The GAA system should be implementable without implementing a mini IM domain around GAA data storage in HSS.

· Only a subset of IMS subscribers will use the GAA system.

· Non-IMS subscriber may use GAA system.

· The data structure of GAA domain data is in HSS so large that it is unpractical to bundle it inside IM domain structure. The GAA domain data is easier to handle as a separate independent entity in HSS.

· Because data of GAA domain is retrieved using IMPI (not IMPUs) in HSS, there is no natural place for GAA Data in IMS data structure. The basic assumption in IM is that the subscriber data is retrieved from Service Profiles using an IMPU [see TS 23.228 ch. 4.3 or TS 29.228]. The GAA should therefore in IM domain be directly under IMPI or some special tricks like using GAA-IMPU derived from IMPI in IM data storage structure should be used.

· Only common things between GAA and IM domain is usage IMPI and 3G authentication data.

· The new network element BSF, which belongs to GAA Domain, has nothing to do with IM domain.

· Because the GAA system is totally new system with only a few well defined connections to the existing CS/PS and IM domains, it is practical to define it its own domain from the begin.

· If needed, the explicitly definition to its own domain make implementations of GAA domain on HSS side in physical architecture as its own physical element more clearer.

2. HSS architecture

The figure 1 depicts the basic functional domain structure of HSS for GAA. The CS/PS and IM domains are optional, but at least one of them must exist, because they generate authentication data (2G triplets or 3G authentication vectors) for GAA domain.
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Fig. 2: Functional structure of HSS network element 

The HSS is a standardised network element.  Manufactures/Operators may also implement the GAA domain functional entity in their physical architecture as separate GAA server with propriety interfaces to the rest of HSS.

The main functions of the HSS GAA Domain are:

· The GAA domain contains for each user all GAA specific data, except authentication data, that is needed for formation of users’ GAA-UserSecSettings AVP for Zh interface.

· The GAA domain retrieves authentication vector from CS/PS or IM domains. 

· The GAA domain terminates the Zh interface.

3. Content of GAA Domain in HSS

For execution of above functions the GAA Domain needs following data items stored permanently in HSS:

· User, identified by IMPI. If the HSS has only CS/PS domain, without IM domains, the IMPI is pseudo-IMPI generated from IMSI in CS/PS domain.

· GAA Service Subscriptions (GSS), identified by an IMPI and a GAA-Application-Identifier (GAID), combines the IMPI and GAA Service together.

· For each GSS there must be a set of Public User identities (UID), that GAA can authenticate, belonging to particular GAA service. One example of possible UID type is IMPU.

· For each GSS there may be a set of GAA Service specific authorization data flags for certain GAA-Application-Type specific operations (e.g. non-repudiation in PKI portal). If the code of an operation is stored in the HSS, the NAFs belonging to the given GAA Service are allowed to execute the operation.
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Fig. 2: Data model of GAA data in GAA domain
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