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1. Introduction

This contribution suggests adding missing charging description to the Wa chapter of TS 29.234. 

2. Discussion

Chapter  4 of 29.234, which covers the Wa interface should include accounting messaging descriptions. This is currently missing, so the purpose of this CR is to correct that failing. 

Accounting procedures are executed over the Wa using  Radius accounting messaging (RFC 2866) or Diameter accounting, as described in the base protocol. For the roaming case where the 3GPP AAA Proxy acts as a Radius/Diameter translation agent, the translation is described in the NASREQ specification.

3. Proposal
It is proposed to update Wa and Wd interface descriptions to incorporate these necessary, additional attributes and AVPs.

It is further proposed that the enclosed charging architecture is added as an informative annex to the specification.

################ Modification Part 1 Beginning ##########################
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TR 22.934: "Feasibility Study on 3GPP system to WLAN interworking"

[3]
3GPP TR 23.934: "3GPP system to WLAN Interworking; Functional and architectural definition"

[4]
3GPP TS 23.234: "3GPP system to WLAN Interworking; System description"

[5]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces, Signalling flows and message contents"

[6]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol, TS 29.229, Protocol details"

[7]
IETF RFC 3588: "Diameter Base Protocol  

[8]
IETF Draft: "Diameter Extensible Authentication Protocol (EAP) Application", draft-ietf-aaa-eap-06.txt, work in progress

[9]
IEFT RFC 2869: "RADIUS Extensions"

[10]
IETF RFC 2284: "Extensible Authentication Protocol (EAP) "


[11]
IETF Draft: "Extensible Authentication Protocol (EAP) ", draft-ietf-eap-rfc2284bis-02.txt, work in progress

[12]
IETF Draft: "Diameter Network Access Server Application", draft-ietf-aaa-diameter-nasreq-12.txt, work in progress

[13]
IETF RFC 3576: "Dynamic Extensions to Remote Authentication Dial In User Service (RADIUS)”

[14]
IETF Draft: "RADIUS Support For Extensible Authentication Protocol (EAP) ", draft-aboba-radius-rfc2869bis-22.txt, work in progress

[15]
IETF RFC 3580: "IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines"

[16]
IETF Draft, Attributes for Access Network Location and Ownership Information,  http://www.ietf.org/internet-drafts/draft-tschofenig-geopriv-radius-lo-00.txt
[17]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS) "

[18]
3GPP TS 33.234: "WLAN Interworking Security"

[19] 
Diameter Credit-Control Application, draft-ietf-aaa-diameter-cc-04.txt
[20]
IETF RFC 2866: "RADIUS Accounting"

################ Modification Part 1 End##########################
################Modification Part 2 Beginning##########################
4.1
Functionality

The functionality of the reference point is to transport in RADIUS/Diameter frames;

-
data for WLAN session authentication signalling between WLAN-UE and 3GPP Network.

-
data for WLAN session authorization signalling between WLAN AN and 3GPP Network. 

-
keying data for the purpose of radio interface integrity protection and encryption.

-
 data for purging a user from the WLAN access for immediate service termination, when such functionality is supported by the WLAN AN. 

-
data to enable the identification of the operator networks within which roaming occurs.


Carrying accounting signalling per WLAN user.
################ Modification Part 2 End##########################
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4.x
Accounting Signalling Across the Wa interface

Wa interface shall carry accounting signalling per WLAN user. This shall be implemented as described in the sections below either using Radius accounting [20] or Diameter protocols [12]
4.x.1
Radius

If the Wa interface is implemented using Radius, the WLAN-AN shall send a RADIUS Accounting-Request message (start) on receipt of a Radius Access Accept Message successfully authenticating the user.

The WLAN-AN shall send a RADIUS Accounting-Request (stop) message when the WLAN session is terminated. 

 If the Access Accept Message contained an Acc-Interim-Interval attribute, the WLAN-AN shall send interim accounting records at intervals in accordance with the value of this attribute.
During the lifetime of a WLAN session, the WLAN System may generate additional RADIUS Accounting-Request starts and stops messages.
4.x.1.1   Radius Attributes in accounting messages

The following table gives the information elements included in the accounting messaging exchanged over the Wa interface.

Table 4.5.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Accounting Request
	Accounting Response
	Attribute

	USER ID
	This Attribute indicates the identity of the user. More detailed description of the IE can be found in RFC3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client.  It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in RFC3580 [15].
	Mandatory
	NA
	NAS-IP Address



	Acc-Session-ID
	According to  RFC 2866 [20], this attribute is a accounting ID which uniquely identifies the user’s session. If the WLAN AN receives an Access Accept containing a Class attribute with prefix “Diameter”, then the Session-ID contained therein is used as the Acc-Session-ID
	Mandatory
	Mandatory
	Acc-Session-ID

	Operator Name
	Hot Spot Operator Name as defined in [16]
	Mandatory
	NA
	Operator Name

	Location Name
	Location Name of the hot spot operator as defined in [16]
	Mandatory
	NA
	Location Name

	Location Information
	Location information regarding the hotspot operator as defined in [16]
	Mandatory
	NA
	Location information

	Acct.Status Type
	Indicates whether this is (i) Accounting Start (ii) Stop  (iii) Interim Report. Accounting start indicates that this is the beginning of the user service, Account stop the end.
	Mandatory
	N/A
	Acct.Status Type

	Acc-Input-octets
	Inidicates the number of octets sent by the WLAN UE over the course of the session. According to RFC 2866, shall only be present if ACC Status Type is set to “Stop”
	Optional
	N/A
	Acc-Input-octets

	Acc-Output Octets
	Inidicates the number of octets received by the WLAN-UE. According to RFC 2866, shall only be present if ACC Status Type is set to “Stop”
	Optional
	N/A
	

	Acc-Session-Time
	This attribute indicates how many seconds the user has received service for.
	Conditional. Shall be present if Acct-Status-Type set to Accouting Stop
	N/A
	Acc-Session-Time

	Acc-Input-Packets
	Inidicates the number of packets sent by the WLAN UE over the course of the session. According to RFC 2866, shall only be present if ACC Status Type is set to “Stop”
	Optional
	N/A
	Acc-Input-Packets

	Acc-Output-Packets
	Inidicates the number of packets received by the WLAN-UE over the course of the session. According to RFC 2866, shall only be present if ACC Status Type is set to “Stop”
	Optional
	N/A
	Acc-Output-Packets

	Acc-Terminate-Cause
	Indicates how the session was stopped. Cause values are as per specified in RFC 3580 [X]
	Conditional. Shall be present if Acct-Status-Type set to “Accouting Stop.”
	N/A
	Acc-Terminate-Cause


The parameters listed above as ‘mandatory’ are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled ‘mandatory’ be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
4.x.3 Diameter

For the case where is used on the Wa interface, the accounting messaging is as per defined in NASREQ[12]

i.e. Accounting Request Message (ACR) shall be sent by the WLAN-AN after any authentication transaction and at the end of the session. 
In addition, the WLAN-AN may send Interim accounting records.

4.x.3.1 Procedures Description: 
This procedure is used to transport over Diameter, the WLAN accounting specific information between the WLAN AN and the 3GPP system.
Diameter usage in Wa:

· This procedure is mapped to the Diameter-Accounting Request and Accounting Response (ACR/ACA) command codes as defined in NASREQ[12]. The Diameter-ACR Message shall contain the following information elements:
Table 4.X.X.X: Accounting Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the identity of the user.

	NAS-IP address
	NAS-IP Address
	C
	IPv4 address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the hot-spot

	Accounting Record type
	Accounting Record type
	M
	2= Start, 4= Stop, 3= Interim Record

	Accounting Session-ID
	Accounting Session-ID
	M
	Uniuquely Identifies the accouting session. May be the same Session-ID as for the authenitcation signalling over the Wa 

	Accounting-Input-Octets
	Accounting-Input-Octets
	O
	Number of octets sent by the WLAN UE

	Accounting-Output-Octets
	Accounting-Output-Octets
	O
	Number of octets received by the WLAN UE

	Accounting-Input-Packets
	Accounting-Input-Packets
	O
	Number of packets sent by the WLAN UE

	Accounting-Output-Packets
	Accounting-Output-Packets
	O
	Number of packets received by the WLAN UE

	Accounting-Session-Time
	Accounting-Session-Time
	C
	Indicates the length of the current session in seconds. Shall only be present if Accouting-Record-Type is set to Stop or Interim

	Termination-Cause
	Termination-Cause
	C
	Shall be present only if Accouting-Record-Type is set to Stop.


The Diameter-Accounting response message shall contain the following:

Table 4.4.4.2: Accounting Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Username NAI
	User-Name
	M
	This information element contains the permanent identity of the user, i.e., the IMSI.

	Result code
	Result Code
	M
	Result of the operation. Result codes are as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.
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Appendix B (informative)
This annex describes WLAN-3GPP interworking access charging, which is applicable for scenario 2 and 3. 
Scenario 2 Offline Charging:

The WLAN offline access charging is based on the Accounting Requests. If WLAN AN is based on Radius infrastructure, the first 3GPP domain entity (3GPP AAA Proxy or Server) needs to perform protocol conversion and related functionality. The Accounting Requests are terminated at the home CDF that together with CGF converts the information to Billing System compatible format.

Offline charging protocol conversions and related functionality are illustrated in the figure below.
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Figure 1 Accounting Requests Radius – Diameter

When WLAN AN is Diameter-based, the accounting signalling would traverse as shown below.
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Figure 2 Accounting Requests – Diameter

Scenario 2 Online Charging:

Online charging should be based on authentication / authorisation messaging if supported by the WLAN AN. This eliminates the credit risk. The procedure is shortly described in TS 23.234 and also below:

1. When the user authenticates to WLAN AN, an authentication request (AA-request) is sent to the home 3GPP AAA Server. As a part of the initial authentication and authorization procedure, the 3GPP AAA Server issues a Diameter Credit Control request to the Online Charging System via the Wo reference point. 

2. The OCS checks the subscriber account balance and reserves credit from it. The reserved amount is indicated as time or volume quota back to the 3GPP AAA Server. The 3GPP AAA Server then reports the allocated quota to the Access Device. 

3. The user session starts and the Access Device starts to monitor the usage. Once the quota is used, the Access Device issues a re-authentication message that includes the actual usage this far. 

4. The 3GPP AAA Server sends again a Diameter Credit Control request to OCS. OCS debits the actual usage and reserves more quota that is again reported back to the Access Device. 

5. This procedure continues until the session is ended. The final usage is reported at the end of the session and the account is credited/debited accordingly. 

6. If the subscriber runs out of credit during the session, the session is either terminated by the 3GPP AAA Server, or the user is directed to a toll-free destination where account can be re-filled. 

The authentication / authorisation messaging based online charging mechanism would require that WLAN AN implements RADIUS prepaid extensions or similar functionality thus imposes requirements to WLAN domain. If such requirements can not be imposed, the online charging mechanism needs to be based on the accounting requests used in offline charging. This means that reliable and credit risk free online charging can not be implemented.

The Diameter Credit Control Application (CCA) to be used in Wo reference point and the protocol conversion between CCA and Radius prepaid extensions are already specified.
Online charging protocol conversions and related functionality are illustrated in the figure below.
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Figure 3 Authentication Requests Radius - Diameter

When WLAN AN is Diameter-based, the signalling traverses as shown below.
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Figure 4 Authentication Requests – Diameter

Scenario 3:

Scenario 3, charging of 3GPP PS-domain services, should be left to be specified in PS-domain charging specifications (IP Flow based charging). To enable charging data correlation the following interaction should be specified between the 3GPP AAA Server/Proxy and the PDG (PDG assumed to be part of GGSN):

PS-domain services are provided by the Packet Data Gateway (PDG) residing either in home or visited network. During the tunnel establishment from UE to PDG, the PDG contacts the 3GPP AAA Server/Proxy for user authentication / authorisation via Wm reference point. As a part of the procedure, the 3GPP AAA Server/Proxy should send the Accounting-Session-Id for the WLAN session to the PDG. The PDG then includes that to the charging data it generates for the service usage to enable correlation between the WLAN session and PS service usage charging data.  
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