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1 Introduction

3GPP SA3 has analyzed the security aspects of GUP. SA3 has concluded that they would neither produce a new specification nor update one of the existing SA3 specifications for this purpose. They find that missing security aspects of GUP would be sufficiently covered by referencing the relevant Liberty specifications in the GUP Stage 2 and Stage 3 specifications. This contribution clarifies further the security aspects of GUP in the TS 29.240 by referencing the relevant Liberty specifications.

2 Proposal

The following text and is proposed to be added to the draft TS 29.240.

************************************* 1st CHANGE **********************************************
8.1
GUP SOAP headers

Editor´s note: This is the current approved text on this:

The SOAP protocol is applied in the Rp reference point. SOAP provides a mechanism for exchanging structured and typed information between peers using XML. It is a very generic protocol which can also be used to carry remote procedure calls. Each SOAP message has an element ”Envelope” and its immediate child elements ”Header” and ”Body”. SOAP carries the GUP procedure elements in its body part in compliance with the SOAP standard [5]. The GUP Procedure elements are placed immediately below the Body element. If there are several requests or responses, the GUP Procedure elements are carried one after another. 

GUP SOAP messages are specified to run over standard http [6] as specified in [5] but implementations may also support other transport mechanims. If any SOAP level error is reported, no application data are returned. The used SOAP binding and error reporting mechanisms are defined in Liberty ID-WSF SOAP Binding Specification [14].

There are a number of SOAP Header elements defined for GUP. The first part of each header is defined according to the Liberty ID-WSF SOAP Binding Specification [14] which specifies the following header blocks that are also applicable in GUP:

Editor’s note: Whether the GUP framework will support a subset of SOAP headers defined by the SOAP specification and also by Liberty ID-WSF SOAP Binding Specification [14] is FFS. Additionally some GUP specific SOAP headers may also be required FFS. The implementation is FFS.

Editor’s note: Namespaces for SOAP headers are FFS.

Messaging-specific Header Block

· CorrelationType Header Block 

· Provider Header Block

Optional Header Blocks

· ProcessingContext Header Block

· ConsentType Header Block

· UsageDirective Header Block 

· ServiceInstanceUpdate Header Block

· Timeout Header Block

· CredentialsContext Header Block

Additionally the Liberty ID-WSF Security Mechanisms specification [15] defines SOAP headers for security, authentication and authorisation purposes. Those may optionally be applied in GUP requests and responses. See subclause 9.4 and 8.1.9 for more information.

************************************* NEXT CHANGE **********************************************

9.4
Security, Authentication and Authorisation

Editor’s note: This text may be moved to clause 8.


The security of the Rp reference point is based on the mechanisms described in the “Liberty ID-WSF Security Mechanisms” [15] and “Liberty ID-WSF SOAP Binding” [14] specifications, and relies on: 

· SSL/TLS standard mechanisms for Transport Layer Channel Protection. (other security protocols (e.g. Kerberos, IPSEC) may be used as long as they implement equivalent security measures), 

· SSL/TLS for peer-to-peer authentication and X.509 v3 certificates, 

· Bearer tokens or SAML assertions for message authentication.

Regarding authorization, the mentioned specifications recommend the use of the Web Services Security SAML Profile.

The specific mechanisms are further explained in the mentioned specifications, [14] and [15], and their text has preeminence to what is described here and should be considered as normative, unless explicitly indicated.

It is up to the security policy of the operator to choose which methods to apply taking into account the security domains where the client and server reside.
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