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Background:

In the tables describing the Information Elements transported in the various commands, there is no description of the meaning of the "Mandatory", "Conditional" and "Optional". Moreover, it is not described the correct handling when one of those information elements are missing in received request.

Discussion:

It is proposed to add a descriptive text in the beginning of each section describing the WLAN that will explain the use of the terms "Mandatory", "Conditional" and "Optinal" in the table. Moreover, the text states that a missing mandatory information element in a command shall cause an application error and an answer message shall be send back to the originator of the request with a Result-Code set to DIAMETER_MISSING_AVP. The appropriate handling is also detailled for Conditional and Optional information elements.

For the specific Wa interface, over which Diameter or RADIUS can be used, the corresponding handling is described for missing IE in RADIUS request.
Proposed changes:
Beginning of the modified section

6.4 
Procedures Description

In the tables that describe the Information Elements transported by each command, each Information Element is marked as (M) Mandatory, (C) Conditional or (O) Optional.

-
A mandatory Information Element shall always be present in the command. If this Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request:

-
An answer message with the Result-Code AVP set to DIAMETER_MISSING_AVP in the Diameter case. The Failed-AVP AVP with an example of the missing AVP shall be included in this message. 

-
A RADIUS Access-Reject message in the RADIUS case.

-
A conditional Information Element shall be present if certain conditions are fulfilled:
-
If those conditions are fulfilled and the Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request:

-
An answer message with the Result-Code set to DIAMETER_UNABLE_TO_COMPLY in the Diameter case. The Failed-AVP AVP with an example of the missing AVP shall be included in this message. 

-
A RADIUS Access-Reject message in the RADIUS case.

-
If those conditions are not fulfilled, it shall be absent. If the unexpected Information Element is present, it may either be ignored or cause the sending of an error message to the originator of the request:

-
An answer message with the Result-Code set to DIAMETER_AVP_NOT_ALLOWED in the Diameter case. The Failed-AVP AVP with a copy of the offending AVP shall be included in this message.
-
A RADIUS Access-Reject message in the RADIUS

-
An optional Information Element may be present or absent in the command, at the discretion of the application at the sending entity. Absence or presence of this Information Element may cause an application error, at the discretion of the application at the receiving entity.

End of the modified section

Beginning of the second modified section

6.5 Information Element Contents

In the tables that describe the Information Elements transported by each command, each Information Element is marked as (M) Mandatory, (C) Conditional or (O) Optional.

-
A mandatory Information Element shall always be present in the command. If this Information Element is absent, an application error occurs and a RADIUS Access-Reject message shall be sent back to the originator of the request.

-
A conditional Information Element shall be present if certain conditions are fulfilled;

-
If those conditions are fulfilled and the Information Element is absent, an application error occurs and a RADIUS Access-Reject message shall be sent back to the originator of the request.

-
If those conditions are not fulfilled, it should be absent. If the unexpected Information Element is present, it may either be ignored or cause an application error with the sending of a RADIUS Access-Reject message back to the originator of the request.

-
An optional Information Element may be present or absent in the command, at the discretion of the application at the sending entity. Absence or presence of this Information Element may cause an application error, at the discretion of the application at the receiving entity.

6.5.1
RADIUS based Information Elements Contents

Table 6.5.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user to be authenticated. More detailed description of the IE can be found in RFC3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client.  It should be

unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in RFC3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address



	
	
	
	
	
	
	

	Operator Name
	Hot Spot Operator Name as defined in [16]
	Mandatory
	NA
	NA
	NA
	Operator Name

	Location Name
	Location Name of the hot spot operator as defined in [16]
	Mandatory
	NA
	NA
	NA
	Location Name

	Location Information
	Location information regarding the hotspot operator as defined in [16]
	Mandatory
	NA
	NA
	NA
	Location information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in RFC3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + AAA-Server Host AVP + prefix “Diameter”
	This attribute is relayed from the AAA-proxy to the WLAN-AN when the AAA-Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix “Diameter”
	This attribute is sent by AAA-proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	Session Alive Time
	 This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in RFC3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in RFC3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Cryption Key
	This Attribute is available to allow vendors to support their own extended Attributes not suitable for general usage. More detailed description of the IE can be found in RFC3580 [15].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Send-Key)



End of the second modified section.

Beginning of the third modified section

7.4 Information Element Contents

In the tables that describe the Information Elements transported by each command, each Information Element is marked as (M) Mandatory, (C) Conditional or (O) Optional.
-
A mandatory Information Element shall always be present in the command. If this Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request with the Result-Code set to DIAMETER_MISSING_AVP. The Failed-AVP AVP with an example of the missing AVP shall be included in this message.

-
A conditional Information Element shall be present if certain conditions are fulfilled;

-
If those conditions are fulfilled and the Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request with the Result-Code set to DIAMETER_UNABLE_TO_COMPLY. The Failed-AVP AVP with an example of the missing AVP shall be included in this message.

-
If those conditions are not fulfilled, it should be absent. If the unexpected Information Element is present, it may either be ignored or cause the sending of an error message to the originator of the request with the Result-Code set to DIAMETER_AVP_NOT_ALLOWED. The Failed-AVP AVP with a copy of the offending AVP shall be included in this message.

-
An optional Information Element may be present or absent in the command, at the discretion of the application at the sending entity. Absence or presence of this Information Element may cause an application error, at the discretion of the application at the receiving entity.

End of the third modified section

Beginning of the fourth modified section

8.3
Procedures Description

In the tables that describe the Information Elements transported by each command, each Information Element is marked as (M) Mandatory, (C) Conditional or (O) Optional.

-
A mandatory Information Element shall always be present in the command. If this Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request with the Result-Code set to DIAMETER_MISSING_AVP. The Failed-AVP AVP with an example of the missing AVP shall be included in this message.

-
A conditional Information Element shall be present if certain conditions are fulfilled;

-
If those conditions are fulfilled and the Information Element is absent, an application error occurs and an error message shall be sent back to the originator of the request with the Result-Code set to DIAMETER_UNABLE_TO_COMPLY. The Failed-AVP AVP with an example of the missing AVP shall be included in this message.

-
If those conditions are not fulfilled, it should be absent. If the unexpected Information Element is present, it may either be ignored or cause the sending of an error message to the originator of the request with the Result-Code set to DIAMETER_AVP_NOT_ALLOWED. The Failed-AVP AVP with a copy of the offending AVP shall be included in this message.

-
An optional Information Element may be present or absent in the command, at the discretion of the application at the sending entity. Absence or presence of this Information Element may cause an application error, at the discretion of the application at the receiving entity.

End of the fourth modified section
