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**** First modified section ****

5.x
Advertising Application Version Support

The HSS, S-CSCF and I-CSCF shall advertise the supported versions of the Cx application as defined in chapter 7.1.
**** Second modified section ****

6.1.1
User-Authorization-Request (UAR) Command

The User-Authorization-Request (UAR) command, indicated by the Command-Code field set to 300 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request the authorization of the registration of a multimedia user. 

Message Format

< User-Authorization-Request> ::=


< Diameter Header: 300, 167772151, REQ, PXY >









< Session-Id >









{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]









{ Destination-Realm }

[ Supported-Application-Versions ]

{ User-Name }

{ Public-Identity }

{ Visited-Network-Identifier }

[ User-Authorization-Type ]









*[ AVP ]









*[ Proxy-Info ]











*[ Route-Record ]



6.1.2
User-Authorization-Answer (UAA) Command

The User-Authorization-Answer (UAA) command, indicated by the Command-Code field set to 300 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the User-Authorization-Request command. The Result-Code AVP or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6].

Message Format

< User-Authorization-Answer> ::=


< Diameter Header: 300, 167772151 >











< Session-Id >











{ Vendor-Specific-Application-Id }











[ Result-Code ]











[Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

 








[ Server-Name ]

[ Server-Capabilities ]

*[ AVP ]

*[ Proxy-Info ]















*[ Route-Record ]

6.1.3
Server-Assignment-Request (SAR) Command

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request it to store the name of the server that is currently serving the user.

Message Format

<Server-Assignment-Request> ::=
< Diameter Header: 301, 167772151, REQ, PXY >










< Session-Id >









{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]









{ Destination-Realm }

[ Supported-Application-Versions ]

 [ User-Name ]

*[ Public-Identity ]

{ Server-Name }

{ Server-Assignment-Type }

{ User-Data-Request-Type }

{ User-Data-Already-Available }












*[ AVP ]














*[ Proxy-Info ]














*[ Route-Record ]

6.1.4
Server-Assignment-Answer (SAA) Command

The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Server-Assignment-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6]. If Result-Code or Experimental-Result does not inform about an error, the User-Data AVP shall contain the information that the S-CSCF needs to give service to the user.

Message Format

<Server-Assignment-Answer> ::=

< Diameter Header: 301, 167772151 >











< Session-Id >









{ Vendor-Specific-Application-Id }









[ Result-Code ]

[Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

 [ User-Name ]

[ User-Data ]

[ Charging-Information ]

*[ AVP ]

*[ Proxy-Info ]














*[ Route-Record ]

6.1.5
Location-Info-Request (LIR) Command

The Location-Info-Request (LIR) command, indicated by the Command-Code field set to 302 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request name of the server that is currently serving the user. 

Message Format

<Location-Info-Request> ::=

< Diameter Header: 302, 167772151, REQ, PXY >










< Session-Id >









{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]









{ Destination-Realm }

[ Supported-Application-Versions ]

{ Public-Identity }

*[ AVP ]














*[ Proxy-Info ]














*[ Route-Record ]

6.1.6
Location-Info-Answer (LIA) Command

The Location-Info-Answer (LIA) command, indicated by the Command-Code field set to 302 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Location-Info-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6].

Message Format

<Location-Info-Answer> ::=

< Diameter Header: 302, 167772151 >











< Session-Id >









{ Vendor-Specific-Application-Id }









[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

 [ Server-Name ]

[ Server-Capabilities ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

6.1.7
Multimedia-Auth-Request (MAR) Command

The Multimedia-Auth-Request (MAR) command, indicated by the Command-Code field set to 4 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia client to a Diameter Multimedia server in order to request security information. 

Message Format

< Multimedia-Auth-Request > ::= < Diameter Header: 303, 167772151, REQ >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

[ Destination-Host ]

[ Supported-Application-Versions ]

{ User-Name }

{ Public-Identity }

[ SIP-Auth-Data-Item ]

 [ SIP-Number-Auth-Items ] 

{ Server-Name }

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

6.1.8
Multimedia-Auth-Answer (MAA) Command

The Multimedia-Auth-Answer (MAA) command, indicated by the Command-Code field set to 303 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Auth-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6].

Message Format

< Multimedia-Auth-Answer > ::= < Diameter Header: 303, 167772151 >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

 [ User-Name ]

[ Public-Identity ]

 [ SIP-Number-Auth-Items ]

* [SIP-Auth-Data-Item ]

* [ AVP ]

* [ Proxy-Info ]

* [ Route-Record ]

6.1.9
Registration-Termination-Request (RTR) Command

The Registration-Termination-Request (RTR) command, indicated by the Command-Code field set to 304 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia server to a Diameter Multimedia client in order to request the de-registration of a user.

Message Format

<Registration-Termination-Request> ::=

< Diameter Header: 304, 167772151, REQ >










< Session-Id >









{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }









{ Destination-Realm }


[ Supported-Application-Versions ]

{ User-Name }

*[ Public-Identity ]

{ DeRegistration-Reason }

*[ AVP ]














*[ Proxy-Info ]














*[ Route-Record ]

6.1.10
Registration-Termination-Answer (RTA) Command

The Registration-Termination-Answer (RTA) command, indicated by the Command-Code field set to 304 and the ‘R’ bit cleared in the Command Flags field, is sent by a client in response to the Registration-Termination-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6].

Message Format

<Registration-Termination-Answer> ::=

< Diameter Header: 304, 167772151 >











< Session-Id >









{ Vendor-Specific-Application-Id }









[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

6.1.11
Push-Profile-Request (PPR) Command

The Push-Profile-Request (PPR) command, indicated by the Command-Code field set to 305 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter Multimedia server to a Diameter Multimedia client in order to update the subscription data of a multimedia user in the Diameter Multimedia client whenever a modification has occurred in the subscription data that constitutes the data used by the client. 

Message Format

< Push-Profile-Request > ::=


< Diameter Header: 305, 167772151, REQ >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

[ Supported-Application-Versions ]

{ User-Name }

{ User-Data }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

6.1.12
Push-Profile-Answer (PPA) Command

The Push-Profile-Answer (PPA) command, indicated by the Command-Code field set to 305 and the ‘R’ bit cleared in the Command Flags field, is sent by a client in response to the Push-Profile-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 in addition to the values defined in IETF RFC 3588 [6].

Message Format

< Push-Profile-Answer > ::=< Diameter Header: 305, 167772151 >

< Session-Id >

{ Vendor-Specific-Application-Id }

[Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Supported-Application-Versions ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
**** Third modified section ****

6.2.X
Informational Failures

Errors that fall within the Informational Failures category are used to inform the requester that a request could not be satisfied, and additional action is required on its part before access is granted.

6.2.X.1
DIAMETER_ERROR_INCORRECT_FORMAT (1001)

A message was received with a format not aligned with the version selected over the interface. The receptor of this error shall re-send the message with the format compliant with the version selected over the interface.

**** Fourth modified section ****

6.2.2
Permanent Failures

Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

6.2.2.1
DIAMETER_ERROR_USER_UNKNOWN (5001)

A message was received for a user that is unknown.

6.2.2.2
DIAMETER_ERROR_IDENTITIES_DONT_MATCH (5002)

A message was received with a public identity and a private identity for a user, and the server determines that the public identity does not correspond to the private identity.

6.2.2.3
DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5003)

A query for location information is received for a public identity that has not been registered before. The user to which this identity belongs cannot be given service in this situation.

6.2.2.4
DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004)

The user is not allowed to roam in the visited network.

6.2.2.5
DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5005)

The identity being registered has already a server assigned and the registration status does not allow that it is overwritten.

6.2.2.6
DIAMETER_ERROR_AUTH_SCHEME_NOT_SUPPORTED (5006)

The authentication scheme indicated in an authentication request is not supported.

6.2.2.7
DIAMETER_ERROR_IN_ASSIGNMENT_TYPE (5007)

The identity being registered has already the same server assigned and the registration status does not allow the server assignment type.

6.2.2.8
DIAMETER_ERROR_TOO_MUCH_DATA (5008)

The volume of the data pushed to the receiving entity exceeds its capacity.

NOTE: This error code is also used in 3GPP TS 29.329 [11].

6.2.2.9
DIAMETER_ERROR_NOT_SUPPORTED_USER_DATA (5009)

The S-CSCF informs HSS that the received subscription data contained information, which was not recognised or supported.

6.2.2.10
DIAMETER_MISSING_USER_ID (5010)

The HSS informs the S-CSCF that the message did not contain a Private-Id and/or a Public-Id and so the message could not be processed.
6.2.2.x
DIAMETER_ERROR_NO_COMMON_VERSION (50xx)

The sender of this error indicates to the node receiving the error that communication is not possible since there is no common application version to apply over the interface.
**** Fifth modified section ****

6.3
AVPs

The following table describes the Diameter AVPs defined for the Cx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Visited-Network-Identifier
	1
	6.3.1
	OctetString
	M, V
	
	
	
	No

	Public-Identity
	2
	6.3.2
	UTF8String
	M, V
	
	
	
	N

	Server-Name
	3
	6.3.3
	UTF8String
	M,V
	
	
	
	No

	Server-Capabilities
	4
	6.3.4
	Grouped
	M, V
	
	
	
	No

	Mandatory-Capability
	5
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Optional-Capability
	6
	6.3.6
	Unsigned32
	M, V
	
	
	
	No

	User-Data
	7
	6.3.7
	OctetString
	M, V
	
	
	
	No

	SIP-Number-Auth-Items
	8
	6.3.8
	Unsigned32
	M, V
	
	
	
	No

	SIP-Authentication-Scheme
	9
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	SIP-Authenticate
	10
	6.3.10
	OctetString
	M, V
	
	
	
	No

	SIP-Authorization
	11
	6.3.11
	OctetString
	M, V
	
	
	
	No

	SIP-Authentication-Context
	12
	6.3.12
	OctetString
	M, V
	
	
	
	No

	SIP-Auth-Data-Item
	13
	6.3.13
	Grouped
	M, V
	
	
	
	No

	SIP-Item-Number
	14
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	Server-Assignment-Type
	15
	6.3.15
	Enumerated
	M, V
	
	
	
	No

	Deregistration-Reason
	16
	6.3.16
	Grouped
	M, V
	
	
	
	No

	Reason-Code
	17
	6.3.17
	Enumerated
	M, V
	
	
	
	No

	Reason-Info
	18
	6.3.18
	UTF8String
	M, V
	
	
	
	No

	Charging-Information
	19
	6.3.19
	Grouped
	M, V
	
	
	
	No

	Primary-Event-Charging-Function-Name
	20
	6.3.20
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Event-Charging-Function-Name
	21
	6.3.21
	DiameterURI
	M, V
	
	
	
	No

	Primary-Charging-Collection-Function-Name
	22
	6.3.22
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Charging-Collection-Function-Name
	23
	6.3.23
	DiameterURI
	M, V
	
	
	
	No

	User-Authorization-Type
	24
	6.3.24
	Enumerated
	M, V
	
	
	
	No

	User-Data-Request-Type
	25
	6.3.25
	Enumerated
	M, V
	
	
	
	No

	User-Data-Already-Available
	26
	6.3.26
	Enumerated
	M, V
	
	
	
	No

	Confidentiality-Key
	27
	6.3.27
	OctetString
	M, V
	
	
	
	No

	Integrity-Key
	28
	6.3.28
	OctetString
	M, V
	
	
	
	No

	Supported-Application-Versions
	X
	6.3.xx
	Grouped
	M, V
	
	
	
	No

	Version
	Y
	6.3.yy
	Enumerated
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [6].

NOTE 2:
Depending on the concrete command.


…

6.3.xx
Supported-Application-Versions AVP

The Supported-Application-Versions AVP (AVP code X) is of type Grouped. This AVP contains information about the supported versions of the application advertised in the Application-Id command header field. 

AVP format



Supported-Application-Versions ::= < AVP Header: TBD >

                                    






1* { Version }

                                     






  * [ AVP ]

Where more than one version is supported for the application, all the versions are advertised in the Version AVP.

6.3.yy

Version AVP
The Version AVP (AVP code Y) is of type Enumerated and shall contain the version of the application being advertised. The following values are defined:

VERSION_0 (0)

This value indicates version 0 of the advertised application.

VERSION_1 (1)

This value indicates version 1 of the advertised application.

**** Sixth modified section ****

7
Special Requirements

7.1
Version Control

7.1.w
General description
It shall be possible to identify which versions of an application a node supports, and to negotiate between two nodes a common version of the application to use on the interface between them. The current IETF Diameter RFC 3588 [6] does not support differentiation of versions within an application, so the mechanism described here is defined by 3GPP to allow the flexibility of the 3GPP release and specification structure to be maintained. 
7.1.x
Version Negotiation Procedure
Version control shall be implemented at application level, i.e., it is the application’s responsibility to check whether or not there is a common version between two nodes for a specific interface.
As a general procedure, the first set of commands being exchanged over an interface shall contain the Supported-Application-Versions AVP. When VERSION_0 of the protocol is the only version of the application that the originating node supports, Supported-Application-Versions AVP is omitted, see section 7.1.y.
The originator of the first command to be sent on an interface shall include within that command the Supported-Application-Versions AVP.  The Supported-Application-Versions AVP shall identify all versions of the protocol that the originating node supports. The content of the command shall be compliant with the highest advertised version. 
At reception of this command, the receiving node shall check what versions are supported by the originating node:

-
If the receiving node supports none of the versions of the protocol advertised by the originating node, it shall include in the response Experimental-Result AVP set to DIAMETER_ERROR_NO_COMMON_VERSION.   No further exchange using the application will take place.
-
If there is at least one version advertised by the originating node which is supported by the receiving node, the highest version shall be used for all further exchanges using that application between the two nodes. 

-
If the version selected is the highest version advertised by the originating node, the content of the answer shall be sent according to this version and the answer shall advertise all versions supported by the receiving node. The originator of the request shall apply the same principle of selection for the highest common version for the format of subsequent messages.

-
If the version selected is not the highest one advertised by the originating node, the answer shall advertise all supported versions and Experimental-Result AVP shall be set to  DIAMETER_ERROR_INCORRECT_FORMAT. In this case, the originator shall apply the same principle of selection for the highest common version and shall repeat the query with the command in the selected version format.
The Supported-Application-Versions AVP should not be included  in this second query since both nodes already know the version to apply.
After the negotiation is performed, the Supported-Application-Versions AVP shall be absent in the following exchanged comamnds.  The Supported-Application-Versions AVP may be included in a subsequent message on the interface if the set of versions of the application used on the interface is altered.  Inclusion of the Supported-Application-Versions AVP shall trigger a new negotiation process to determine the version of the application to be used on the interface.
7.1.y
Backward Compatibility
When the originating node only supports version 0 of the application, the Supported-Application-Versions AVP shall not be present in the request. When the receiving node receives the first command with no Supported-Application-Versions AVP it shall be understood that the originating node only supports version 0 of the application, so should proceed accordingly:

· If the receptor also supports version 0 of the application, the answer command will have version 0 format and all subsequent commands exchanged between the two nodes shall use version 0 of the application.

· If the receptor does not support Rel-5, the answer shall contain the Experimental-Result AVP set to DIAMETER_UNABLE_TO_COMPLY and no more application command codes should be exchanged between the two nodes.
If the receiving node supports only Version 0 of the application and therefore does not support the Supported-Application-Versions AVP, the receiving node will ignore the information in the Supported-Application-Versions AVP and will respond with Result-Code AVP set to DIAMETER_UNSUPPORTED_AVP.  The response will also include the Supported-Application-Versions AVP in the Failed-AVP AVP, according to the mechanisms defined in RFC 3588 [6].  

Receiving the response with the error described above, the originating node can determine that the receiving node only supports Version 0 of the application and so can attempt the command again using Version 0 syntax as described in Release 5 specifications, if version 0 is supported by the originating node.  

7.1.z
Version Control and Diameter agents relationship
Since this mechanism is applied at application level, the Supported-Application-Versions AVP shall be relayed or redirected within its corresponding Diameter command to the end node with no manipulation/handling. So the existence of these Diameter agents sitting between two end nodes does not affect the working method.
When there are Diameter proxies in between, proxies shall not manipulate the Supported-Application-Versions AVP and this AVP shall be transparently proxied.
7.1.w
Version Upgrade rules
A new version of the Cx/Dx Application is created according to the same rules as for the creation of a new application as applied by the IETF.  That is, for example, at the addition of a new command, the addition of a new mandatory AVP etc.

The version of the application shall only be upgraded once per 3GPP Release.  If no changes are made in a single 3GPP Release that warrant the creation of a new version of the application, no new version shall be created for that release.
The current version of the application is Version 1.
A summary of the versions of the application that exist is given below:

· Version 0
Rel-5 of the Cx/Dx application shall apply. Command Codes, AVPs and Error Codes shall follow the format described for CxDx application Rel-5.  
Identified by inclusion of Version AVP set to ‘0’ in Supported-Application-Versions AVP, or, if only Version 0 is supported by a node, identified by the omission of the Supported-Application-Versions AVP in commands, as described in sections 7.1.x and 7.1.y.
· Version 1
Rel-6 of the Cx/Dx application shall apply. Command Codes, AVPs and Error Codes shall follow the format described for Cx/Sh application Rel-6.
Identified by inclusion of Version AVP set to ‘1’ in Supported-Application-Versions AVP, in commands as described in sections 7.1.x and 7.1.y.
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